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Security

ÅHeightened awareness of water and 
wastewater plant security.

ÅIncreased attacks on America's infrastructure

ÅResources:

ïImplementing a cybersecurity program

ïUpdates on vulnerabilities and reporting attacks

ïWhat to do if you are attacked

https://epa.ohio.gov/Portals/28/documents/security/CyberSecurity.pdf
http://www.waterisac.org/
https://www.justice.gov/criminal-ccips/file/1096971/download


U.S. EPA offers free, confidential, 
Cybersecurity Assessments and 

Technical Assistance for interested 
Water and Wastewater Utilities

To register your utility, please visit:
www.horsleywitten.com/cybersecurityutilities



U.S. EPA CYBERSECURITY VIRTUAL WORKSHOP



Please follow the steps outlined below to protect your organization from ransomware attacks. 

Additionally, if you suspect that you organization is the victim of a ransomware attack, please contact CISA 
(central@cisa.dhs.gov) or local law enforcement. 

In response to the pervasive ransomware threat, Anne Neuberger, Deputy Assistant to the President and Deputy National Security Advisor for Cyber and 

Emerging Technology, issued a memo, What We Urge You to Do to Protect Against the Threat of Ransomware, in which she outlines five best cybersecurity 

practices. The U.S. EPA Office of Water urges all water and wastewater facilities to adopt these basic practices to reduce the risk of a successful 

ransomware attack:

1. Backup your data, system images, and configurations, regularly test them, and keep the backups offline: Ensure that backups are regularly 

tested and that they are not connected to the business network, as many ransomware variants try to find and encrypt or delete accessible backups. 

Maintaining current backups offline is critical because if your network data is encrypted with ransomware, your organization can restore systems.

2. Update and patch systems promptly: This includes maintaining the security of operating systems, applications, and firmware, in a timely manner. 

Consider using a centralized patch management system; use a risk-based assessment strategy to drive your patch management program.

3. Test your incident response plan: Thereôs nothing that shows the gaps in plans more than testing them. Run through some core questions and use 

those to build an incident response plan: Are you able to sustain business operations without access to certain systems? For how long? Would you turn 

off your manufacturing operations if business systems such as billing were offline?

4. Check Your Security Teamôs Work: Use a 3rd party (CISA will do this for free) to test the security of your systems and your ability to defend against a 

sophisticated attack. Many ransomware criminals are aggressive and sophisticated and will find the equivalent of unlocked doors.

5. Segment your networks: Thereôs been a recent shift in ransomware attacks ïfrom stealing data to disrupting operations. Itôs critically important that 

your corporate business functions and manufacturing/production operations are separated and that you carefully filter and limit internet access to 

operational networks, identify links between these networks and develop workarounds or manual controls to ensure industrial control networks can be 

isolated and continue operating if your corporate network is compromised. Regularly test contingency plans such as manual controls so that critical 

functions can be maintained during a cyber incident.

WATER UTILITIES

mailto:central@cisa.dhs.gov


https://www.cisa.gov/stopransomware

https://www.epa.gov/waterriskassessment/epa-
cybersecurity-best-practices-water-
sectorhttps://www.epa.gov/waterriskassessment/epa-
cybersecurity-best-practices-water-sector

RESOURCES AVAILABLE:

If you suspect that your organization is the victim of a ransomware 

attack, please contact CISA (central@cisa.dhs.gov) or local law 
enforcement.

mailto:central@cisa.dhs.gov


2021 Renewals

ÅThe renewal button is active.  Click the blue 
renew button to the right of your certificate

ÅRenewals due November 30 , 2021

ÅCertificates expire on December 31, 2021



2021 Paper and Pencil Exams

ÅDecember 7, 2021

ÅExam applications due by September 8, 2021

Å2 exam sessions
ïWater 9:00 - 12:00

ïWastewater 13:30 ς16:30

ïDoors for each session will open 30 minutes before 
the exam starts

ÅCOVID safety protocols which may include 
wearing a mask will be emailed shortly before the 
exam.



eBusiness Center

ÅNew login process (11/6/2020)

ïOH|ID 

ïMust use Microsoft Edge      or Google Chrome

ÅAll ebizusers received an email with directions 
in November of 2020

ÅVideo

ÅWritten instructions

https://ohid.ohio.gov/wps/portal/gov/ohid/home
https://www.youtube.com/watch?v=IJvQ0OMVaOA&feature=youtu.be
https://epa.ohio.gov/Portals/47/facts/OHIDStepbyStepInst.pdf





