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Security

A Heightened awareness of water and
wastewater plant security.

A Increased attacks on America's infrastructure

A Resources:
I Implementing a cybersecurity program
I Updates on vulnerabilities and reporting attacks
I What to do If you are attacked
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https://epa.ohio.gov/Portals/28/documents/security/CyberSecurity.pdf
http://www.waterisac.org/
https://www.justice.gov/criminal-ccips/file/1096971/download

Cyhersecurity
Assessment
and Technical
Assistance

Cybersecurity is a broad term that refers to the security
of comp network i ture and data. A cyber
attack is an attempt to undermine or comp ise the

— ]

What are the expected outcomes?

All individual utility information gathered during the
assessment will be protected and remain confidential.
Trends in the ancnymized, aggregated data will be shared
with other utilities and agencies so that lessons learned
from the assessments may benefit all.

Participating utilities can expect to receive a straightforward
overview of their vulnerabiliies and suggested best
practices to reduce risks to their business enterprise,
SCADA, and communications systems. Additionally, the
utility will develop their cyber action plan with HWG and
work to implement any recommended best practices.

What does the utility need to prepare before
the assessment and technical assistance?

function of a computer network or system, or an attempt
to track the online movements of individuals without
their permission.

What is the assessment and

technical assistance?

With the US. Environmental Protection Agency,
Horsley Witten Group (HWG) is offering free,
confidential, cybersecurity assessments and technical
assistance to interested water and wastewater utilities.
The assessment consists of a questionnaire completed
with HWG staff, and the technical assistance consists of
developing a cyber action plan based on the results of
your utility’s assessment focused on best practices to
prepare for, respend to, and recover from a cyber incident.
Adoption of these practices can reduce the likelihood
that a cyber attack will be successful and allow the utility
to recover from any cyber attacks faster and at a lower
cost. Due to the COVID-1% pandemic, HWG is offering this
assessment and technical assistance virtually.

The 1t will reguire input from management, IT,
operations,/control staff and engineers as appropriate. The
utility will also need to compile and provide any existing
system documentation/diagrams, policies, and procedures.

Is there any follow-up?

‘Yes, HWG will contact the utility on two separate occasions
after the development of the cyber action plan to gauge
progress and see if additional assistance is required.

How does my utility participate?

To date, we have worked with over 100 utilities across
the United States providing free cybersecurity technical
assistance. EPA plans to expand the program as
resources allow. We are continuing to register interested
utilities at the link below. If you would like more
information about the program, contact Gemma Kite at
gkite@horsleywitten.com, or (S08) 833-6600.

To register your utility, please visit:

www.horsi itten.com/cybersecurityutilities

U.S. EPA offers free, confidential,

Cybersecurity Assessments an
Technical Assistance for interest
Water and Wastewater Utilities

To register your utility, please visit:
www.horsleywitten.com/cybersecurityutilities
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U.S. EPA CYBERSECURITY VIRTUAL WORKSHOP

INTRODUCTION TO CYBERSEC

IRITY
VIRTUAL WORKSHOP

Sponsored by: U.S. Environmental Protection Agency

Cyber-attacks are striking critical infrastructure across the United States, including water and
wastewater systems, with increasing frequency. Recent cyber-attacks on water and wastewater
systems have manipulated treatment processes, disabled process control and business enterprise
systems, and stolen proprietary data. Cybersecurity best practices and incident response planning
can prevent or mitigate many of these attacks and are essential to the sound operation and
management of water and wastewater systems.

The U.5. EPA is sponsoring a series of free virtual workshops on water sector cybersecurity. These
workshops consist of two half-days. The first day will give water and wastewater systems current
information on cyber threats and risk drivers, resources to bolster cybersecurity, and key findings
from cyber vulnerability assessments of water and wastewater systems. The second day will

lead participants through incident response exercises for cyber-attacks on water and wastewater
systems. The overall goal is for participants to identify planning and procedural actions that enhance
cybersecurity and mitigate risk in their systems.

The U.5. EPA is offering three different opportunities to participate in this workshop. Workshop
participation is open to water and wastewater systems, government officials, and others involved
in water sector cybersecurity. Continuing education credits have been applied for in all 50 states.
Participants must attend both days in full to receive the credits.

Workshop dates and registration links are listed on the right. For more information or questions
regarding workshop registration, please contact: Sarah Bartlett at shartlett@horsleywitten.com
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WorkKsHoP DATES, TIMES, AND
REGISTRATION LINKS:

SEPTEMBER 15TH
{1:00-4:30 PM E5T)
&
SEPTEMBER 16TH
{1:00-5:00 PM EST)
REGISTRATION LINK:

OCTOBER 13TH
{1:00-4:30 PM E5T)
&

OCTOBER 14TH
{1:00-5:00 PM EST)
REGISTRATION LINK:

NOVEMBER 3RD
{1:00-4:30 PM E5T)
&
NOVEMBER 4TH
{1:00-5:00 PM EST)
REGISTRATION LINK:

[

tZctoulsr TwpEDdy

® wnio Environmental

Protection Agency




WATER UTILITIES

Please follow the steps outlined below to protect your organization from ransomware attacks.
Additionally, if you suspect that you organization is the victim of a ransomware attack, please contact CISA
(central@cisa.dhs.gov) or local law enforcement.

In response to the pervasive ransomware threat, Anne Neuberger, Deputy Assistant to the President and Deputy National Security Advisor for Cyber and

Emerging Technology, issued a memo, What We Urge You to Do to Protect Against the Threat of Ransomware, in which she outlines five best cybersecurity

practices. The U.S. EPA Office of Water urges all water and wastewater facilities to adopt these basic practices to reduce the risk of a successful
ransomware attack:

1.

Backup your data, system images, and configurations, regularly test them, and keep the backups offline: Ensure that backups are regularly
tested and that they are not connected to the business network, as many ransomware variants try to find and encrypt or delete accessible backups.
Maintaining current backups offline is critical because if your network data is encrypted with ransomware, your organization can restore systems.

Update and patch systems promptly: This includes maintaining the security of operating systems, applications, and firmware, in a timely manner.
Consider using a centralized patch management system; use a risk-based assessment strategy to drive your patch management program.

Test your_ incident response plan: Theredbs nothing that shows the gaps in plans more
those to build an incident response plan: Are you able to sustain business operations without access to certain systems? For how long? Would you turn
off your manufacturing operations if business systems such as billing were offline?

Check Your Secur i:ltsga Irceparty (CESA Wilbdo this for free) to test the security of your systems and your ability to defend against a
sophisticated attack. Many ransomware criminals are aggressive and sophisticated and will find the equivalent of unlocked doors.

Segment your networks: Therebs been a recentifshomtst maliamg odnaviaa et atdiaskspti ng
your corporate business functions and manufacturing/production operations are separated and that you carefully filter and limit internet access to
operational networks, identify links between these networks and develop workarounds or manual controls to ensure industrial control networks can be
isolated and continue operating if your corporate network is compromised. Regularly test contingency plans such as manual controls so that critical
functions can be maintained during a cyber incident.
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RESOURCES AVAILABLE:

https://www.cisa.qgov/stopransomware

https://www.epa.gov/waterriskassessment/epa
cybersecuritybestpracticeswater-
sectorhttps://www.epa.gov/waterriskassessment/epa
cybersecuritybestpracticeswater-sector

If you suspect that your organization is the victim of a ransomware

attack, please contact CISA (central@cisa.dhs.gov) or local law

enforcement.
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2021 Renewals

A The renewal button is active. Click the blue
renew button to the right of your certificate

A Renewals due November 30 , 2021
A Certificates expire on December 31, 2021




2021 Paper and Pencil Exams

A December 7, 2021
A Exam applications due by September 8, 2021

A 2 exam sessions
I Water 9:00-12:00
I Wastewater 13:3@ 16:30

I Doors for each session will open 30 minutes before
the exam starts

A COVID safety protocols which may include
wearing a mask will be emailed shortly before the

exam. Oﬂhio
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eBusiness Center

A New login process (11/6/2020)
i OHIID
I Must use Microsoft Edgg® or Google Chrﬁe

A All ebizusers received an email with direction
In November of 2020

A Video
A Written instructions

S


https://ohid.ohio.gov/wps/portal/gov/ohid/home
https://www.youtube.com/watch?v=IJvQ0OMVaOA&feature=youtu.be
https://epa.ohio.gov/Portals/47/facts/OHIDStepbyStepInst.pdf

@hio eBusiness Center

Ohio Environmental
Protection Agency

Ohio EPA's eBusiness Center (eBiz) is a secure portal for online business services. eBiz is the entry point for our customers to electronically complete
and file reports, make payments and submit permit and grant applications. See below for a complete list of services offered.

New State of Ohio OH|ID portal (OH|ID) login process as of November 6, 2020.
Y
X e veve
Do not use Microsoft Internet Explorer - eBiz is supported in Google Chrome and Microsoft Edge.

Need Assistance? Start here!

‘ Ohio EPA eBusiness Center tile.
IMPORTANT: To access your eBiz account data, the email
addresses in OH|ID and eBiz must match.

@ eBiz Help Wizard
« Login assistance
« Contacts for services
Please watch a short @ OH|ID portal login video. g
@ OH|ID eBusiness Center FAQ

Click here to log in.

eBiz live help available
@ O H ID Weekdays 8AM - 5PM
except state holidays
ebizhelpdesk@epa.ohio.gov
© OH|ID Step-by-Step Instructions (877) 372-2499 | (877) EPA-BIZZ
Services Available Quick Links

eBusiness Center Help Wizard
Having problems using eBusiness
Center? Use this online tool to get
help with PIN, login, and other
common issues

« Division of Air Pollution Control - Air Services through the eBusiness Center include:
o permit applications;
o permit-related reporting;
o annual emissions reporting;
o asbestos certification, licensing and training applications;

hio

! Ohio Environmental

Protection Agency




hio

! Ohio Environmental |

Protection Agency




