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Ohio EPA

• New Ohio EPA Director Anne Vogel

– David Emerman from Asst Chief DSW to NEDO 
Chief

– Jobie Jackson replaces David as Asst Chief in DSW

– Tiffany Kavalec moved to the Director’s Office as 
Policy Director

– Chief of DSW currently open and advertised



Security

• Heightened awareness of water and wastewater 
plant security

• Increased attacks on America's infrastructure
– USEPA and the Cybersecurity and Infrastructure 

Security Agency (CISA) are warning of high risk due to 
Russian tensions

• Resources:
– Implementing a cybersecurity program

– Updates on vulnerabilities and reporting attacks

– What to do if you are attacked

https://epa.ohio.gov/static/Portals/28/documents/security/CyberSecurity.pdf
http://www.waterisac.org/
https://www.justice.gov/criminal-ccips/file/1096971/download


U.S. EPA offers free, confidential, 
Cybersecurity Assessments and 

Technical Assistance for interested 
Water and Wastewater Utilities

To register your utility, 
please visit:
EPA’s Water Sector 
Cybersecurity Evaluation 
Program | US EPA

https://www.epa.gov/waterriskassessment/forms/epas-water-sector-cybersecurity-evaluation-program


Please follow the steps outlined below to protect your organization from ransomware 
attacks. 

If you suspect that you are a victim of a ransomware attack, please contact CISA 
(central@cisa.dhs.gov) or local law enforcement. 

1. Backup your data, system images, and configurations, regularly test them, and keep the 
backups offline

2. Update and patch systems promptly

3. Test your incident response plan

4. Check Your Security Team’s Work

5. Segment your networks

WATER UTILITY PREPAREDNESS

mailto:central@cisa.dhs.gov


Cyber Security Resources

• Resources 
– Ohio EPA Emergency and Security Preparedness

– US EPA Cybersecurity Best Practices for the Water 
Sector

– Response partnerships
• CISA Shields Up | CISA

• Free cyber assessment https://www.cisa.gov/cyber-
hygiene-services

• Water ISAC (water Infrastructure security network)
– WaterISAC

https://epa.ohio.gov/divisions-and-offices/drinking-and-ground-waters/public-water-systems/security-and-emergency-preparedness
https://www.epa.gov/waterriskassessment/epa-cybersecurity-best-practices-water-sector
https://www.cisa.gov/shields-up
https://www.cisa.gov/cyber-hygiene-services
https://www.waterisac.org/


Supply Chain Issues

• US EPA website

• Water and Wastewater Sector Supply Chain 
Resilience | US EPA

– Identify alternate suppliers

– See current issues

– Notify US EPA

https://www.epa.gov/waterutilityresponse/water-and-wastewater-sector-supply-chain-resilience


Contingency Planning

• No requirements for Wastewater Facilities, but 
Highly encouraged:

– Planning for most likely events

– Response

– Back up power

– Exercising plans



Paper and Pencil Exams

• Holding 1 more paper and pencil exam

Exam Date Application Deadline

May 3, 2023 Past



Preparing for Exams

• How to prepare

– Need to Know Criteria

– References

• What not to do

– Do not use question sets as your only study 
method



Future Exams

• Exams are still being given by our third-party 
exam provider Water Professionals 
International (WPI)(formerly ABC)

• Preparation is the same Use the Need-to-
Know Criteria and References provided

• Ohio EPA developing course on exam 
preparation



WPI Exams

• WPI is in the process of updating the exams:

– Water survey sent

– Wastewater survey coming

• Developing job analyses

• Developing questions

• Building Exam data banks



2022 Renewals

• Renewals were due November 30 , 2022

• Certificates will expire on December 31, 2022

• 575 remaining to be renewed

– Mid December reminder

– January 31, 2023, Late fee applied

– July 1, 2023, Invalid certificate

– Letter in March

– Email next week



Minimum Staffing Reporting

• The reporting app is available

• You were required to start using the tool for 
the July 2021 minimum staffing report

• Some districts are sending NOVs to 
wastewater plants for not reporting



Website Update



Website Update
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Announcements page



Required Operator Training



Required Operator Training



Items of Note in the Required Training

• Reporting minimum staffing times

• Log book information 

• Must still meet minimum staffing time in 
weeks with holidays

• Contract operator rule



Website Update

Career Information tab

• Updated job boards

• Improved veteran information and outreach

• Provide links to apprenticeship, associate 
degrees and certificate programs



Operator Certification Rules Review

• Did not initially plan major changes

• Clarifications

• Removal of old language

• Considering requiring completion of some 
type of basic training course work prior to 
taking the Class 1 or 2 certificates

• Outreach meetings



Questions?

Andrew Barienbrock

614-728-1216

andrew.barienbrock@epa.ohio.gov


