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Three elements of a SCADA system… 

 RTU – Remote Telemetry Units 

 Communication Networks 

 OIT– Operator 
Interface Terminals 







RADIO 
TELEMETRY Licensed - Unlicensed 

Spread Spectrum – Narrow Band 



CELL 
MODEMS 

System is maintained by SP 

Very cost effective with 
small amounts of data 



CELL 
MODEMS 

o Are an excellent backup 
o Emergency as required  
o Full Redundancy for 

critical assets 
o Portability 
 

 



FIBER OPTIC CABLE 

Can handle large amounts of data - Bandwidth 



COMBINATIONS 



RTU – Remote Telemetry Units 
Typical Configuration 

Field termination 
Interface/power 

Control 

Alarming 

Manual Interface 
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Field termination 
Interface/power 

Control 

Data Acquisition/alarming 

Pretty much the same 

PLC instead of 
Alternating Relay 
For more robust 

operations 

Chart recorder for history  
Alarm dialer for remote alarming 



Local operator interface added  
HMI - OIT 
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Then came SCADA 



Then came SCADA 
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Then came SCADA 



Then came SCADA 
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Then came SCADA 

What to do with all that Data? 
Now we have Data History: 
 ON/OFF Cycles Frequency & Duration 
 Pump Motor Current Draw 
 Continuous Level VS Float 
 Flow 
 Rainfall Affect 



Then came SCADA 

What to do with all that Data? 
Now we have Data History: 
 ON/OFF Cycles Frequency & Duration 



Then came SCADA 

What to do with all that Data? 
Now we have Data History: 
 ON/OFF Cycles Frequency & Duration 

Longer “ON” cycles and 
similar “OFF” cycles are 
an indicator of poor 
pump performance 



Then came SCADA 

What to do with all that Data? 
Now we have Data History: 
 ON/OFF Cycles Frequency & Duration 

Longer “ON” cycles and 
shorter “OFF” cycles are 
an indicator of higher 
influent flow 
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influent flow. But 
compare to Rainfall – 
Possible Infiltration? 



Then came SCADA 

What to do with all that Data? 
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an indicator of higher 
influent flow. But 
compare to Rainfall – 
Possible Infiltration? 



Then came SCADA 
Weather Station 



Then came SCADA 
Weather From the Internet 



DATA LOGGERS 



GPRS and SMS Data Logger 
Primarily for Monitoring and Data Collection 



Low Power Modbus GPRS Data Logger 

GPRS – General Packet Radio Service 
General Packet Radio Service is a packet-switching technology that 
enables data transfers through cellular networks. It is used for 
mobile internet, MMS and other data communications. In theory 
the speed limit of GPRS is 115 kbps, but in most networks it is 

around 35 kbps. Informally, GPRS is also called 2.5G. 



Low Power Modbus GPRS Data Logger 

SMS – Short Messaging Service 
Short Messaging Service allows users to send and receive 
personal text messages directly between mobile phones or 
sometimes to email addresses. Each message can be up to 160 
characters long (when using the default character set) and can 
be sent to and from users of different operator networks. All 
mobile phones support SMS. 



Low Power Modbus GPRS Data Logger 

 Low Power Data Logger supporting sleep 
mode 

 Continuous operation for 5 years with internal 
battery 

 Upload Data via GPRS and SMS on schedule 
 Programmable data logging and upload 

interval 
 Packet Data supports one time upload for 

multiple logged records 
 Internal power for meters or sensors 



Low Power Modbus GPRS Data Logger 
Applications 

 Water Meter Telemetry  
 River / Reservoir Level Monitoring 
 Water Pipeline Remote Monitoring 
 Temperature 
 Humidity 
 (Your Imagination!!) 



Client Software 

 Monitor a number of Data Loggers 
 Alert users when readings are out of spec 
 Alert staff with email or SMS 
 Data trend review 
 Web based 



What’s Changing in the Plant? 

The “Old Way” 

Conduit & Wire 

 High Material Costs 
 High Labor Costs 
 Restricts Future Enhancements 
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What’s Changing in the Plant? 

The “Old Way” 

Conduit & Wire 

 High Material Costs 
 High Installation Labor Costs 
 Restricts Future Enhancements 
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What’s Changing in the Plant? 

The “New Way” 
Distributed I/O 

 Lower Material Costs 
 Lower Installation Labor Costs 
 Adapts to Future Enhancements 



Add an iPad and Walk Around with an HMI 



Connect to the Device Directly 



Connect to the Device Directly 
No PLC Needed 



This – Rather than….. 



… This!!! 



Smaller footprint – Direct wire terminations 

PLC’s with Imbedded Web Pages 



Remote Connections direct to imbedded web 
pages. No need for a PC. 



•What about the good old LOGBOOK ???? 

Op 10 XL Reporter 

DEALING WITH  
MANUAL DATA 



WHY NOT MANAGE DATA INSTEAD 
OF JUST DEALING WITH IT? 





























What are these markings called? 

QR codes 
Quick Response codes 



Prompted data entry 
Time Stamped 
Photographic backup 
Database Synchronizations  







2 way  
synchronization 
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Mobile operations 

Home 

Remote Office 
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Security? 



Security? 



Web -Based SCADA 
Advantages WEB-BASED SCADA 

 Wide area connectivity 
 Routable 
 Parallel Polling 

 Redundancy and Hot Standby 
 Large addressing range 

 Integration of IT to 
Automation and Monitoring  

 Networks Standardization 
 Cost Savings 

Disadvantages of WEB-BASED 
SCADA 

 IP Performance Overhead 
 Security concerns 
 Not Universal browser 

capable 



Traditional SCADA PC 

Other PC Nodes 

Remote Devices 

Wired 
Or  

Wireless 



Traditional SCADA PC License 

SCADA 1 

SCADA 2 

SCADA 3 

SCADA 4 

$3k-$10K 

$3k-$10K 

$3k-$10K 

$3k-$10K 

Had to Reside on Local network 



Web based SCADA 

SCADA 

Web 
Browser 
machine 



Web based SCADA 

SCADA 

Web 

Browser 

machine 

internet 

Firewall 

Local Area  

Network 

Local Office 

Mobile operations 

Home 

Remote Office 

http://www.google.com/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=SOv6FF7GCWvkUM&tbnid=obDxkCuCKJxSPM:&ved=0CAUQjRw&url=http://www.ect.coop/industry/business-finance/north-dakota-coop-using-ipads/46549&ei=OZc3UpOyGMKNqgGYxYCgBQ&psig=AFQjCNF9YyIncRaicaiJCBxleNVr71ZUwg&ust=1379461296754355
http://www.google.com/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=zPA_zZ9ie78W4M&tbnid=lj5fgO6hvPma5M:&ved=0CAUQjRw&url=http://www.cepro.com/article/difference_between_ipod_ipad_control_in_a_control4_home/&ei=mpc3UtadKJGBrQHmzIHgCw&psig=AFQjCNEYXcJfQO7BYengZUeXDnOstMX2YA&ust=1379461381177077
http://www.google.com/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=l4W25wC9qmOKvM&tbnid=FLOJY-wOXskuFM:&ved=0CAUQjRw&url=http://securityaffairs.co/wordpress/754/cyber-crime/scada-and-vulnerabilities-to-critical-infrastructure.html&ei=4Jc3UoOlD8uNqQG91oCoBw&psig=AFQjCNGcaxUXFHvl8MAs0GxPTk7jF2GrgA&ust=1379461455225410
http://www.google.com/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=RmNGH-9sJ9nJyM&tbnid=3dypz-P0THDalM:&ved=0CAUQjRw&url=http://www.metropolitanind.com/blog/2010/12/08/scada-systems-incorporate-versatile-solutions/&ei=NZg3Up21O4aQqgGQoYHYDg&psig=AFQjCNEaJ4w320CkZtynnaC1xNgLIgqapQ&ust=1379461550587982
http://www.google.com/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=IaXxEJ6kt-z4_M&tbnid=8h6lF5yM93s9_M:&ved=0CAUQjRw&url=http://gastoday.com.au/news/stay_up_to_date_with_scada/054948/&ei=bpg3UsCjEMn8rQGI34G4Ag&psig=AFQjCNEaJ4w320CkZtynnaC1xNgLIgqapQ&ust=1379461550587982


Wireless Networks 



Wireless Networks 



Wireless Networks 



Wireless Networks 



Wireless Networks 20 Years ago      
$20,000 



Wireless Networks 10 Years ago      
$6,000 
RTU / Radio 



Wireless Networks Today -       
$1,500 



Wireless Sensors 



Wireless Sensors 



Wireless Sensors 
Inexpensive 
 

Not intended for critical operations! 
 

Less than 300 ft wireless range 
 

Operate 2 years on internal Battery 
NO EXTERNAL POWER REQUIRED 
 



Have Your Devices Check to in you 



Electric Power Gas 

Oil 

Water & Waste Water 

Key Benefits From Video 

• Deter 
Vandalism 

• Improve 
Safety 

• Reduce 
Liability 

• Reduce Labor Costs 

• Improve Response 

• Improve Decision-
Making 

• Share 
Expertise 

Video 



Integrated Video Alarms 
and Monitoring 

Click on an icon to see 

the video associated with 

the alarm. 

Guard Tour Mode 

and streaming 

live video from 

multiple sites 





Why Conserve Energy? 
Save Money 

Better to save energy than cut staff 

Straight to Bottom Line 

No Lost Value to Product or Service 

Carbon Risk Mitigation 

Public Relations 

85 



Sizing the Opportunity 
Program/Activity Potential Savings 

Energy Efficiency 5-30% subject to current 
operations 

Rate Optimization Typically 10-15% for small 
accounts (less or none for large) 

Power Shopping Varies by account and utility 5-
20% 

Demand Response $0 – 30,000 / MW yr  

Power Factor 
Correction/Demand Controls 

5-15% 

Renewables 
0-10% 

Total Typically 5-25% overall 
86 



CONCLUSION 

•Let your Automation system grow  

•Hardware  

•Software  

•Imagination  

•New Technologies  



Scott Fausneaucht 


