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Cyber security and online safety is very important and is becoming more and more of an issue to be aware of.
1. Senior leaders must complete cyber security training annually.
2. Training for all staff should provide adequate knowledge to keep children, themselves and our information safe. This must be locked on the training log. Any further actions needed must also be recorded.
3. Children should be taught an appropriate level of cyber security for their age, stage of development and IT use. 
4. Parents must be made aware of safe online use and the settings recommendations for child use.
5. The setting should keep a detailed inventory of all hardware and software, along with an up-to-date register of systems and services used.
6. Senior leaders should compile and update when needed, a cyber incident response plan identifying the procedures that will be followed in the event of a cyber-attack. This should be printed and stored securely, access granted to only those needing to know (Cyber Recovery Team). The plan should be tested annually and after a significant event. The plan must include details of the cyber recovery team, including names, roles and contact details. The plan must be signed off by the owner. The plan should include:
· A clear definition of what is meant by a digital or cyber security disaster for the setting (including how long it can function following an attack).
· Staff responsibilities.
· How you will communicate if communications go down, who will be contacted and when, who will make the notification of the incident and to whom.
· Key contacts if a cyber-attack occurs, including out-of-hours contacts.
· Key procedures.
· What will happen in a cyber security emergency, so staff, children and parents understand what will happen.
· Internal and external reporting and communications plans.
· Priorities for service restoration.
· Minimum operational IT requirements.
· Where staff can find additional help and resources.
· Details of how the contingency plan will be tested, for example, simulating data loss or hardware failure.
7. Cyber security should be added to the settings overall action plan and monitored regularly.
8. Senior leaders are to carry out a cyber security risk assessment annually, findings linked to the settings overall action plan.
9. Cyber security should be a feature on room RA and any other RA deemed appropriate or required by the setting manager.
10. Senior leaders should deem all staff knowledge adequate and should use questions, questionnaire’s, staff meetings etc to support this. Use the DFE’s digital standard and resources (NCSC) to base your questions.
11. All devices are locked away securely when not in use and overnight.
12. All devices must have password protection.
13. Passwords must not be shared or written in a place which is known or accessible to others.
14. Passwords must be changed regularly and immediately if there are any concerns over unwanted access.
15. The internet must have filters to prevent unwanted or inappropriate access.
16. Staff, children, parents and visitors must not have access to our wi-fi. Do not provide internet passwords for personal devices; anyone could accidentally or intentionally download malware which could be transferred to business devices using our wi-fi.
17. Personal devices must not be present or used whilst with children or families.
18. The data protection officer (DPO) must be named below and is responsible for ensuring this policy is fully implemented.
19. All data breaches must be reported the ICO, Christina and Ofsted (in line with Ofsted reporting requirements) immediately.
20. Senior leaders should keep a log of all internets searches carried out on staff, that take place during recruitment and as part of the ongoing suitability checks. Recording findings and actions.
21. Staff must be aware that they have a role to play in keeping children safe and this includes reporting concerns from social media posts, websites and the wider internet regarding all staff, parents and children.
22. Staff should not accept any friend requests from anyone under the age of 16 (exceptions for staff under 18 to be agreed with the setting manager).
23. Emails from unknown sources where the senders email address does not match their name or business should not be opened.
24. All emails suspected to be fake or a scam should be reported, do not click on them or forward them to anyone.
25. Be aware of Phishing, someone might try to get information for malicious reasons. Phishing: this involves emails being sent to large numbers of people with no personalisation – they usually won’t refer to you by name or have any details about you.
Spear-phishing: these are more sophisticated emails that include some personalisation – this means they may refer to you by name or mention your role.
Whaling: these are highly personalised emails, usually aimed at senior leaders.
26. Be scam aware.
27. Close laptops when not using.
28. Face all laptops so it can only be seen by the user.
29. Do not use USB drives or unknown storage devices.

The Date Protection Officer at The Willow Tree Nursery is Alexandra Wood and Katie Emery.
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