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1. PURPOSE
This Child and Youth Risk Management Plan establishes procedures for identifying, assessing and managing risks to children and young people participating in Make AI Movies activities.
The Plan applies particularly to:
· AI filmmaking workshops;
· school holiday programs;
· school-based workshops;
· filmmaking activities;
· image generation;
· video generation;
· voice generation;
· animation;
· digital storytelling;
· online workshops;
· hybrid workshops;
· filming excursions;
· screenings and events.
The objective is to prevent harm wherever reasonably possible and ensure that risks are identified and addressed promptly.

2. RISK MANAGEMENT PRINCIPLES
Make AI Movies will:
1. identify potential risks;
2. assess the likelihood and potential impact;
3. implement controls;
4. monitor controls;
5. respond to incidents;
6. review and improve procedures.
Children's safety takes priority over:
· creative outcomes;
· program schedules;
· commercial objectives;
· technological experimentation;
· production deadlines.

3. KEY RISK AREAS
RISK 1: UNSUPERVISED ACCESS TO AI OR ONLINE PLATFORMS
Potential Harm
Children may:
· encounter inappropriate content;
· communicate with unknown people;
· disclose personal information;
· access unsuitable features;
· generate harmful content.
Controls
· use approved platforms;
· assess platforms before use;
· provide active adult supervision;
· use age-appropriate settings;
· limit access to unnecessary features;
· establish clear workshop rules;
· intervene promptly when inappropriate content appears.
Responsible Person
Workshop Facilitator / Program Manager.


RISK 2: CHILDREN ENTERING PERSONAL INFORMATION INTO AI SYSTEMS
Potential Harm
Children may disclose:
· full names;
· addresses;
· school information;
· phone numbers;
· personal circumstances;
· sensitive information;
· identifying photographs.
Controls
· provide a clear "do not enter personal information" instruction;
· provide examples of safe prompts;
· supervise AI use;
· use fictional characters and scenarios where possible;
· prohibit unnecessary sharing of identifying information;
· review prompts where appropriate.
Responsible Person
Workshop Facilitator.

RISK 3: CHILD LIKENESS, VOICE OR IMAGE USED IN AI
Potential Harm
A child's identity may be:
· manipulated;
· distributed;
· misused;
· incorporated into AI-generated content;
· used without appropriate permission.
Controls
· obtain appropriate consent before using children's images or voices;
· avoid unnecessary uploads to AI systems;
· assess platform data practices;
· prohibit unauthorised deepfake creation;
· prohibit harmful or misleading manipulation;
· use fictional or non-identifying source material where possible.
Responsible Person
Program Manager / Workshop Facilitator.

RISK 4: GENERATION OF INAPPROPRIATE CONTENT
Potential Harm
AI may generate:
· sexual content;
· violent content;
· discriminatory content;
· disturbing imagery;
· self-harm content;
· other age-inappropriate material.
Controls
· select appropriate platforms;
· establish safe prompting rules;
· supervise children;
· use content filtering where available;
· immediately close or remove inappropriate content;
· support any child affected;
· record and review serious incidents.
Responsible Person
Workshop Facilitator.






RISK 5: BULLYING THROUGH AI-GENERATED CONTENT
Potential Harm
Children may use AI to:
· ridicule another child;
· create fake images;
· impersonate another child;
· spread embarrassing material;
· exclude or harass peers.
Controls
· establish a zero-tolerance rule;
· prohibit generating content about another participant without permission;
· prohibit impersonation;
· supervise group work;
· intervene immediately;
· follow the incident reporting procedure.
Responsible Person
All Workers.

RISK 6: DEEPFAKES AND DIGITAL IMPERSONATION
Potential Harm
Children may create or be subjected to manipulated:
· images;
· videos;
· voices;
· identities.
Controls
· prohibit unauthorised use of another person's likeness;
· provide education about deepfakes;
· use fictional characters or authorised source material;
· require facilitator approval before publishing AI-generated content involving real people.
Responsible Person
Workshop Facilitator.

RISK 7: INAPPROPRIATE STAFF-CHILD CONTACT
Potential Harm
Potential grooming, boundary violations or other inappropriate conduct.
Controls
· Staff and Contractor Code of Conduct;
· avoid isolated one-on-one situations;
· maintain observable environments;
· appropriate supervision;
· approved communication channels;
· staff screening where required;
· prompt reporting of concerns.
Responsible Person
All Workers and Leadership.

RISK 8: CHILDREN LEAVING THE SUPERVISED AREA
Potential Harm
Children may become lost, injured or exposed to unsafe people or environments.
Controls
· attendance records;
· sign-in and sign-out procedures;
· clear supervision responsibilities;
· defined workshop boundaries;
· appropriate staff positioning;
· procedures for responding to missing children.
Responsible Person
Workshop Facilitator / Program Manager.


RISK 9: PHOTOGRAPHY AND FILMING
Potential Harm
Children may be filmed:
· without authority;
· in inappropriate circumstances;
· for unauthorised purposes;
· using personal devices.
Controls
· appropriate permissions;
· authorised devices only;
· clear identification of photography and filming;
· secure storage;
· restrictions on personal device use.
Responsible Person
Program Manager / Authorised Photographer.

RISK 10: ONLINE COMMUNICATION
Potential Harm
Children may receive inappropriate or secretive communication.
Controls
· approved organisational channels;
· no secret communications;
· no disappearing-message platforms;
· professional communication standards;
· parental/carer visibility where appropriate.
Responsible Person
All Workers.




RISK 11: CYBERBULLYING OR ONLINE HARASSMENT
Controls
· establish digital behaviour rules;
· educate children about respectful online behaviour;
· monitor workshop communication;
· intervene immediately;
· preserve evidence where appropriate;
· report serious matters.
Responsible Person
Workshop Facilitator.

RISK 12: EMOTIONAL DISTRESS CAUSED BY CREATIVE CONTENT
Potential Harm
Children may create or encounter content involving:
· violence;
· trauma;
· abuse;
· grief;
· discrimination;
· other distressing themes.
Controls
· provide age-appropriate content guidance;
· allow children to opt out;
· avoid forcing disclosure of personal experiences;
· intervene if a child appears distressed;
· contact parents/carers where appropriate;
· seek additional assistance where necessary.
Responsible Person
Workshop Facilitator.


RISK 13: CULTURAL INSENSITIVITY OR DISCRIMINATION
Controls
· establish respectful creative practices;
· prohibit discriminatory prompts and content;
· promote cultural inclusion;
· respect Aboriginal and Torres Strait Islander cultural safety;
· address inappropriate behaviour promptly.
Responsible Person
All Workers.

RISK 14: PHYSICAL SAFETY
Potential Harm
Potential injuries involving:
· equipment;
· cables;
· lighting;
· trip hazards;
· filming locations.
Controls
· venue inspection;
· cable management;
· safe equipment setup;
· age-appropriate equipment;
· supervision;
· first aid arrangements;
· emergency procedures.
Responsible Person
Workshop Facilitator / Venue Manager.



4. PRE-WORKSHOP CHILD SAFETY CHECKLIST
Before every program, the responsible facilitator must consider:
Venue
· Is the venue safe?
· Are emergency exits known?
· Are toilets safely accessible?
· Are there appropriate supervision arrangements?
Staffing
· Are appropriate Workers present?
· Are responsibilities clear?
· Are child safety expectations understood?
Technology
· Are AI tools appropriate?
· Are filters or safety settings enabled?
· Are privacy risks understood?
· Are children supervised?
Participants
· Are attendance records available?
· Are relevant emergency contacts available?
· Are additional support needs known where appropriately disclosed?
Content
· Is planned content age appropriate?
· Are potentially distressing themes identified?
· Are alternatives available?

5. RISK REVIEW
Risk controls must be reviewed:
· after every significant incident;
· when introducing new AI technology;
· when introducing a new workshop format;
· after complaints;
· at least annually.

6. EMERGENCY PRINCIPLE
If a Worker believes a child is at immediate risk of harm:
The child's immediate safety must be prioritised.
The Worker must:
1. take reasonable steps to ensure immediate safety;
2. seek emergency assistance where required;
3. notify the appropriate Make AI Movies responsible person;
4. document the incident;
5. follow the Child Safety Incident and Concern Reporting Procedure.
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