The Potential Future of Quantum Computing in Cyber
Threats

1. Introduction: The Emerging Quantum Threat in Cybersecurity

Quantum computing, a paradigm shift in computation, harnesses the principles of
guantum mechanics to perform calculations far beyond the capabilities of classical
computers.’ This revolutionary technology holds immense promise for advancements
across various domains, including medicine, materials science, and artificial
intelligence.® However, like many powerful innovations, quantum computing presents
a dual-use dilemma, offering not only unprecedented benefits but also the potential
for malicious exploitation, particularly within the realm of cybersecurity.*

This report aims to explore the potential future applications of quantum computing in
the context of specific cyber threats, namely ransomware, malware, spyware,
deepfake technology, and artificial intelligence-driven attacks. A critical aspect of this
analysis is to assess the likelihood of these scenarios transitioning from theoretical
possibilities to tangible realities, considering the current state of quantum computing
development and comparing these potential threats with existing trends in
cybercrime. Ultimately, the report will discuss the significant implications for the
future of cybersecurity and the measures needed to mitigate emerging risks. The
increasing pace of development in quantum computing, as highlighted by survey
respondents indicating progress exceeding expectations ', underscores the urgency
of understanding and preparing for its potential impact on cybersecurity. The
substantial investments being made in quantum technologies across various sectors
further emphasize the need for proactive risk assessment and strategic planning.'

2. Quantum Computing Fundamentals and Their Relevance to Cyber Threats

Quantum computing operates on principles fundamentally different from classical
computing, leveraging the unique properties of quantum mechanics such as
superposition and entanglement.® In classical computers, information is stored and
processed as bits, which can exist in one of two states: O or 1. Quantum computers,
however, utilize quantum bits, or qubits, which can exist in a superposition of both O
and 1 simultaneously.® This ability, combined with the phenomenon of entanglement
where the states of multiple qubits become correlated in ways that classical physics
cannot explain ¢, allows quantum computers to perform certain calculations
exponentially faster than even the most powerful classical supercomputers.?



The relevance of these capabilities to cybersecurity becomes apparent when
considering algorithms like Shor's algorithm, a quantum algorithm that can efficiently
factorize large numbers.? The security of many of today's public-key encryption
algorithms, including RSA and ECC, relies on the computational difficulty of factoring
such large numbers for classical computers.? A sufficiently powerful quantum
computer running Shor's algorithm could potentially break these encryption methods
in a matter of hours, rendering much of current secure communication vulnerable.®

Another significant quantum algorithm is Grover's algorithm, which provides a
quadratic speedup for searching unsorted databases.”® While this does not directly
break symmetric encryption algorithms like AES, it reduces the effective key length,
potentially making brute-force attacks more feasible with quantum computers. The
concept of "quantum advantage" refers to the point at which a quantum computer
can solve a problem that is beyond the reach of even the most powerful classical
computers.” Achieving quantum advantage in areas relevant to cyber threats could
have profound implications for the security landscape. The fundamental shift in
computational power offered by quantum computing, particularly its ability to
efficiently solve problems currently considered intractable, poses a significant threat
to the foundational cryptographic principles that underpin modern cybersecurity.’

3. The Impact of Quantum Computing on Ransomware

Quantum computing presents both a potential threat and a possible future
enhancement to ransomware attacks. One of the most significant concerns is the
capability of quantum computers to break the encryption currently used by
ransomware. Ransomware often employs a combination of symmetric encryption (like
ChaCha20 or AES) to encrypt files and asymmetric encryption (like RSA-2048) to
protect the symmetric key.*° Quantum computers, utilizing Shor's algorithm, could
factor the large prime numbers used in asymmetric encryption, potentially within
hours “2, making the decryption key easily obtainable.’ This capability would
undermine the current reliance on the computational difficulty of factoring for
ransomware encryption security.” The primary threat quantum computing poses to
current ransomware is its ability to break the asymmetric encryption used to protect
the symmetric key, potentially eliminating the attacker's leverage by making
decryption trivial. This could fundamentally change the ransomware business model.

However, a more concerning future scenario involves ransomware leveraging
quantum-resistant encryption.’’ Advanced ransomware groups are predicted to



adopt post-quantum cryptography (PQC) algorithms to encrypt data, which are
designed to withstand attacks from both classical and quantum computers.® This
would make the encrypted data virtually impossible to recover for victims who have
not transitioned to quantum-resistant decryption methods.*" A significant future
evolution of ransomware could be the adoption of quantum-resistant encryption,
flipping the current scenario where attackers hold the decryption key to one where
even the attackers might struggle to decrypt the data if quantum decryption methods
advance unexpectedly. This would create an even more intractable problem for
victims.

Furthermore, quantum computers' ability to perform complex computations at
significantly faster speeds ? could allow ransomware to encrypt large volumes of data
much more rapidly than with classical computers.“® This faster encryption could
reduce the time available for detection and intervention by security teams, leading to
more successful and widespread attacks.* The speed advantage of quantum
computing could be weaponized by ransomware attackers to encrypt data across
entire networks in a fraction of the time it currently takes, potentially overwhelming
response capabilities.

Quantum-enhanced Al could also be used to develop more sophisticated methods for
delivering and propagating ransomware within networks.** Al, potentially enhanced by
quantum computing *, could be used to create more targeted and convincing
phishing attacks for initial ransomware deployment.** Quantum-enhanced Al could
also improve the ability of ransomware to spread laterally across networks, identify
valuable targets, and evade detection.** The combination of quantum computing and
Al could lead to a new generation of ransomware that is not only harder to decrypt
but also significantly more effective at infiltrating and spreading within victim
environments.

Additionally, quantum computing's computational power could be used to analyze
software and systems for previously unknown vulnerabilities (zero-day exploits) that
could be leveraged for ransomware attacks.** Quantum computing might provide
attackers with a powerful tool for discovering and exploiting weaknesses in software
and systems, potentially giving them an advantage in deploying ransomware.

It is important to note the existence of current ransomware with "quantum” in its
name, such as the Quantum ransomware family discovered in 2021.>° However, these
strains are rebrands of previous ransomware and do not currently utilize quantum



computing in their encryption process.*° The naming likely capitalizes on the
increasing public awareness and concern regarding the potential of quantum
computing to break encryption.*

4. Quantum Computing and the Evolution of Malware

Beyond ransomware, quantum computing holds the potential to revolutionize the
development and deployment of other forms of malware. As quantum computers
become more prevalent, they will become lucrative targets for cybercriminals.*
Malware specifically designed to attack quantum computers, such as "MalaQ" ¢4, can
exploit vulnerabilities in the classical control systems and cause performance
degradation or even complete failure of quantum circuits.®* Attacks could also target
the sensitive hardware components of quantum computers, potentially causing
physical damage.** The emergence of quantum computers will create a new attack
surface, with malware specifically designed to disrupt or damage these systems
becoming a reality. Protecting quantum infrastructure will be a critical aspect of
future cybersecurity.

Quantum-enhanced Al could also be leveraged to create malware with advanced
evasion techniques, capable of bypassing traditional security solutions.* Quantum-
enhanced Al could enable malware to learn and adapt its behavior in real-time to
evade detection by signature-based and heuristic security tools.?® This could lead to a
new generation of highly sophisticated and persistent malware that is significantly
harder to identify and remove.? The combination of quantum computing and Al could
lead to malware that can effectively "think" its way around security defenses, posing
a significant challenge to traditional cybersecurity approaches.

While not explicitly detailed in the provided snippets, the theoretical principles of
guantum communication, such as quantum entanglement, could potentially be used
to establish highly secure and difficult-to-intercept command and control channels
for malware. Any attempt to eavesdrop would disturb the quantum state, alerting the
communicating parties.” The unique properties of quantum communication could
offer malware operators a virtually undetectable way to control infected systems,
presenting a significant challenge for network security monitoring.

Quantum computing's ability to perform complex computations could allow attackers
to analyze software code for vulnerabilities at an unprecedented speed and scale.*
This could lead to the discovery of previously unknown weaknesses that could be
exploited to develop highly targeted and effective malware.** Quantum computing



might provide attackers with a significant advantage in identifying and exploiting
software vulnerabilities, potentially leading to more impactful malware attacks.

Furthermore, quantum machine learning algorithms could potentially be used to
develop malware that can dynamically alter its code and characteristics, making it
difficult for signature-based detection systems to identify.”* Quantum machine
learning could contribute to the evolution of malware that can actively evade
detection by changing its "fingerprint," requiring more sophisticated behavioral
analysis techniques for defense.

5. Enhancing Spyware Capabilities with Quantum Technology

Quantum computing holds the potential to significantly enhance the capabilities of
spyware across various aspects, including data collection, analysis, and stealth.
Spyware often intercepts encrypted communications.” Quantum computers running
Shor's algorithm could break the public-key encryption used to secure these
communications, allowing attackers to access the plaintext data much faster than
with classical computers.“¢ This would significantly enhance the value of data
collected through spyware, especially for long-term surveillance operations ("harvest
now, decrypt later" attacks).® Quantum computing's ability to break encryption could
turn vast amounts of currently indecipherable intercepted data into actionable
intelligence for spyware operators, posing a severe threat to privacy and security.

Spyware collects massive amounts of data, including keystrokes, browsing history,
and location information.” Quantum-enhanced Al could analyze this data much more
efficiently, identifying patterns, relationships, and valuable insights that might be
missed by classical analysis techniques.** Quantum-powered Al could transform
spyware from a tool that passively collects data into an active intelligence-gathering
platform capable of rapidly sifting through vast amounts of information to pinpoint
critical details.

Quantum sensors offer unprecedented sensitivity and precision in detecting minute
changes in physical quantities like magnetic fields, gravity, and time."® These sensors
could potentially be used in advanced spyware to detect the presence of individuals,
monitor their movements with high accuracy (even indoors or underground), or even
intercept faint electromagnetic signals."® The integration of quantum sensors into
spyware could lead to a new level of environmental surveillance capabilities, going
beyond traditional software-based spying.



Finally, quantum computing might assist in developing new obfuscation techniques
for spyware code, making it harder for antivirus software to identify." It could also
potentially be used to create spyware that operates at a quantum level, making it
invisible to classical detection methods."” Quantum computing could contribute to
the creation of "next-generation" spyware that is not only more effective at gathering
information but also significantly more difficult to detect and remove from
compromised systems.

6. The Intersection of Quantum Computing and Deepfake Technology for
Malicious Purposes

The intersection of quantum computing and deepfake technology presents a
significant area of concern for future cyber threats. Training deep learning models for
deepfake generation is computationally intensive."> Quantum machine learning
algorithms could potentially speed up the training process due to quantum
parallelism and enhanced computational capabilities.** This would allow malicious
actors to create and deploy sophisticated deepfakes more quickly and efficiently.**
Quantum computing could lower the barrier to entry for creating high-quality
deepfakes by reducing the time and computational resources required for training
the underlying Al models.

Quantum computing's ability to process and generate high-dimensional data from
low-dimensional latent spaces """ could lead to the creation of deepfakes with
enhanced realism and fidelity."” This could make it increasingly difficult for humans
and even current Al-based detection systems to distinguish between real and fake
content."” Quantum computing could push the boundaries of deepfake realism,
making it virtually impossible to identify manipulated media, with significant
implications for trust in digital content.

Furthermore, quantum-enhanced Al could be used to develop deepfake generation
models that are specifically designed to evade the artifacts and inconsistencies that
current detection algorithms look for.>® This could lead to a continuous arms race
between deepfake creators and detection system developers.’” Quantum computing
could give deepfake creators an advantage in the ongoing battle against detection,
leading to more sophisticated and harder-to-spot manipulated media.

The ability to quickly and easily create highly realistic and difficult-to-detect
deepfakes using quantum computing could significantly amplify the scale and impact
of disinformation campaigns.”” These advanced deepfakes could also be used in



more effective and targeted social engineering attacks, potentially leading to greater
success in phishing and other malicious activities.”* Quantum-accelerated deepfake
generation could become a powerful tool for malicious actors to manipulate public
opinion, sow discord, and conduct highly effective social engineering attacks.

7. Quantum Computing's Influence on Al-Driven Cyber Threats

The synergy between quantum computing and artificial intelligence has the potential
to significantly influence the landscape of cyber threats. Al is already used to
automate various aspects of cyberattacks, such as vulnerability scanning and exploit
deployment.®” Quantum computing could significantly accelerate the execution of
these Al-driven tasks, allowing for faster and more widespread attacks.®” Quantum
computing could supercharge the automation of cyberattacks, allowing malicious
actors to launch and execute attacks at speeds that are difficult for human defenders
to counter.

Al algorithms, potentially enhanced by quantum computing, can analyze vast amounts
of data to identify vulnerable targets and tailor attacks accordingly.** This could lead
to more successful attacks with a higher rate of compromise.** Quantum-enhanced Al
could enable cyber attackers to identify and target their victims with greater
precision, increasing the likelihood of a successful breach.

Al is also used to create malware that can evade detection.’’ Quantum computing
could significantly enhance Al's ability to develop sophisticated evasion techniques,
allowing malware and attacks to bypass even advanced security solutions.** Quantum
computing could lead to a new era of highly sophisticated and elusive cyber threats
that can effectively hide from and bypass current security measures.

Furthermore, Al is already used to create more convincing and personalized social
engineering attacks and phishing emails.® Quantum computing could further enhance
Al's ability to craft highly sophisticated and effective social engineering attacks that
are extremely difficult for users to recognize as malicious.*® Quantum computing
could amplify the effectiveness of social engineering attacks, making them a more
significant threat to individuals and organizations.

Finally, quantum machine learning could significantly accelerate the analysis of
software and systems for security vulnerabilities.** This could lead to the faster
discovery of zero-day exploits, giving attackers a window of opportunity before
patches are available.** Quantum computing could provide attackers with a powerful



tool for finding and exploiting previously unknown vulnerabilities, potentially leading
to widespread security breaches.

8. Assessing the Timeline: The Development of Quantum Computing and the
Feasibility of These Threats

Quantum computing is rapidly evolving, with increasing interest and investment from
academia, industry, and government.’ The pace of development is considered faster
than expected by many in the field.' Current quantum computers exist but are still in
the early stages of development 4, with experimental and commercial systems
available.”® Companies like IBM, Google, Microsoft, and SpinQ have developed
guantum processors with increasing qubit counts 7, with IBM aiming for over 4,000
qubits by 2025 7 and Microsoft targeting a million qubits with its Majorana 1 chip.*®
However, the majority of quantum systems are still in development or testing phases
%1, and the number of operational quantum computers globally remains limited,
around 100-200 in 2025, but is growing steadily.™

IBM's Condor processor has 1,121 qubits ®', while Atom Computing has a system with
1,180 qubits.™" Quantinuum's H2-1 processor has 56 physical qubits.”™” Google's
Willow chip has 105 qubits.”" Qubit stability, measured by coherence time and error
rates, remains a significant challenge.® High-fidelity qubits are crucial for complex
computations.® Microsoft's Majorana 1 aims for more stable qubits through its
topological architecture.” Google's Willow has demonstrated low error rates.’
Quantinuum achieved 99.9% 2-qubit gate fidelity.*

Scalability (increasing the number of qubits) and error correction/fault tolerance are
the most significant technical challenges facing quantum computing.’ Current
quantum computers are prone to errors due to noise and decoherence.® Quantum
error correction (QEC) is essential for building reliable quantum computers but
requires a large number of physical qubits to create a single logical, error-corrected
qubit.® Researchers are making progress in error correction techniques 3, with
Google's Willow demonstrating below-threshold error correction " and Microsoft and
Quantinuum entangling 12 logical qubits.™®

Predictions for the emergence of cryptographically relevant quantum computers
(CRQCs) vary, ranging from within the next 5 years to 30 years.? A significant portion
of experts believe that CRQCs could exist within the next 10-15 years.? Some experts
express concern that the timeline might be shorter than anticipated due to rapid
advancements and the potential impact of Al on quantum development.*? The Global



Risk Institute's Quantum Threat Timeline Report 2024 estimates a 19-34% chance of a
CRQC by 2034.%

Breakthroughs in quantum hardware, such as Microsoft's Majorana 1 chip, powered
by topological qubits designed for scalability and error protection “, and Google's
Willow chip, demonstrating significant error reduction with qubit scaling *®, could
potentially shorten the timeline for the development of CRQCs. Significant progress is
also being made in quantum error correction (QEC), which is crucial for achieving
fault-tolerant quantum computation.” Demonstrations of logical qubits with improved
lifetimes and reduced error rates are a key milestone '*4, and Google's Willow has
shown error correction increasing exponentially with qubit scaling.™

Table: Predicted Timelines for Quantum Computing and Encryption Breaking

Timeline Prediction Supporting Snippets

Near-Term (Next 5 Years) Limited impact from quantum 7
computing on breaking strong
encryption. Potential for
guantum-enhanced Al in
attacks.

Mid-Term (5-10 Years) Increased likelihood of 2
cryptographically relevant
quantum computers
emerging. "Harvest now,
decrypt later" becomes a
significant threat.

Long-Term (10+ Years) High probability of quantum 2
computers breaking current
public-key encryption.
Widespread adoption of post-
quantum cryptography
necessary.

9. Theoretical Quantum Threats vs. Current Cybercrime Realities

Current cybercrime heavily relies on exploiting existing vulnerabilities in classical



systems using traditional methods like phishing, malware, and ransomware.*'
Quantum computing introduces the theoretical possibility of breaking fundamental
cryptographic algorithms and developing new forms of malware and attack vectors.*
While current cybercrime leverages classical vulnerabilities, quantum computing
presents a paradigm shift with the potential to render current security measures
obsolete and introduce entirely new threats. The focus of cybercriminals will likely
evolve as quantum capabilities become available.

The increasing speed and automation of cyberattacks, often driven by Al %, are
characteristics that could be significantly amplified by quantum computing's
processing power.>” The growing sophistication of malware in evading detection “°
could be further enhanced by quantum-enhanced Al.** Existing trends in cybercrime,
such as the increasing reliance on speed, automation, and evasion, suggest that
guantum computing could act as a powerful force multiplier for current attack
methods.

Given the potential for significant impact and the high value of compromised data, it
is highly likely that sophisticated cybercriminals and nation-state actors will shift their
focus towards exploiting quantum computing capabilities once they become
accessible.® The high reward associated with successful cyberattacks, coupled with
the immense power of quantum computing, makes it inevitable that malicious actors
will seek to leverage this technology.

The "harvest now, decrypt later" (HNDL) threat, where adversaries collect encrypted
data now with the intention of decrypting it in the future using quantum computers, is
a significant concern.’ This threat aligns with current trends of large-scale data
exfiltration by cybercriminals and nation-state actors.® The "harvest now, decrypt
later" threat is a tangible and growing risk, as evidenced by current data exfiltration
activities, highlighting the long-term implications of quantum computing for data
security.

Current cybersecurity defenses heavily rely on public-key cryptography algorithms
like RSA and ECC.° These algorithms are theoretically vulnerable to attacks from
cryptographically relevant quantum computers.® Therefore, current defenses will be
inadequate against quantum-enabled cyber threats once CRQCs become available.®

10. The Imperative of Quantum-Resistant Cybersecurity Measures

The gathered information overwhelmingly indicates that the usage of quantum



computing in ransomware, malware, spyware, deepfakes, and Al for cyber threats is
not merely fiction but a likely future reality. The potential for significant impact within
the next decade, driven by advancements in quantum hardware and algorithms,
necessitates an urgent and proactive response from the cybersecurity community.>
The impending quantum threat necessitates immediate and decisive action to migrate
to quantum-resistant cryptography to avoid a future where sensitive data is easily
compromised.

Transitioning to post-quantum cryptography (PQC) is crucial to maintain the
confidentiality and integrity of sensitive data in the face of quantum computing
advancements.’ This transition needs to begin now due to the potentially long
timelines for implementation across complex systems.? NIST is actively leading the
standardization effort for post-quantum cryptography algorithms ¢, having released
the first finalized standards in 2024 (FIPS 203, 204, 205).% These standards provide a
framework for organizations to secure their systems against future quantum threats
%, and NIST is continuing to evaluate additional algorithms.**

However, implementing PQC involves significant challenges, including a lack of
knowledge and expertise, the technical complexity of PQC technologies, performance
impacts (larger key sizes and computational overhead), and the need for coordination
across supply chains and vendors.®?> Many organizations lack the necessary know-
how and personnel with expertise in quantum cryptography '*, and integrating new
PQC algorithms into existing systems can be complex and may require hardware and
software updates.”> Cryptographic agility, the ability to quickly change cryptographic
algorithms and protocols, is crucial for responding to the evolving quantum threat
and potential vulnerabilities in PQC algorithms themselves.? Building systems with
cryptographic agility will allow organizations to adapt more readily to the post-
guantum era and respond to any unforeseen weaknesses in the newly adopted
algorithms.

To mitigate the future quantum threat, organizations should take proactive measures,
including conducting a thorough cryptographic inventory to identify vulnerable
algorithms and systems.? Performing risk assessments to prioritize the transition of
the most critical systems and data to PQC is also essential.? Pilot testing of NIST-
standardized PQC algorithms in non-production environments will help organizations
understand their performance characteristics and integration challenges.?

11. Conclusion: Navigating the Future of Cyber Threats in the Quantum Era



This report has explored the potential future usage of quantum computing across
various cyber threats, including ransomware, malware, spyware, deepfake
technology, and Al-driven attacks. The analysis indicates that while the widespread
exploitation of quantum computing for malicious purposes is not yet a current reality,
it is a highly likely scenario within the next decade. The ability of quantum computers
to break current encryption standards, coupled with their potential to enhance Al-
driven attacks and create new forms of malware, presents a significant and evolving
threat to the cybersecurity landscape.

The profound implications of these future threats necessitate a paradigm shift in
security strategies. Organizations and cybersecurity professionals must recognize the
urgency of the situation and prioritize the transition to quantum-resistant security
measures. The development and standardization of post-quantum cryptography by
NIST are crucial steps in this direction, providing the necessary tools to safeguard
against future quantum attacks. However, the implementation of PQC is a complex
undertaking that requires careful planning, investment in expertise, and a
commitment to cryptographic agility.

In conclusion, while the full realization of quantum-enhanced cyber threats is still on
the horizon, the trajectory of quantum computing development and the potential for
its exploitation by malicious actors make proactive preparation an imperative.
Organizations must begin the journey towards a quantum-safe future now to protect
their sensitive data and maintain the integrity of their systems in the face of this
emerging technological revolution.
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