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Introduction: 
This project aims to create a SIEM solution for a home network. We will be utilizing a raspberry Pi along with Elastic and Graylog to create a unique GUI application to review logs on a web browser.
Hardware:
- Raspberry Pi
- M.2 Hat
- Raspberry Pi Active Cooler
- SIM Card with RaspOS installed
Assumptions:
This project assumes that you can put together and login to your Raspberry Pi.

Steps:
1. After logging into your Raspberry Pi, first steps are you make sure the NVMe drive is mounted.  This disk will be used to store incoming logs from other devices.
- Run ‘sudo fdisk -l’ to make sure the NVMe drive is showing up the output should look like below:
[image: ]

2. Create the partition on the NVMe Drive
- sudo fdisk /dev/nvme0n1
	- n for new
	- p for Primary
	- +950G to create a proper sized partition
	- w to write to the disk
[image: ]

3. Next you need to create a directory and mount the disk to that directory.
[image: ]
4. Take the UUID and add it the the fstab folder so that the drive will mount even after a reboot.
[image: ]
5. Verify the update to  the fstab file[image: ]

Once this is completed, we can start working on adding the modules that we need to build the web interface.

6.  The first thing we want to do is make sure that all modules are up to date.
- run sudo ‘apt update’
- follow this with ‘sudo apt upgrade -y’
This will get all current modules updated to current versions.
[image: ]
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Now that we have everything up to date, we can start by installing a JRE environment, find and install the Java JDK with ‘sudo apt install openjdk-17-jdk’
[image: ]
After this verify that the JRE format for headless is up to date
- sudo apt install default-jre-headless
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Graylog and Elastic require MongoDB in order to work properly, this will be the next thing we install, run the following commands
- sudo curl -fsSL https://www.mongodb.org/statis/pgp/server-4.4.asc | sudo gpg –dearmor -o /usr/share/keyrings/mongodb-archive-keyring.gpg
- echo “deb [ arch=arm64,armhf signed-by=/usr/share/keyrings/mongodb-archive-keyring.gpg ] http://repo.mongodb.org/apt/ubuntu bionic/mongodb-org/4.4 multiverse” | sudo tee /etc/apt/sources.list.d/mongodb-org-4.4.list

[image: ]
Follow this with the ‘sudo apt install -y mongodb-org’ command to install the MongoDB modules.

You then need to start and enable the MongoDB service
[image: ]
Run ‘sudo systemctl start mongod’  followed by ‘sudo systemctl enable mongod’

You could also use the command ‘sudo systemctl enable –now mongod’  to enable and start the service in one command

Now we can install Graylog and Elastic Search on the device.

These commands will install everything needed for the Graylog Server
- wget https://packages.graylog2.org/repo/packages/graylog-4.1-repository_latest.deb
- sudo dpkg -i graylog-4.1-repository_latest.deb
- sudo apt update
- sudo apt install graylog-server
[image: ]

And finally, you can install Elastic search
- wget https://srtifacts.elastic.co/downloads/elasticsearch/elasticsearch-7.10.2-arm64.deb
- sudo dpkg -i elasticsearch-7.10.2-arm64.deb
[image: ]

Now that everything is installed, we need to do some configuration to get it all working.

Open the file /etc/graylog/server/server.conf
Look for the line labeled “password_secret”  read the comments above it and create a secret, below that is the default user account that is created, if you want to change it, do that here, also, you need to set the root email and password using a sha2 hash value.

[image: ]

Last but not least we need to configure the .yml file for elasticsearch.
Open the file /etc/elasticsearch/elasticsearch.yml
Set the cluster.name (this will need to match the graylog server cluster
Set the node.name
Set the network.host address (This is the IP address of the Raspberry Pi on your network)
[image: ]
Now you are able to go to a web browser and open the GUI for Graylog



[image: ]

Log in using the default user name, or if you created a different user name in the server.conf file use that name and the password you used to create the sha2 hash.
This will bring you into the home page for Graylog

[image: ]

From here you are able to review logs once you have setup agents on other devices to send logs to your server. 
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vinderm@raspberrypi:~ $ sudo apt upgrade

eading package lists... Done

uilding dependency tree... Done

eading state information... Done

“alculating upgrade. .. Done

The following packages will be upgraded:
agnostics chromium-browser chromium-browser-110n chromium-codecs—ffmpeg-extra firefox gstreamerl.@-alsa
gstreamerl.0-plugins-base gstreamerl.@-x gui-pkinst gui-updater libgstreamer-gll.0-8 libgstreamer-plugins-basel.0-0
Libss13 xtask mongodb-database-tools mongodb-mongosh mongodb-org mongodb-org-database
mongodb-org-database-tools-extra mongodb-org-mongos mongodb-org-server mongodb-org-shell mongodb-org-tools openssl
pi-greeter piclone pipanel pishutdown piwiz pprompt raspi-config rp-bookshelf rp-prefapps rpd-plym-splash

34 upgraded, © newly installed, © to remove and © not upgraded.

leed to get 367 MB of archives.

\fter this operation, 5,634 kB of additional disk space will be used.

set:1 http://archive.raspberrypi.com/debian bookworm/main arméd chromium-browser-118n all 126.6.6478.164-rptl [6,781 kB]

set:2 https://repo.mongodb.org/apt/ubuntu focal/mongodb-org/5.0/multiverse arm6l mongodb-database-tools armé4 100.10.0 [

11.9 MB]

e http://archive.raspberrypi.com/debian bookworm/main armél chromium-browser arm6d 126.0.6u478.16uU-rptl [115 MB]

set:U https://repo.mongodb.org/apt/ubuntu focal/mongodb-org/5.0/multiverse armél mongodb-mongosh armét 2.2.15 [50.3 MB]

30% [3 chromium-browser 34.2 MB/115 MB 30%] [4 mongodb-mongosh 56.3 MB/50.3 MB 100%]]

e N
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@ upgraded, © newly installed, © to remove and @ not upgraded
winderm@raspberrypi:~ $ sudo apt install openjdk-17-jdk
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following packages were automatically installed and are no longer required:
Libcamerad.2 libraspberrypi® libwpe-1.0-1 libwpebackend—fdo-1.0-1
Use 'sudo apt autoremove' to remove them
The following additional packages will be installed:
openjdk-17-jdk-headless
Suggested packages:
openjdk-17-demo openjdk-17-source visualvm
The following NEW packages will be installed:
openjdk-17-jdk openjdk-17-jdk-headless
® upgraded, 2 newly installed, ® to remove and © not upgraded
Need to get 70.6 MB of archives.
After this operation, 79.1 MB of additional disk space will be used
Do you want to continue? [Y/n] y
Get:1 http://deb.debian.org/debian bookworm/main arm6t openjdk-17-jdk-headless arm6d 17.0.11+9-1~debl2ul [70.6 M
B]
Get:2 http://deb.debian.org/debian bookworm/main arm6t openjdk-17-jdk armét 17.0.11+9-1~debl2ul [10.5 kB]
Fetched 70.6 MB in 8s (8,438 kB/s)
Selecting previously unselected package openjdk-17-jdk-headless:arm6l
(Reading database ... 2U3815 files and directories currently installed.)
Preparing to unpack .../openjdk-17-jdk-headless_17.0.11+9-1~debl2ul_armé.deb ..
Unpacking openjdk-17-jdk-headless:arm6li (17.0.11+9-1~debl2ul) ...

Prog (WEEES] ot

ess





image9.png
winderm@raspberrypi:~ 3 sudo apt install default-jre-headless

Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

default-jre-headless is already the newest version (2:1.17-74).

default-jre-headless set to manually installed.

The following packages were automatically installed and are no longer required:
Libcamerad.2 libraspberrypi® libwpe-1.0-1 libwpebackend—fdo-1.0-1

Use 'sudo apt autoremove' to remove them.

0 upgraded, © newly installed, 0 to remove and © not upgraded.
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windern@raspberrypi:~ $ sudo curl —fsSL https://wmm.mongodb.org/static/pgp/server-U.L4.asc

o /usr/share/keyrings/mongodb-archive-keyring.gpg

windern@raspberrypi:~ $ echo "deb [ arch=arméll,armhf signed-by=/usr/share/keyrings/mongadb-archive-keyring.gpg ]
http://repo.mongodb.org/apt/ubuntu bionic/mongodb-org/i.4 multiverse" | sudo tee /etc/apt/sources.list.d/mongod
b-org-ti.1. list

deb [ arch=arméll,arnhf signed-by=/usr/share/keyrings/mongodb-archive-keyring.gpg 1 http://repo.mongodb.org/apt/u
buntu bionic/mongodb-org/i.4 multiverse

windern@raspberrypi:~ $ sudo apt update

Hit:1 http://deb.debian.org/debian bookworm InRelease

Hit:2 http://deb.debian.org/debian-security bookworm-security InRelease

Hit:3 http://deb.debian.org/debian bookworm-updates InRelease

Hit:U http://archive.raspberrypi.com/debian bookworm InRelease

Ign:5 http://repo.mongodb.org/apt/ubuntu bionic/mongodb-org/U.u4 InRelease

Get:6 http://repo.mongodb.org/apt/ubuntu bionic/mongodb-org/u.U Release [5,029 B]

Get:7 http://repo.mongodb.org/apt/ubuntu bionic/mongodb-org/L.U Release.gpg [866 B]

Get:8 http://repo.mongodb.org/apt/ubuntu bionic/mongodb-org/u.4/multiverse armé Packages [65.6 KB]

Fetched 71.5 kB in 2s (u3.2 kB/s)

Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

ALL packages are up to date.

N: Skipping acquire of configured file 'multiverse/binary-armhf/Packages' as repository 'http://repo.mongodb.org
/apt/ubuntu bionic/mongodb-org/4.4 InRelease' doesn't support architecture 'armhf

winderm@raspber: $ sudo apt install -y mongodb-org
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winderm@raspberrypi:~ $ sudo systemctl start mongod
windern@raspberrypiz~ $ sudo systemctl enable mongod
Created symlink /etc/systemd/system/multi-user.target.wants/mongod.service » /lib/systemd/system/mongod.service.
winderm@raspberrypi:~ § sudo systemctl status mongod
© mongod. service - MongoDB Database Server
Loaded: loaded (/lib/systemd/system/mongod.service; enabled; preset: enabled)
Active: active (running) since Fri 202u-87-85 22:16:36 BST; 16s ago
Docs: https://docs.mongodb.org/manual
Main PID: 2850 (mongod)
CPU: 959ms
CGroup: /system.slice/mongod.service
L2850 /usr/bin/mongod —-config /etc/mongod.conf





image12.png
winderm@raspberrypi:~ $ wget https://packages.graylog2.org/repo/packages/graylog-4.1-repository_latest.deb

--2024-07-85 22:U41:26—— https://packages.graylog2.org/repo/packages/graylog-i.1-repository_latest.deb

Resolving packages.graylog2.org (packages.graylog2.org)... 2606:4700:3036::6815:58d1, 2606:U700:3035: :acti3:995f, 104.21.88.209, ..

Connecting to packages.graylog2.org (packages.graylog2.org)|2606:4700:3036: :6815:58d1| :4u3. .. connected

HTTP request sent, awaiting response... 362 Found

Location: https://graylog-package-repository.s3.eu-west-1.amazonaws . con/packages/graylog-Ul. 1-repository_latest .deb?X-Amz-Algorithm=AWSL-HMAC-SHA2566X-Anz-Date=202U0705T21412728X~Anz-SignedHeaders=hos t&X-Anz-Ex
pires=6006X-Anz-Credential=AKTAIJST6MCSPXFVDPIA%2F202U0705%2F eu-west-1%2Fs3%2Fawsll_request&X-Anz-Signature=a02b70dalle98be7c151b8Feld3U9F6UBUIET253eafOF6c6UC6dF15CT66TTcTed [following]

--202U-07-05 22:U41:27-- https://graylog-package-repository.s3.eu-west-1.amazonaws . con/packages/graylog-i. 1-repository_latest .deb?X-Anz-Algorithm=AWSU-HMAC-SHA2565X-Anz-Date=202U0705T214127Z6X-Anz-SignedHeader
s=host&X-Anz-Expires=6006X-Anz-Credential=AKTATJST6MCSPXFVDPIA%2F202U0705%2F eu-west-1%2F s3%2Fawsll_request&X-Anz-Signature=a02b70dalle98bo7c151b8Feld3U9F6UBLd6T253eafOF6c6UC6dF15CT66TTCTed

Resolving graylog-package-repository.s3.eu-west-1.amazonaws.com (graylog-package-repository.s3.eu-west-1.amazonaws.com)... 3.5.71.55, 3.5.64.68, 52.92.34.66, ...

Connecting to graylog-package-repository.s3.eu-west-1.amazonaws.com (graylog-package-repository.s3.eu-west-1.amazonaws.com)|3.5.71.55|:443. .. connected.

HTTP request sent, awaiting response... 200 OK

Length: 2084 (2.8K) [application/x-debian-package]

Saving to: ‘graylog-4.l-repository_latest.deb’

graylog-U.1-repository_latest.deb 100%[= 2.0UK ——.-KB/s in 0.001s

2024-07-05 22:41:28 (3.17 MB/s) - ‘graylog-.1-repository_latest.deb’ saved [2084/2084]

windern@raspberrypi:~ $ sudo dpkg -i graylog-i.1-repository_latest.deb
Selecting previously unselected package graylog-i.l-repository

(Reading database ... 245029 files and directories currently installed.)
Preparing to unpack graylog-4.1-repository_latest.deb ...

Unpacking graylog-u.1-repository (1-3) ...

Setting up graylog-u.1-repository (1-3) ...

windern@raspberrypi:~ $ sudo apt update

Hit:1 http://deb.debian.org/debian bookworm InRelease

Hit:2 http://deb.debian.org/debian-security bookworm-security InRelease
Hit:3 http://deb.debian.org/debian bookworm-updates InRelease

Ign:5 http://repo.mongodb.org/apt/ubuntu bionic/mongodb-org/L.u4 InRelease
Hit:6 http://archive.raspberrypi.com/debian bookworm InRelease

Hit:7 http://repo.mongodb.org/apt/ubuntu bionic/mongodb-org/u.u Release
Get:4 https://packages.graylog2.org/repo/debian stable InRelease [68.8 kB]
Get:9 https://packages.graylog2.org/repo/debian stable/d.1 arm6d Packages [18.1 kB]
Fetched 86.9 kB in 2s (U0.5 kB/s)

Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

ALL packages are up to date.
N: Skipping acquire of configured file 'multiverse/binary-armhf/Packages' as repository 'http://repo.mongodb.org/apt/ubuntu bionic/mongodb-org/u.u InRelease' doesn't support architecture 'armhf
N: Skipping acquire of configured file 'd.1/binary-armhf/Packages' as repository 'https://packages.graylog2.org/repo/debian stable InRelease' doesn't support architecture 'armhf

wxnderm@ras:berﬂgx $_sudo aEt install araxlna server
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$ wget https://artifacts.elastic.co/downloads/elasticsearch/elasticsearch-7.10.2-arm64.deb
--2024-07-05 22:2U4:48—— https://artifacts.elastic.co/downloads/elasticsearch/elasticsearch-7.10.2-arm6u.deb
Resolving artifacts.elastic.co (artifacts.elastic.co)... 2600:1901:0:1d7::, 34.120.127.130

Connecting to artifacts.elastic.co (artifacts.elastic.co)|2600:1901:0:1d7::|:U43... connected

HTTP request sent, awaiting response... 200 OK

Length: 315889942 (301M) [application/octet-stream.

Saving to: ‘elasticsearch-7.10.2-armétl.deb

elasticsearch-7.10.2-arm64. 100%

1 301.26M 54.8MB/s  in 5.6s
2024-07-05 22:24:54 (53.3 MB/s) - ‘elasticsearch-7.10.2-arm64.deb’ saved [315889942/315889942]

windern@raspberrypi:~ $ sudo dpkg i elasticsearch-7.10.2-arn6l.deb
Selecting previously unselected package elasticsearch.

(Reading database ... 243978 files and directories currently installed.)
Preparing to unpack elasticsearch-7.10.2-armét.deb ...

Creating elasticsearch group... OK

Creating elasticsearch user... OK

Unpacking elasticsearch (7.10.2) .
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B winderm@raspberrypi:

GNU nano 7.2
# to use an absolute file path here if you are starting Graylog server from init scripts or similar.
node_id_file = /etc/graylog/server/node-id

# You MUST set a secret to secure/pepper the stored user passwords here. Use at least 6l characters.

# Generate one by using for example: pugen -N 1 -s 96

# ATTENTION: This value must be the same on all Graylog nodes in the cluster.

# Changing this value after installation will render all user sessions and encrypted values in the database invalid. (e}
password_secret = hOlUaGnGetsOMcHOKLGHAEbEABBHS99aVHC AW5h20KDzvS1ZxNBue1J6TPugpERCSGANR M

# The default root user is named 'admin'
#root_username = admin

# You MUST specify a hash password for the root user (which you only need to initially set up the
# system and in case you lose connectivity to your authentication backend)

# This password cannot be changed using the API or via the web interface. If you need to change it,
# modify it in this file.

# Create one by using for example: echo -n yourpassword | shasum -a 256

# and put the resulting hash value into the followina line

root_password_sha2 = 31634858a3700e6b608. U5dF5521e7c2263cc

# The email address of the root user.
# Default is empty
root_email = "sequith@gmail.com"

# The time zone setting of the root user. See http://www.joda.org/joda-time/timezones.html for a list of valid time zonf§
# Default is UTC
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Cluster

Use a descriptive name for your cluster:

EENEEN

cluster.name: graylog

# Use a descriptive name for the node:
:nde.nane: HomeSIEM-1

: Add custom attributes to the node:
:node.ﬂttr.rﬂck: rl

# Path to directory where to store the data (separate multiple locations by comma):
#

path.data: /var/lib/elasticsearch

#

# Path to log files:

path.logs: /var/log/elasticsearch

# Lock the memory on startup:

#

#bootstrap. memory_lock: true

#

# Make sure that the heap size is set to about half the memory available
# on the system and that the owner of the process is allowed to use this
# limit.

#

# Elasticsearch performs poorly when the system is swapping the memory.

Network -

#
#
#
# Set the bind address to a specific IP (IPvld or IPV6):
#

network. host: 192.168.1.117

#

# Set a custom port for HTTP:

#

http.port: 9200
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Disk /dev/raml5: 4 MiB, 4194304 bytes, 8192 sectors
Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 1638U4 bytes
I/0 size (minimum/optimal): 16384 bytes / 16384 bytes

Disk /dev/nvmeOnl: 953.87 GiB, 1024209543168 bytes, 2000489264 sectors
Disk model: NE-1TB 2242

Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk /dev/mmcblke: 29.72 GiB, 31914983u2U bytes, 62333952 sectors
Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disklabel type: dos

Disk identifier: @xb2uSlebf

Device Boot  Start End Sectors Size Id Type
/dev/mmcblkopl 8192 1056767 1048576 512M c W95 FAT32 (LBA)
/dev/mmcblkop2 1056768 62333951 61277184 29.2G 83 Linux

windern@raspberrypi:/ $
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winderm@raspberrypi:/ $ sudo fdisk /dev/nvme®nl

Welcome to fdisk (util-linux 2.38.1).
Changes will remain in memory only, until you decide to write them.
Be careful before using the write command.

Device does not contain a recognized partition table.
Created a new DOS (MBR) disklabel with disk identifier ©x9uld3cec.

Command (m for help): n
Partition type

p primary (@ primary, © extended, U4 free)

e extended (container for logical partitions)
Select (default p):

Using default response p.

Partition number (1-4, default 1):

First sector (2048-2000409263, default 208):

Last sector, +/-sectors or +/-size{K,M,G,T,P} (2018-2000409263, default 2000409263): +1T
Value out of range.

Last sector, +/-sectors or +/-size{K,M,G,T,P} (2018-2000409263, default 2000489263): +990G
Value out of range.

Last sector, +/-sectors or +/-size{K,M,G,T,P} (20u8-2000409263, default 2000409263): +950G

Created a new partition 1 of type 'Linux' and of size 950 GiB.

Command (m for help): w
The partition table has been altered.
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winderm@raspberrypi:/ $ sudo mKdir /logs . R

windern@raspberrypi:/ $ sudo mkfs.extd /dev/nvmeenl

mke2fs 1.47.0 (5-Feb-2023)

Found a dos partition table in /dev/nvme@ni

Proceed anyway? (y,N) y

Discarding device blocks: done

Creating filesystem with 250051156 4k blocks and 62513152 inodes

Filesystem UUID: f9bfdf53-a5ub-Ug0U-99a0-091c23ch2fF5

Superblock backups stored on blocks:
32768, 9830, 1638U9, 229376, 294912, 819200, 884736, 1605632, 265U208
14096600, 7962624, 11239424, 20480000, 23887872, 71663616, 78675968
102400000, 214990848

Allocating group tables: done

Writing inode tables: done

Creating journal (262144 blocks): done

Writing superblocks and filesystem accounting information: done

windern@raspberrypi:/ $ sudo mount /dev/nvmednl /logs

windern@raspberrypi:/ $ cd logs

windern@raspberrypi:/logs § s

Lost+found

windern@raspberrypi:/logs $ cd ..

windern@raspberrypi:/ $ sudo nano /etc/fstab

windern@raspberrypi:/ $ sudo blkid /dev/nvmsonl

windern@raspberrypi:/ $ sudo blkid /dev/nvmeonl

/dev/nvme@nl: UUID="f9bfdf53-a5ub-U80L-99a0-091c23cb2fF5" BLOCK_SIZE="U96" TYPE="extu"
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/proc proc detaults e
2USUebf-01 /boot/firmware vfat  defaults
PARTUUID=b2USUebf-02 / extl  defaults,noatime
UUID=f9bfdf53-aSUb-48oU-99a0-891c23ch2F5 /logs  ext

# a swapfile is not a swap partition, no line here
# use dphys-swapfile swap[on|off] for that

e

[} 2
[} 1
defaults

[ Read 6 Llines ]
K Help write Out [ Where Is Qi cut @ Execute
B Exit Read File @ Replace Wl Paste B Justify

[ Location
Wi Go To Line

Undo
Redo
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winderm@raspberrypi:/ $ sudo nano /etc/fstab
windern@raspberrypi:/ $ sudo mount -a
windern@raspberrypiz/ $ cd logs
windern@raspberrypi:/logs § s

Tost+found

windern@raspberrypi:/logs § cd ..
windern@raspberrypi:/ $ mount | grep nvme

/dev/nvmednl on /logs type extld (rw,relatime)
winderm@raspberrypi:
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winderm@raspberrypi:~ § sudo apt update

Hit:1 http://deb.debian.org/debian bookworm InRelease

Hit:2 http://deb.debian.org/debian-security bookworm-security InRelease
Hit:3 http://deb.debian.org/debian bookworm-updates InRelease

Hit:U http://archive.raspberrypi.com/debian bookworm InRelease

Ign:6 https://repo.mongodb.org/apt/ubuntu focal/mongodb-org/5.0 InRelease
Hit:7 https://repo.mongodb.org/apt/ubuntu focal/mongodb-org/5.0 Release
Hit:5 https://packages.graylog2.org/repo/debian stable InRelease

Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

34 packages can be upgraded. Run 'apt list —upgradable’ to see them.

N: Skipping acquire of configured file '6.0/binary-armhf/Packages' as repository 'https://packages.graylog2.org/repo/deb
ian stable InRelease’ doesn't support architecture ‘armhf'

winderm@raspberrypi:~ $





