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tional Institute of Standards and Technology (NIST)
: fiscussion draft of Special Publication (SP) 800-37,
Revision 2, Ri ager ,/%t Framework for Information Systems and
Organizations /éycle Approach for Security and Privacy.

docL ent is to institutionalize critical enterprise-wide risk
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Isk Management Framework at the system and operational level.
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/ high-value assets arid high-impact systems to prioritize their protection
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Update’s Major Objectives

he risk management
> organization and the
_

anagement preparatory
@// st-effective execution of
. system and operational level;

.

ramework can be implemented

b . .
ment processes (i.e., developing a

cepts into the Risk Management
of the consolidated security and privacy

Copyright © 2017 Elfsec - All Rights Re 11/2/2017




adership
) ;
/ owners to convey
s implementation

“ommon controls and develop
nd privacy control baselines to
orkload and system development

Copyright © 2017 Elfsec - All Rights Reserve 7 11/2/2017




y

Key Change: The Preparation Step
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Cybersecurity Framework Federal
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Cybersecurity Framework Federal
Implementatlon
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Wholistic View of Cyber Risk Management
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Streamlining RMF Implementation
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Streamlining RMF Implementation
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RMF and Organization-Wide Risk

TACTICAL RisK
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CSF - RMF Implementation: Preparation
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Preparation Activities
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Preparation Activities
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Assignment of Preparation Activities
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Preparation Activities
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Enterprise Architecture
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Enterprise Architecture
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Control Allocation
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Risk Management Framework
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Authorization and Ongoing Authorization Decisions
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Re-Cap
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