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SD-WAN Component



Cisco SD-WAN Architecture Overview
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Cisco SD-WAN Architecture Overview
Management Plane - vManage

vManage vManage
» Single pane of glass for DayO,
Day1 and Day2 operations
3rd Party « Centralized provisioning,

- Automation monitoring and troubleshooting

« Multitenant or single tenant

Y

vSmart Controllers

» Policies and Templates
« RBAC
* Programmatic REST API

vEdge Routers

Cloud Data Center Campus Branch SOHO
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Cisco SD-WAN Architecture Overview

Orchestration Plane - vBond

vBond vManaae
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Branch SOHO
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vBond

Orchestrates control and
management plane

First point of authentication

Distributes list of vSmarts/
vManage to vEdge routers

Facilitates NAT traversal

Requires universally reachable
IP-Address/Port [Can reside
behind Port-Forwarding]

Multitenant or single tenant



Cisco SD-WAN Architecture Overview

Control Plane - vSmart

vManaae
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VS

art

Facilitates fabric discovery

Disseminates control plane
information between vEdges

Distributes Data Plane policies to

vEdge routers

Implements control plane policies



Cisco SD-WAN Architecture Overview

Data Plane - vEdge

vManage

Q 3rd Party

_ Automation

68

vSmart Controllers

vEdge Routers
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vEdge

Secure data plane with remote
vEdge routers

Establishes secure control plane
with vSmart controllers (OMP)

Implements Data Plane policies

Supports Zero Touch
Deployment

Supports traditional routing
protocols (OSPF, BGP) and
First-hop Redundancy (VRRP)

Physical or Virtual



Building the overlay fabric

OMP Update:
_____ OMP vSmart =Reachability — Routes, TLOCs
, »Security — Encryption Keys
DTLS/TLS T I , . .y -
/TLS Tunne ‘ *Policy — Data/Application-Aware Policies
IPSec Tunnel
Update Policies
OMP
vEdge S vEdge
: Transport1
TLOCs .
\i’_ VPN1 Transport2 VPN?2
BGP, OSPF, | ] , - BGP, OSPF,
Connected, Connected,

Static A B C D Static
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Building the overlay fabric

VPN1-PC  VPN2-PC VPN3-PC Share-PC Controller

Share LAN

pC-1 N —\

Branch-1 11116 Branch-3

11112 —

BR1-vEdge-2 8R1-vEdge-1

VPN2-PC VPN2-PC  VPN3-PC VPNI-PC VPN2-PC VPN3-PC VPN1-PC  VPN2-PC VPNG-PC
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SD-WAN Deployment Model



Controller Deployment Models
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Controller Deployment Models

vManage

N
’ -~
- ~
’ -~
-

Control and Management
Elements

Deployed by Cisco Deployed by Customer

Private
Cloud
- Cloud-Delivered On-Prem
e AWS’ MS-Azure 400-010-8885 Squort@ciscos.com.cnKVM, ESXi R

s reserved., Cisco Confidential



Controller Tenancy

Single Tenant Multi Tenant

vManage vBond vManage vBond

ne &

VM/

T H@ I@‘mm

vSmart vSmart vSmart

Aol AWS, MS-Azure, KVM, ESXi
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Controllers Redundant Deployment

« Controllers are distributed across multiple
Public Cloud private data centers
Region A Region B\ « Active-active, vManage is cold-standby
N B

(

Data Center A Data Center B

OO,

LI1]

« Controllers are distributed across multiple
public cloud regions -

* Active-active, vManage is cold-standby
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Cloud Controllers Connection

vBond vSmart vManage
vBond vSmart vManage

Edge

O Public IP Address ~ ---- TLS/DTLS Control Connection

arar]n,
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On-Prem Controllers Connections

vBond vSmart vManage

vBond vSmart vManage

$573

Perimeter
Perimeter Firewall
Firewall
MPLS.. JINET
m vEdge
alual, @ Public IP Address ~ ---- TLS/DTLS Control Connection
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Zero Touch Provisioning

Zero Touch Provisioning
Service

Control and Policy
Elements

(&)

Full Registration and
Configuration

DHCP on Transport Side (WAN)

vEdge

atlean]n
CISco
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High Avallabllity &
Redundancy



Control Redundancy - vManage

vManage L.
Cluster
Management Plane
J vManage servers form a cluster for redundancy and
Cloud Data Data Plane high availability
Center . . _
= All servers in the cluster act as active/active nodes
iy - All members of the cluster must be in the same DC /
= metro area
- * For geo-redundancy, vManage servers operate in
32 active/standby mode
EE“ - Not clustered
LS ) - Database replication between sites is needed
: Data
Center = Loss of all vYManage servers has no impact on fabric
operation
Small Office - No policy changes
Home Office 111 - No stats collection
— Campus
atlean]n e
cisco Branch
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Control Redundancy — vSmart & vBond

@v“

vSmart 27 .
Controllers Cmmmmmmmmmnn > @ = vSmart controllers exchange OMP messages between
Control Plane themselves and they have identical view of the SD-WAN
Cloud Data Data Plane fabric
Center = vEdge routers connect to up to vSmart controllers for
redundancy
(=1 = Single vSmart controller failure has no impact, as long as
S L there is another vSmart controller vEdge routers are
L registered with
N -
A - EEH = |f all vSmart controllers fail or become unreachable,
, Data vEdge routers will continue operating on a last known
Center good state for a configurable amount of time (GR timer)
- No updates to reachability
Small Office - No IPSec rekey
Home Office EuE - No policy changes propagation
atlean]n -E- Campus
cisco Branch
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WAN Edge High Availability Scenarios

WAN
Edge “A7\3/c. VRRP Grp 1.7 4
A ~.a - ‘~—‘-_-___“_'-:- P
VRRP Grp 2 S .
ervice
Site Router Site Router VUANT VLAN 2 Side
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Host Host Host
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QPL erhet QP S {Eﬂemet
Transport
WAN WAN WAN WAN Side
Edge Edge Edge Edge
A B A B
atlran]n
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Transport Redundancy — TLOC Extension

« vEdge routers are connected only to their
respective transports

« vEdge routers build IPSec tunnels across directly
connected transport and across the transport
connected to the neighboring vEdge router

* Neighboring vEdge router acts as an underlay router for
tunnels initiated from the other vEdge

« |f one of the vEdge routers fails, second vEdge
router takes over forwarding the traffic in and out
of site

* Only transport connected to the remaining vEdge router
can be used

Site Network

CIsco
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Migration
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Migration Sequence

vManage

E
a

=
lisill

cisco © 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 24
400-010-8885 Support@ciscos.com.cn




Data Center Migration

Non-SDWAN Remote Office

Site
SD-WAN
Fabric
outer S

—
CER
" VPNO |
l VPN1 '

-. Perimeter Firewall
(-

VPNO

VPN1 |

' Core Switches

T
CIsco
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Data Center Migration

Non-SDWAN
Sites

o
) e
\_

Core Switches

atlean]n
CIsco

Remote Office

Q

OMP-to-BGP

VPN1
- BGP-to-QMP
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Perimeter Firewall

SD-WAN to non-SDWAN
interoperability

Can support multiple DCs

—— SD-WAN Traffic
—— Non-SDWAN Traffic



Branch Migration

Traditional SD-WAN
| Local
MPLS MPLS INET I prefixes
L OMP
Remote
l prefixes*

OMP-to-BGP/OSPF

Router WAN Edge BGP/OSPF-to-OMP

L2 OSPF/BGP

L3 Switch L3 Switch

Local
OSPF/BGP orefixes

OSFP/BGP

Remote
prefixes™

cleco * SD-WAN and non-SDWAN =@ SD:WAN Tunmfet: » o reser
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Branch Migration

Data Center

Fabric

« SD-WAN to non-SDWAN
interoperability in the Data Center

Branch
* Non-SDWAN preﬁxes are LAN ——  SD-WAN/non-SDWAN Traffic
received through the overlay ~——— Non-SDWAN Traffic
.'CI:S.élo'. 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidentia 28
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SD-WAN with Router Services and VRRP

SD-WAN non-SDWAN Interoperability

4
Subnet A | ‘ Local
| prefixes
 BGP| OMP
Remote PE-CE l Remote
prefixes*

Router

Service
BGP/OSPF
WAAS/SRST \
( ) AN Remote prefixes® WAN Edge
s (A) S \VRRP (S) N

~

~

Note: Service may require data policy
on VWAN Edge for return traffic

CIsco
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________ o {_\ OMP-to-BGP/OSPF

* SD-WAN and non-SDWAN
®® SD-WAN Tunnel



SD-WAN with Router Services and L3 Routing

SD-WAN non-SDWAN Interoperability

0 at the Data Center
™
Subnet A ', Local
| | MPIL.S prefixes
\
| BGP | \ OMP
Remote PE-CE l Remote
prefixes™

Router

OMP-to-BGP
L BGP-to-OMP

Service
(WAAS/SRST) \

Remote

fixes* +
\\ prefixes* (+)  prefixes (+) WAN Edge

N

Remote Local RN N BGP Local Remote
prefixes™ (+) prefixes (+) ‘ prefixes prefixes* * SD-WAN and non-SDWAN

+ Preferred Path
. ()] R
alalin L3 Switch SD WAN Tunnel
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