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- Are deploying a Cisco SD-WAN
solution

- Have purchased a Cisco SD-WAN
solution

- Want to understand best practices

and learn how to migrate to Cisco
SD-WAN




SD-WAN solution
overview &
Dashboard demo

Migration sequence
and planning

Migration examples

SD-WAN demo

Q&A







Traditional network

« TWO Or even more
MPLS circuits
(expensive)

-« Active / Standby

- Centralized internet
connection via a “hub”
iIn the network

________

———— e —

________
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Cisco SD-WAN: cloud SDN architecture

Management Plane

Single pane of glass .
Monitoring and troubleshooting vManage | vAnalytics
RBAC and APIs

Analytics

Machine learning
Carrier performance

+ Bandwidth forecasting

)

Control Plane Third-party

So

SDN architecture

automatlon
Routing and security d|str|but|on \ 0 4
Horizontal scale, low complexity @
vSmart controllers

Data Plane MultiCloud  Security  Application
Physical or virtual m l oA Cloud) et J
Zero touch provisioning MPLS Y
On-premise or cloud Intemet

WAN Edge T

_— A S
O D
Cloud Data Center ColLo Campus  Branch
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SD-WAN advanced
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Keep this sequence in mind

Controllers Data center

vManage

vSmart

vBond
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What to consider before migration

Branch

- Deployment model - New/existing circuits - New/existing circuits
> Relekney - Design . Identify working

. Scale . Routing applications/services
» Firewall ports . Traffic path during migration 209"

- HA . Policy requirements - Policy requirements
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Workflow: SD-WAN migration components

O septn  ses Step 4

Create a smart account —) Deploy controllers (on —) Provision your data —) Be aware of your —)
prem or cloud) center devices topology and prefixes

- seps  [ESETCREEN Step 7 . Seps

fahubisinyour ===  Branch/spokes ===  \Verify connectivity ey Optimize your network
network, begin here migration between all the with SD-WAN features

prefixes
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Data center migration: existing topology

Data Center 1 Data Center 2

Branch 1 Branch 2
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Data center migration: deploy

Data Center 1 vBond, vSmart, Data Center 2
vManage

&

; Cloud or On-Premise

1 ' !
| ! I —Te —=T< N
Legacy sites i === : ! =N
Branch 1 Branch 2
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Data center migration: deploy

Data Center 1 vBond, vSmart, Data Center 2
vManage

@@®

o e : Cloud or On-Premise

=il
R . e .
Legacy sites ! —==— ! =
1 ) I .
. - | .

.....................................

Branch 1 Branch 2
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Data center migration: build fabric

Branch 2

Branch 1

Legacy sites s R

Non SD-WAN prefixes ,' , g
(OSPF/BGP) i .!
§ VPNO (VPNO ;
i (VPN1] [VPNT] |
i % 5
Data Center 1 ', . . .;'.

% % Core switches

1d/or its affiliates. All rights reserved. Cisco Pub



Data center migration: build fabric

@ @ Branch 2
SD-WAN
Legacy sites . 4
Non SD-WAN prefixes _,"/ = \
(OSPF/BGP) : ;

fabric

Data Center 1 "‘
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Data center migration: build fabric

Migrated sites

SD-WAN =D~ VVAN
prefixes
(OMP)

fabric

Non SD-WAN prefixes

(OSPF/BGP) ’

A== /non SD-WAN S &
prefixes

! !

E ' , xes :

é e :

Data Center 1 '\ .,~"
Core switches
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Workflow: SD-WAN migration components

O septn  ses Step 4

Create a smart account —) Deploy controllers (on —) Provision your devices —) Be aware of your —)
prem or cloud) topology and prefixes

- seps  [ESETCREEN Step 7 . Seps

fahubisinyour ===  Branch/spokes ===  \Verify connectivity ey Optimize your network
network, begin here migration between all the with SD-WAN features

prefixes
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Branch #1 migration

Single router to new SD-WAN router

Data Center 1 vBond, vSmart, Data Center 2
vManage

: | ‘ Cloud or On-Premise i

....................

Branch 1 Branch 2
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Branch #1 migration

Single router to new SD-WAN router

Legacy sites

Branch 1



Branch #1 migration

Single router to new SD-WAN router

Legacy sites

Router (CPE) SE}L\?;?N @

1
I
1
I
1
1
I
1
\

Branch 1
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Branch #1 migration

Single router to new SD-WAN router

Legacy sites Migrated sites

Data Center

fabric

——m e — =L

SD-WAN !
router :

-

Branch 1
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Branch #1 migration

Single router to new SD-WAN router

T

® Migrated sites
Data Center \
SD-WAN

fabric

SD-WAN/
Non SD-WAN prefixes \{VPNOJ[VPNO}/ Non SSP\;VVXﬁl\I\éJlrefixes

(OMP) X (OMP)
Local prefixes ASD WAN Local prefixes
(OMP) router (OMP)

OMP-to- BGP/OSPF
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Branch #2 migration

Two routers to two new SD-WAN routers

Legacy sites

Router (CPE) Router (CPE)

Branch 2



Branch #2 migration

Two routers to two new SD-WAN routers

Legacy sites

Router (CPE) SE}L\?;?N @

1
I
1
I
1
1
I
1
\

Branch 2
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Branch #2 migration

Two routers to two new SD-WAN routers

Legacy sites

SD-WAN SD-WAN
router router

1
I
1
I
1
1
I
1
\

Branch 2
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Branch #2 migration

Two routers to two new SD-WAN routers

Legacy sites Migrated sites

Data Center

SD-WAN
fabric

SD-WAN/ ——>
SD-WAN/ Non SD-WAN prefixes
Non SD-WAN prefixes (OMP) . SSD\;VVXQN/ .
on SD- prefixes
o v v (OMP)

Local prefixes
(OMP)

Q

OMP-to-BGP/OSPF

Local prefixes

SD-WAN O

router

SD-WAN
router

1
1
1
1
1
1
1
1
I
1
1
1
1

Branch 2
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SD-WAN overview
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Best practices for SD-WAN migration

Summarize routes of
migrated sites
Deploy routers in

active/standby model

No need to connect via
SD-WAN overlay if DCI is

u available

V Use “ecmp-hash-key
layer4” command

v
v
v

Increase “ecmp-limit” from
default of 4

Avoid enabling services on
WAN tunnel interface

Avoid connecting SD-WAN
router to aggregators



Resource
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» Cisco DNA Center User Guide
(Release 1.3)

+ SD-WAN eBook

+ SD-WAN Resource Kit

Continue the

C'SSCO.DN‘?‘ SEe';V'C?S . conversation in our
grwces o.r nterprise Networks Cisco DNA

« Cisco Services eBook "

» Cisco DNA Center Advise and community:

Implement Service
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https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/1-2-6/user_guide/b_dnac_ug_1_2_6.html
https://www.cisco.com/c/m/en_us/solutions/enterprise-networks/sd-wan/new-landscape-of-networking.html?oid=ebken010131
https://engage2demand.cisco.com/LP=12805?oid=bnden011746
https://www.cisco.com/c/en/us/solutions/enterprise-networks/service-listing.html
https://www.cisco.com/c/m/en_us/solutions/enterprise-networks/services/enservices-ebook.html?oid=ebken010133
https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/at-a-glance-c45-739527.pdf



