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This session is for you if 
you:

• You are deploying Cisco SD-WAN 
Solution

• You already have deployed Cisco SD-
WAN Solution

• You want to understand more about 
Cisco-SDWAN troubleshooting tools
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Troubleshooting Control 
Connections
Tools and CLI

System Maintenance
SD-WAN Tools
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Demo

Demo

Day 0 Troubleshooting
SD-WAN Tools

Day N Troubleshooting
SD-WAN Tools

Cisco SD-WAN
Architecture Overview

How can you get more value 
from Cisco SD-WAN?

What you will 
learn today to 
help you on your 
Cisco SD-WAN 
journey
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SD-WAN Architecture
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SDWAN Components Overview
vManage 

NMS

SDWAN 
Components

vSmart
Controller

vBond 
OrchestratorvEdge 

Router

vEdge 
Cloud Router
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Management Plane

Cisco vManage

• Single pane of glass

• Policies and Templates

• Troubleshooting and 

Monitoring

• Programmatic interfaces

vSmart Controllers

vAnalytics 3rd Party
Automation

vManage

Data Center Campus Branch SOHOCloud

vBond

vEdge Routers

4GMPLS

INET

APIs

Management Plane
Cisco SD-WAN vManage
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APIs

vSmart Controllers

vAnalytics 3rd Party
Automation

vManage

Data Center Campus Branch SOHOCloud

vBond

vEdge Routers

4GMPLS

INET

• Orchestrates Connectivity

• First point of authentication 

(white-list model)

• Facilitates NAT traversal

Orchestration Plane

Cisco vBond

Orchestration Plane
Cisco SD-WAN vBond
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Control Plane

Cisco vSmart

• Handles all the Overlay-network 

routing

• Facilitates the DP encryption 

between vEdges

• Propagates the policies for 

handling DP traffic

vSmart Controllers

vAnalytics 3rd Party
Automation

vManage

Data Center Campus Branch SOHOCloud

vBond

vEdge Routers

4GMPLS

INET

APIs

Control Plane

Cisco SD-WAN vSmart
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Data Plane
Physical/Virtual

Edge

• WAN edge router

• Provides secure data plane with 

remote Edge routers

• Implements data plane and 

application aware routing  

policies

APIs

vSmart Controllers

vAnalytics 3rd Party
Automation

vManage

Data Center Campus Branch SOHOCloud

vBond

Edge Routers

4GMPLS

INET

Data Plane

Edge Cloud

Cisco SD-WAN Edge
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Controllers
Deployment Methodology

ESXi or KVM

Physical Server

vManage vSmart vSmart

VM

Container

vBond

AWS or Azure

vManage vSmart vSmartvBond

On-Premise Hosted

VM

Container
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Day 0 
Troubleshooting
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Zero Touch Provisioning – vEdge Appliance
Control and Policy

Elements

* Factory default config

Assumption:
• DHCP on Transport Side (WAN)
• DNS to resolve ztp.viptela.com*

§ Delivered as-a-Service

Zero Touch Provisioning
Server

Query to 

ztp.viptela.com
Redirect to corporate 

orchestrator
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Zero Touch Provisioning – vEdge Cloud
Control and Policy

Elements

vEdge Cloud

vManage

VM 
Provisioning 

Tool

Cloud-Init

1

Deploy VM

2

Assumption:
• DHCP on Transport Side (WAN)
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Troubleshooting 
Control Connections
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Connections

Explicitly
Defined
Sources

Cloud Security

Authenticated
Sources

Implicitly 
Trusted
Sources

Other

Unknown
Sources

vManagevSmart

vBond

vEdge

TLS / DTLS

SD-WAN IPSec

IPSec / GRE

Any
-Should have connectivity and TLS/DTLS Ports Open
-Should be reachable

- ORG Name
- Valid Certificate
- Serial Number / Token
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Transport Locator (TLOC) OMP IPSec Tunnel

vEdge

vEdgevEdge

vEdge

vEdge

vSmart

Local TLOCs
(System IP, Color, Encap)

TLOCs advertised to vSmarts

vSmarts advertise TLOCs to 
all vEdges*
(Default)

Full Mesh 
SD-WAN Fabric

(Default)

* Can be influenced by the control policies

Transport Locators (TLOCs)
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Possible Causes for Day 0 TSHOOT

ØConnectivity issues

ØDTLS Connection Failure

ØTLOC Disabled 

ØTransient Conditions

ØControl Connections

ØControl Connections per device

ØBFD Sessions

ØOMP Summary

ØOMP Peer Detail

ØDevice Bring UP

ØCheck over CLI

Connectivity issues TSHOOT Tools

ØNo License/Serial number(s) not present 

ØCertificate revoked/invalidated

ØCertificate Verification Failed 

ØOrg. Name Mismatch

Certificate Issues
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Demo : Day 0 
Troubleshooting
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Day N 
Troubleshooting
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Simplified Management

REST NETCONF Syslog Flow ExportSNMP CLI Linux Shell

Power Tools

Single Pane Of Glass Operations Rich Analytics
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Application and Flow Visibility

• Application and flow visibility for 
each vEdge router
- DPI needs to be enabled for 

application visibility
- Flow data can be exported from 

vEdge to external collector

• Realtime views or custom timeline 
views granularity

• Views can be zoomed into
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Basic connectivity troubleshooting with 
ping and traceroute from any vEdge in the 
topology to any destination

Advance troubleshooting with real-time 
queries against vEdge routers

Troubleshooting

• Expert troubleshooting with full featured 
CLI and Linux bash shell

• Traffic analysis with synthetic traffic 
generation to test policies
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Demo: Day N 
Troubleshooting
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System Maintenance
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Role Based Access Control (RBAC)

• Enforce segregation of 
administrative responsibilities
• Create user groups to control 
access to the GUI elements
- Assign read and write permissions

• Create local user repository or link 
to centralized LDAP/AD
•Map users into the user groups
- Users can belong to multiple user 

groups
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All software upgrades are performed 
centrally from vManage

One or two stage upgrade
-Load software and reboot now
-Load software and reboot later (Recommended)

Self-healing on upgrade failure
-Device will revert to the last good image

There is no requirement to run the same 
software version on all elements but highly 
recommended so you can take 
advantaged of any new feature(s)
-Controllers should have higher software version than routers
-Read the Release Notes carefully to ensure you complete any 
prerequisites prior to upgrading
-Always check the software SDWAN compatibility matrix

Centralized Software Upgrades

Active Software

Available Software

Available Software

Available Software

A

B

C

D

Activate Rollback

vEdge

1

2

3

Failed
Upgrade 

https://www.cisco.com/c/en/us/solutions/enterprise-networks/sd-wan/compatibility-matrix.html
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SW Upgrade Workflow
Controllers

Upgrade vManage

Verify

Validate that devices 
can join the SDWAN 
fabric thru both vBonds

Controllers

Upgrade one-half of 
vBonds

Controllers
Upgrade other vBond

Verify
Validate WAN Edge 
devices 

Controllers
Upgrade vSmarts

Edge
Upgrade and test a 
limited # of WAN Edge 
sites

Verify
Validate each new site 
type with new software 
acceptance testing
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Key Points to 
Remember

Understand the SD-WAN system 
architecture and component 
relationships

Basic configuration is accomplished on 
vManage and Edges

Multiple ways to manage and 
troubleshoot using the tools

Importance of Software Maintenance
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Resources

Continue the conversation in 
our SD-WAN community

Cisco SD-WAN Community

Customer Experience Services for SD-
WAN
Cisco EN Validated Design and 
Deployment Guides

SD-WAN SD-WAN DevNet APIs

SD-WAN DevNet API Learning Lab

SDWAN compatibility matrix

咨询订购：400-010-8885、 Support@ciscos.com.cn

https://community.cisco.com/t5/sd-wan/bd-p/discussions-sd-wan
https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-06-serv-sd-wan-sol-overview-cte-en.pdf
https://community.cisco.com/t5/networking-documents/cisco-en-validated-design-and-deployment-guides/ta-p/3777320
https://developer.cisco.com/sdwan/
https://developer.cisco.com/learning/modules/sd-wan
https://www.cisco.com/c/en/us/solutions/enterprise-networks/sd-wan/compatibility-matrix.html



