AFFIDAVIT FOR SEARCH WARRANT

IN RE 2850 DEER RUN DRIVE, SOUTH PRINCE GEORGE, VIRGINIA

I, Robert Matson, a Detective with the Henrico County (Virginia) Police Division being duly sworn, declare and state as follows:

INTRODUCTION
1. This affidavit is being submitted for the limited purpose of obtaining a search warrant for 2850 Deer Run Drive, South Prince George, Virginia, the residence of Munef AL ASAD. The facts in this affidavit provide evidence that AL ASAD is leading a racketeering organization and continues to violate the Code of Virginia, to wit; § 18.2-246.3. “Money laundering”, § 18.2-514 “Racketeering”, and § 58.1-1017 “Sell, purchase, transport, receive, or possesses unstamped cigarettes for purpose of evading tax, >49 cartons”. The facts in this affidavit provide evidence that AL ASAD has used and continues to use this residence in furtherance of this racketeering activity.  This affidavit contains information necessary to support probable cause.  It is not intended to include each and every fact and matter observed by or known to the Commonwealth.  Your Affiant submits this affidavit for the limited purpose of in support of Probable Cause for an application for a Search Warrant and has not included every fact known to the Commonwealth concerning this investigation. Instead, your Affiant has set forth only the facts to establish probable cause that violations of the Code sections identified have occurred and that identify 2850 Deer Run Drive, South Prince George, Virginia as containing evidence of these crimes.  
2. Your Affiant has based his statements in this affidavit on his training and experience, personal knowledge of the facts and circumstances obtained through his participation in this investigation, information provided to him by other local, state and federal agents and law enforcement officers, information provided by law enforcement records and databases, photographic and video evidence and information obtained through subpoena and search warrants. It also contains information received from private citizens, the reliability of whom is demonstrated in this affidavit. 

AFFIANT BACKGROUND

3. Your Affiant has personal knowledge of some of the facts outlined above.  Your Affiant has been a sworn Police Officer in Virginia for over 23 years, including 15 years as an Investigator / Detective.  He is a graduate of the 81st Basic Academy (Central Shenandoah Criminal Justice Training Center) and the 35th Basic Academy (Henrico Police), has completed the Henrico County Criminal Investigations Basic Academy, and has attended several training courses and seminars on illicit cigarette trafficking investigations.  Your Affiant is a sworn Task Force Officer with Homeland Security Investigations.  Your Affiant is a court-recognized expert in illegal cigarette trafficking in Henrico County (VA) Circuit Court and Greenville County (VA) Circuit Court, and has investigated hundreds of subjects involved in cigarette trafficking, leading to arrest and convictions not only in Virginia, but also New York, Maryland, Delaware, Pennsylvania and North Carolina.  He has presented training about illicit cigarette trafficking to local, state, and federal law enforcement, as well as private industry groups, and is a Guest Lecturer at Tulane University’s School of Professional Advancement Emergency & Security Studies Program regarding anti-smuggling operations, criminal smuggling organizations and the links to international terror organizations.  Your Affiant is currently assigned to the Organized Crime Section, Criminal Enterprise Team, tasked primarily with investigating illicit tobacco trafficking and its ancillary crimes.  
4. Your Affiant is an investigator and law enforcement officer of the Commonwealth of Virginia within the meaning of Code of Virginia § 9.1-101. As a Detective, your Affiant is empowered by law to conduct investigations, to execute search warrants, and to make arrests for offenses of Virginia law.

APPLICABLE STATUTES

5. § 18.2-246.3. Money laundering; penalties states:
A. It shall be unlawful for any person knowingly to conduct a financial transaction where the person knows the property involved in the transaction represents the proceeds of an activity which is punishable as a felony under the laws of the Commonwealth, another state or territory of the United States, the District of Columbia, or the United States. A violation of this section is punishable by imprisonment of not more than forty years or a fine of not more than $500,000 or by both imprisonment and a fine.

B. Any person who, for compensation, converts cash into negotiable instruments or electronic funds for another, knowing the cash is the proceeds of some form of activity which is punishable as a felony under the laws of the Commonwealth, another state or territory of the United States, the District of Columbia, or the United States, shall be guilty of a Class 1 misdemeanor. Any second or subsequent violation of this subsection shall be punishable as a Class 6 felony.
6. § 18.2-514. Racketeering offenses states:
A. It shall be unlawful for an enterprise, any person who is directed by an organizer, supervisor, or manager of an enterprise, or any person who occupies a position of organizer, supervisor, or manager of an enterprise, to receive or distribute any proceeds or anything of value known to have been derived directly from racketeering activity and to use or invest an aggregate of $10,000 or more of such proceeds or such things of value in the acquisition of any title to, or any right, interest, or equity in, real property, or in the establishment or operation of any enterprise.

B. It shall be unlawful for any enterprise, or for any person who occupies a position of organizer, supervisor, or manager of an enterprise, to directly acquire or maintain any interest in or control of any enterprise or real property through racketeering activity.

C. It shall be unlawful for any person employed by, or associated with, any enterprise to conduct or participate, directly or indirectly, in such enterprise through racketeering activity.

D. It shall be unlawful for any person to conspire to violate any of the provisions of subsection A, B, or C.

E. Each violation of this section is a separate and distinct felony punishable in accordance with § 18.2-515.
7. § 58.1-1017 “Sell, purchase, transport, receive, or possesses unstamped cigarettes for purpose of evading tax, >49 cartons (F)” states:
A. Any person, except as otherwise provided by law, who sells, purchases, transports, receives, or possesses unstamped cigarettes shall be required to pay any tax owed pursuant to this chapter. In addition, such person shall be required to pay a civil penalty of (i) $2.50 per pack, up to $500, for the first violation by a legal entity within a 36-month period; (ii) $5 per pack, up to $1,000, for the second violation by the legal entity within a 36-month period; and (iii) $10 per pack, up to $50,000, for the third and any subsequent violation by the legal entity within a 36-month period, to be assessed and collected by the Department as other taxes are collected. In addition, where willful intent exists to defraud the Commonwealth of the tax levied under this chapter, such person shall be required to pay a civil penalty of $25 per pack, up to $250,000.

B. It shall be unlawful for any person, except as otherwise provided by law, to sell, purchase, transport, receive or possess less than 500 packages of cigarettes unless the same have been stamped in the manner required by law, for the purpose of evading the payment of the taxes on such products. Any person violating the provisions of this subsection is guilty of a Class 1 misdemeanor. Any person who is convicted of a second or subsequent violation of this subsection is guilty of a Class 6 felony, provided that the accused was at liberty as defined in § 53.1-151 between each conviction and it is admitted, or found by the jury or judge before whom the person is tried, that the accused was previously convicted of a violation of this subsection.

C. It shall be unlawful for any person, except as otherwise provided by law, to sell, purchase, transport, receive or possess 500 or more packages of cigarettes unless the same have been stamped in the manner required by law, for the purpose of evading the payment of the taxes on such products. Any person violating the provisions of this subsection shall be guilty of a Class 6 felony. Any person who is convicted of a second or subsequent violation of this subsection is guilty of a Class 5 felony, provided that the accused was at liberty as defined in § 53.1-151 between each conviction and it is admitted, or found by the jury or judge before whom the person is tried, that the accused was previously convicted of a violation of this subsection.

D. If a person who (i) has not been issued a permit to affix revenue stamps by the Department, as provided in § 58.1-1011, or (ii) is not a retail dealer who has lawfully purchased cigarettes from such permit holder has in his possession within the Commonwealth more than 30 packages of unstamped cigarettes, such possession shall be presumed to be for the purpose of evading the payment of the taxes due thereon. No civil penalty shall be imposed under this section for any unstamped cigarettes if a civil penalty under § 58.1-1013 has been paid for such unstamped cigarettes.

PERSON, PLACE, OR THINGS TO BE SEARCHED
8. Your Affiant seeks to search the residence located at 2850 Deer Run Drive, South Prince George, Virginia, a single family house, constructed of a light colored brick facade in front and light brown siding on the rear of the house, a concrete driveway and the numbers 2850 on a mailbox in front of the residence;   all outbuildings, vehicles, attics, cellars and crawl Spaces on the property, and the curtilage thereof.
PERSON, PLACE, OR THINGS TO BE SEIZED
9. Your Affiant seeks Books, records, ledgers, journals, statements, invoices receipts, records of financial transactions, billings, balance sheets, notes and work papers, and other papers related to income and expenses; Financial records and records of money transfers and transmittals, however maintained, including but not limited to banking records, tax records, employment records, payroll records, investment records, financial ledgers, related work papers, correspondence with accountants or other tax preparers, and safe deposit keys;  Documents relating to the purchase of cigarettes and records or other document related to the sales or other distribution of cigarettes;  Records of any asset acquired in part or whole in cash; Correspondence and documents identifying banking or money laundering laws or regulations, or information related to the legal requirements regarding Currency Transaction Reports, Form 8300s, or money orders regardless of the date of creation; Address and/or telephone books, rolodex indices and papers reflecting names addresses, telephone numbers, fax numbers and/or telex number of conspirators, associates, customers, financial institutions and other individuals or businesses with whom a financial relationship exists; Cash or monetary instruments;  Any and all electronic data processing and storage devices, computers and computer systems, keyboards, Central Processing Units, external and/or internal drives, external and internal storage devices such as magnetic tapes and/or disks or diskettes, together with system documentation, operating logs and documentation, software and instruction manuals, passwords, test keys, and encryption codes or similar codes that are necessary to access computer programs; Electronically stored data, files, or digital information; Deleted, altered, damaged, or corrupted data stored on the electronic devices;  Computer system information and file structure data;  Recovered Software, to include system operations software and device management software;  Electronically stored information verifying ownership of the aforementioned computer system and associated software including registration information;  Any records, notes, passwords. or personal identifications (PINs), names, addresses, telephone numbers, account numbers, correspondence, email, or chat logs relating to the aforementioned violations;  Any websites, newsgroups, or social media postings that describe obtaining or exchanging stolen credit card or bank account information;  All bank records, checks, credit card bills, account information, and other financial records;  Evidence of user attribution showing who used or owned the electronic device at the time the things described in this warrant were created, edited, or deleted, such as logs, phonebooks, saved usernames and passwords, documents, and browsing history;  Records evidencing the use of the Internet Protocol address used to communicate with the internet, including: Records of Internet Protocol addresses used;  Records of Internet activity, including firewall logs, caches, browser history and cookies, “bookmarked” or “favorite” web pages, search terms that the user entered into any Internet search engine, and records of user-typed web addresses;  Documents and articles of personal property showing or containing data showing the identity of persons occupying, possessing, residing in, owing, frequenting or controlling the premises to be searched or property therein, or other property owned, rented, leased or controlled by the residents, and any other indicia of residency including keys, rental agreements and records, property acquisition records, utility and telephone bills and receipts, photographs, answering machine tape recordings, telephone beeper or pager devices, cellular telephones, wireless telephones, rolodexes, telephone answering pads, storage records, vehicle or vessel records, canceled mail envelopes, correspondence, opened or unopened, financial documents such as tax returns, bank records, safety deposit box records, canceled checks and other records of incomes and expenditures, credit card and bank records, personal data assistants, computers, and computer storage media including but not limited to thumb drives, rewritable discs, hard disk drives, and zip discs;  Weapons, firearms, ammunition and any booby-trap devices;  Cigarettes in the amount of ten pack cartons or more; Black plastic trash bags and other material used to wrap and conceal half master cases of cigarettes;  Virginia State Corporation Commission documents, business licenses and documentation including forms such as the Virginia Department of Taxation Business Registration Form R-1, Sales and Use Tax Exemption Form ST-10, and like documents;  GPS and navigation devices;  Money counting or banding machines;  US and foreign currency in amounts valued at $1000  or more; Safes, lockboxes, or strongboxes, and the contents within.
FACTS SUPPORTING PROBABLE CAUSE
1. In November 2018 your Affiant received information from Detective J. CAPOCELLI of Chesterfield County Police that a resident of Henrico County, Munef AL ASAD, was trafficking large quantities of illicit cigarettes from North Carolina, through Henrico County, to Philadelphia and New York.  Det. CAPOCELLI told your Affiant that AL ASAD was driving a vehicle with Virginia license plate 4743PT.

2. On January 13, 2019 Virginia State Police Trooper W. MOLEINS II responded to an accident on I95 southbound at mile marker 63.  The vehicle involved in the crash was bearing Virginia plate 4743PT, and was registered to Munef AL ASAD.  The driver was eventually identified as juvenile Melvin MATA ACEVEDO, 17, of New York.  Both MATA ACEVEDO and AL ASAD initially told Trp. MOLEINS that AL ASAD was the driver, and they claimed to be brothers.  When Trp. MOLEINS found this was not true, he charged both with filing a false police report.  The vehicle was not drivable after the wreck and was towed from the scene.

3. On January 30, 2019 Deputy M. RAWLS of the Sussex County (Virginia) Sheriff’s Office was operating stationary radar on I95, monitoring northbound traffic when a pickup truck travelling at 94 mph passed him.  Dep. RAWLS attempted to make a traffic stop, but the driver of the pickup failed to yield to his lights and siren.  The pickup exited the interstate onto Rt.602, and a few minutes exited the roadway at a high rate of speed and crashed into a tree.  The driver and sole occupant was killed in the crash.  He was identified as the juvenile Melvin MATA ACEVEDO.  The pickup, with Virginia plates 3310BBK, was registered to Munef AL ASAD.  A search of the vehicle revealed 1086 cartons of illegal cigarettes, valued at nearly $57,000.  The cigarettes did not have the requisite Virginia tax stamp, indicating they were purchased in North Carolina, which does not require such stamps.  Investigator J. OGBURN examined wreckage of the vehicle and found on the floorboard of the truck an iPhone 6s believed to belong to the decedent, MATA ACEVEDO.  On the seat was a piece of cardboard with Arabic writing.  Inv. OGBURN turned these items over to your Affiant, who had the writing translated and found that it read “498- Newport, 188 – Max/ 100s, 8 – Salem / Slims, 450- Newport, 60- Marlboro, 15- American [American Spirit]”.  Your Affiant recognizes this as an order sheet, used by cigarette traffickers to convey an order, indicating by brand and carton count, to a wholesaler prior to pick up.

4. On May 29, 2019, according to New Jersey police databases, a gray Toyota Tundra bearing Virginia plate  UTY9696 was stopped for speeding on the Garden State Parkway.  The truck was registered to AL ASAD.  The driver was identified as Alaa SWIELEH.

5. On October 16, 2019 Virginia State Police stopped a vehicle on I-81 in Rockingham County and identified the driver as Melvin PERALTA.  Your Affiant spoke with Homeland Security Investigations SA R. QUINTANILLA who responded to the scene.  SA QUINTANILLA told your Affiant that PERALTA had indicia of illicit cigarette trafficking in his vehicle, including padded moving blankets your Affiant knows are often used to cover loads of cigarettes, 15 cartons of Virginia-stamped cigarettes, despite PERALTA having a Pennsylvania driver’s license, and a large sum of US currency.  SA QUINTANILLA seized the currency, which totaled $66,472, as she believed it to be proceeds from illegal cigarette trafficking. 

6. On October 21, 2019 Virginia State Police Sergeant T. KEETER was monitoring southbound traffic on I95 in Prince George County.  He observed the Toyota pickup truck with Virginia license plate UTY9696 commit a traffic violation and initiated a traffic stop.  He identified the driver as Munef AL ASAD, who was also the registered owner of the vehicle.  Sgt. KEETER conducted a search of the truck incident to the arrest of AL ASAD on an outstanding warrant and found US$130,000 secreted in the vehicle.  AL ASAD claimed that the money belonged to him and his brother and was going to be used to purchase a convenience store in Emporia, VA.  Sgt. KEETER contacted Homeland Security Investigations, and Special Agent J. WASSER responded to the scene and interviewed AL ASAD.  AL ASAD said that he was working with his brother Ashraf and another subject named “EZADDIN” to buy the store, although he could not provide an address or describe the location of the store. He told SA WASSER that he did not know EZADDIN, only that he communicated with him about the business by phone.  AL ASAD provided a phone number for his brother, Ashraf HAUTER.  He also made a phone call to a different brother, Mohsen HAUTER, while at the scene.  AL ASAD admitted to using the phone to arrange the transfer of much of the currency across state lines, in violation of Title 18 United States Code (U.S.C.) 1960, Prohibition of Unlicensed Money Transmitting Business. The currency was seized by HSI as illegal money proceeds, and his cell phone for evidence and civil forfeiture.  

7. On November 5, 2019 Virginia State Police Sergeant D. L. CREATH conducted a traffic stop for speeding on a vehicle on I95 southbound.  He identified the driver as Alaa Sweileh.  A search of the vehicle yielded $59,990.  Sweileh had no reasonable explanation for such currency, and items in the vehicle lead Sergeant CREATH to believe Sweileh may be involved in illegal cigarette trafficking.  He contacted Department of Homeland Security Investigations, who responded and seized the currency.  Your Affiant  subsequently received phone records showing that SWIELEH had called AL ASAD immediately after being stopped by Sergeant CREATH, indicating the money likely belonged to AL ASAD.

8. On January 10, 2020 your Affiant met with Confidential Source “AL”.  Al told your Affiant that Munef AL ASAD was still heavily involved in cigarette trafficking, and provided photos of AL ASAD, photos and license plates of his vehicles, and a phone number that he described as his “new number”.  This number was 804-490-8161.

9. On January 13, 2020 your Affiant met with SA WASSER and first learned of the seizure of currency and the cell phone from AL ASAD during the October 21, 2019 incident.  SA WASSER delivered the cell phone to your Affiant in Henrico County and a search warrant was executed upon it in order to retrieve evidence stored within relating to cigarette trafficking and other crimes. The forensic extraction and examination of the phone’s contents revealed extensive evidence of cigarette trafficking and money laundering, including bank cash transfers, cigarette orders and delivery instructions, and a news story about a large cigarette trafficking arrest made in North Carolina, forwarded by AL ASAD with the admonition to “be careful”.  Text conversation and phone calls on the cell phone lead your Affiant to believe that AL ASAD purchases unstamped cigarettes in North Carolina from subjects known and unknown, and, brings them back to his residence.  From there they are packaged for transport and delivery to places in New York City and Philadelphia.  Both New York City and Philadelphia are higher tax areas, meaning large profits could be made by selling the illicit cigarettes from North Carolina or Virginia.

10. The cell phone also included text conversations with a subject identified as Melvin and using a phone number provided by PERALTA.  These conversations included orders and money transfers, and on Monday October 14, 2019 AL ASAD sent an SMS text message to Melvin PERALTA asking if he needs anything on Tuesday.  PERALTA responded that he didn't because he just bought 700 that day and was making a trip on Wednesday.  PERALTA was in fact stopped by Virginia State Police and the cash seized on Wednesday, October 16, 2019. Additionally the cell phone provided evidence that AL ASAD had moved from his Henrico County address to an address in Prince George County located at 2850 Deer Run Drive.  Content of the phone also indicate that AL ASAD sometimes uses the name “ALEX”.

11. Your Affiant subpoenaed and subsequently received bank records for AL ASAD from Chase Bank, SunTrust Bank and for the cell phone money transfer app Zelle.  These subpoena returns confirm the money transfer between AL ASAD and PERALTA as well as numerous other subjects, for amounts of tens of thousands of dollars.  There is also evidence of structured deposits, where several smaller deposits are made at different branches in order to conceal the true amount of a single transaction.

12. Your Affiant requested, and subsequently received, automated License Plate Reader (LPR) reports from New York City related to AL ASAD’s Toyota pickup truck with license plate UTY9696 (VA) and for reports related to his white Dodge van with license plate UST5514 (VA).  These reports show dozens of trips with AL ASAD’s vehicles entering New York City, then leaving again within hours.  This activity is consistent with delivering contraband cigarettes and returning back to Virginia.

13. Through evidence recovered on the phone and other database searches, your Affiant identified two residences used by AL ASAD.  Your Affiant has observed one residence at 2850 Deer Run Drive in Prince George County, Virginia, through remote video beginning April 6, 2020 through May.  During this time your Affiant has noticed numerous vehicles coming and going at all hours of night, consistent with activity seen in cigarette trafficking, such as backing up to the garage then leaving and another vehicle backing up to the garage.  One of these vehicles includes a white Dodge van with Virginia license plate UST5514.   This vehicle is registered to Munef AL ASAD at a second address nearby, 2705 Eagle Rock Road in Prince George County, Virginia.  Your Affiant has personally seen the white van parked at this address.

14. On April 7, 2020 your Affiant received phone records pursuant to a subpoena issued for T-Mobile number 804-490-8161.  These records show the subscriber name as “ALEX”, and show that the account was opened later on the same day that AL ASAD’s previous phone was seized.

15. On April 17, 2020 your Affiant was notified that Virginia State Police’s interdiction team had been monitoring the travels of AL ASAD’s van.  VSP Sgt. T. KEETER told your Affiant that LPRs had recorded AL ASAD’s vehicle leaving Virginia on I-95 and returning southbound 8 to 12 hours later, time consistent with transporting a load of cigarettes to a high-tax state to the north.  These LPR hits occurred on March 26, April 2,, 4, 9, 11, 13 and 16..  He also told your Affiant that his team had personally followed the van and identified AL ASAD as the driver.  He said that they followed him first to the store formerly owned by AL ASAD, the Midget Mart at 1420 W Washington Street in Petersburgh, Virginia.  AL ASAD did not offload anything at the store, but instead drove on to his residence on Eagle Rock Rd.

16. On April 21, 2020 Sgt KEETER contacted your Affiant and told him that on the evening of April 20, 2020 AL ASAD’s van had again come through the LPR on I95 in northern Virginia.  He said he intercepted the van on I95 and followed it to the residence on Eagle Rock Dr.

17. On April 27, 2020 your Affiant was notified by Sgt KEETER that AL ASAD’s van had left Virginia northbound on I-95 at 1045.  Your Affiant was again notified by Sgt KEETER that AL ASAD’s van re-entered the Commonwealth at 2210 that evening.  Your Affiant observed the van on I-95 and followed it back to the address on Deer Run, where it entered a garage for the evening.

18. Your Affiant applied for and was granted a Search Warrant for Real-Time Location Data for AL ASAD’s cell phone number 804-490-8161.  Using data received pursuant to this search warrant, your Affiant has tracked AL ASAD from his residence to suspected cigarette suppliers in North Carolina, and up to Philadelphia and New York, with travel consistent with illegal cigarette trafficking.

19. On April 28, 2020 your Affiant tracked AL ASAD using cell data received pursuant to a search warrant.  He departed his residence on Deer Run approx. 5:28pm and drove west to Roanoke, arriving approx.  8:28pm.  He departed Roanoke approx. 9:43pm, headed north on I81 to Harrisburg, PA (1:59am) then east on I78 to I287 to I80 through Hackensack, NJ (4:43am) , Yonkers (4:58am),to the area of Gun Hill Rd, and address noted in his phone, (5:28am), 5:43am in Manhattan, NY, then south down I95 to  Rt301 through Delaware, west into Maryland on Rt. 50 back to I95.  I started surveillance at approx. 11:30am at Ashland Rt 54 exit, and visually identified AL ASAD as the driver and followed the van back to Deer Run residence.  This was a round trip of over 1000 miles made in approximately 19 hours.

20. On May 1, 2020 your Affiant tracked AL ASAD using cell data received pursuant to a search warrant.  He departed his residence on Deer Run approximately 11:58 and drove to Goldsboro, NC., arriving approx. 2:58pm.  He departed Goldsboro at approximately 4:15pm and arrived back at Deer Run Dr. at approx. 7:15pm.  This trip was over 350 miles in approximately 7 hours, 15 minutes.

21. On May 2, 2020, your Affiant tracked AL ASAD using cell data received pursuant to a search warrant.  At approximately 5:15am he departed his residence on Deer Run Dr and traveled up I-95and Rt 301, through Delaware to Philadelphia, arriving approximately 9:45am.  He left there about a half hour later and headed to Newark and Patterson, NJ.  After a short stop in New jersey, he drove south back south down Rt301 through Delaware and back to his residence, arriving that afternoon.

22. On May 14, 2020 your Affiant observed, via video surveillance, the white car registered to AL ASAD return to the residence on Eagle Rock Rd and an unknown male and juvenile child assisted AL ASAD in transferring boxes consistent with boxes of cigarettes from the trunk of the white car to the covered bed of the Toyota pickup truck.

23. On May 15, 2020, your Affiant tracked AL ASAD using cell data received pursuant to a search warrant.  He again travelled from his residence to Goldsboro, NC and returned that evening.

24. On May 16, 2020, your Affiant tracked AL ASAD using cell data received pursuant to a search warrant.  He again travelled from his residence to New York and New Jersey, then Philadelphia PA before he returned that evening.

25. On May 27, 2020 your Affiant again applied for and was granted a Search Warrant for Real-Time Location Data for AL ASAD’s cell phone number 804-490-8161.  Using data received pursuant to this search warrant, your Affiant has tracked AL ASAD from his residence on Deer Run Drive to suspected cigarette suppliers in North Carolina, and up to Philadelphia and New York, with travel consistent with illegal cigarette trafficking.

26. On June 11, 2020 your Affiant tracked Munef AL ASAD by using his cell phone data and followed him to North Carolina, expecting him to go to his supplier and pick up a load of cigarettes in Goldsboro.  As he arrived in Goldsboro, Wayne County Sheriff’s Office personnel conducted a traffic stop on his vehicle.  A search of the vehicle produced US$6000.00 and a pre-loaded Walmart debit card in the name of Atef HAUTER.  The van also contained black sheets in the rear cargo area, which your Affiant has seen numerous times used by traffickers to conceal loads of illicit cigarettes.  AL ASAD told police that his reason n for being in North Carolina was to visit a cousin.  When the stop was completed, and nothing was seized from the vehicle and AL ASAD was free to go.  Your Affiant continued surveillance on his van.  He did not go to anyone’s house, he instead immediately drove back to Virginia.

27. On June 15, 2020 your Affiant tracked Munef AL ASAD by using his cell phone data to Dover, NC in area of 108 E Kornegay, Dover NC.  This address is related to a subject listed in AL Asad’s cell phone as a suspected cigarette supplier, Aziz Jazen El MARISI, aka YASMIN.  From Dover, NC he drove to Goldsboro then immediately drove north to Philadelphia, and returning to VA residence at 4:07am the following morning.  While in Philadelphia, he stopped near 4249 Malta St., and address listed in his phone associated with cigarette delivery.  The listed resident at this house is Juan Jose PERALTA.

28. On July 15, 2020 your Affiant again tracked Munef AL ASAD by using his cell phone data to Dover, NC in area of 108 E Kornegay, Dover NC.  He returned that evening and Your Affiant observed him back the white van into his driveway.  A short while later your Affiant observed AL ASAD drive a white Ford Escape with temporary North Carolina license plates to the residence on Eagle Rock Rd.  Based on evidence collected during this investigation, your Affiant obtained an anticipatory search warrant for the white van, should it drive north into Henrico County after coming from North Carolina.

29. On July 16, 2020 at approximately 5:00am, your Affiant observed the white Ford Escape closely followed by the white Dodge van leave Deer Run Dr.  Both vehicles drove to an Exxon gas station for fuel and SA WASSER observed AL ASAD driving the Ford Escape and a female driving the van.  Your Affiant followed both vehicles north on Rt 301 to Reyes Rd., where both vehicles entered I95 northbound.  Both vehicles traveled north in caravan fashion with the van trailing the Escape.  Upon entering Henrico County, both vehicles were stopped., the van pursuant to the search warrant and the Escape based upon your Affiants reasonable suspicion, based on his training and experience, that the two drivers were acting in concert to conduct illegal cigarette trafficking.  

30. Your Affiant identified the driver of the van as Violeta REYES.  She told your Affiant that she was just driving to Philadelphia with the man in the Escape, that she was working for him.  She said that she didn’t know what cargo was in the van.  She denied owning any businesses or stores that would explain large quantities of cigarettes. Your Affiant opened the cargo door and noticed a large amount, estimated at approximately 1,500 cartons, of cigarettes in half master cases.  The cigarettes were in the cases in black plastic trash bags and covered with a black fitted sheet as was seen in Goldsboro weeks earlier.  Your Affiant checked several packages of cigarettes and found none to have the requisite Virginia tax stamp, or any tax stamp at all.  Your Affiant knows that there is a presumption in law that possession of more than 30 packages of cigarettes without Virginia tax stamps is with the intent to avoid paying taxes.  Your Affiant placed Ms. REYES under arrest for possession of untaxed cigarettes with the intent to avoid taxes, >500 packages (felony).  Your Affiant placed Mr. AL ASAD under arrest for conspire to possess more than 500 packages of cigarettes with the intent to evade taxes.  Both subjects were transported to the Henrico Jail and warrants were issued for their respective arrests.

[image: image1]FACTS SUPPORTING THE RELIABILITY OF SOURCES

31. Detective J CAPOCELLI is a sworn law enforcement officer with Chesterfield County Police Department, currently assigned to their Major Investigations Group.  Det. CAPOCELLI has more than 25 years of law enforcement experience, including a previous assignment to the Multijurisdictional Special Operations Group (MSOG), where he investigated illicit tobacco trafficking and its ancillary crimes.
32. Trooper W. MOLIENS II is a sworn law enforcement officer with Virginia State Police.

33. Deputy M. RAWLS is a sworn law enforcement officer with Sussex County (Virginia) Sheriff’s Office.

34. Investigator J. OGBURN is a sworn law enforcement officer with Sussex County (Virginia) Sheriff’s Office.

35. Special Agent R. QUINTANILLA is a sworn law enforcement officer with the federal Homeland Security Investigations.  She investigates money laundering and smuggling as part of her assigned duties.

36. Sergeant T. KEETER is a sworn law enforcement officer with Virginia State Police.

37. Sergeant D. L. CREATH is a sworn law enforcement officer with Virginia State Police.

38. Confidential Source “AL” is an associate of AL Asad, who has previously been arrested for illegal cigarette trafficking, and is familiar with the business activities associated with it.  He has provided information to law enforcement regarding the illegal activity of other cigarette traffickers on several occasions.  He has been open about his prior criminal activities and has made numerous statements against his own penal self-interest.

39. Special Agent J. WASSER is a sworn agent with Homeland Security Investigations who has conducted several investigations involving smuggling, cigarette trafficking and money laundering.

CONCLUSION
40. In summary, your Affiant received reliable information from Det CAPOCELLI about AL ASAD being involved in cigarette trafficking.  The accident on January 13, 2019 shows a connection between AL ASAD and MATA ACEVEDO.  The pursuit and subsequent fatal accident showed further connection between the two, as the truck was registered to AL ASAD and the driver was MATA ACEVEDO.  The load of contraband unstamped cigarettes, headed north on I95, is prima facia evidence of cigarette trafficking, and the order sheet found in the vehicle written in Arabic further indicates that AL ASAD is engaged in illegal cigarette trafficking.  AL ASAD was found in the unexplained possession of US$130,000, headed south toward North Carolina on I95, as consistent with heading down to pick up a load of illegal cigarettes in his truck.  Melvin PERALTA was found in the unexplained possession of US$66,000, headed into Virginia from Pennsylvania on I81.  Items in his truck were consistent with participation in illicit cigarette trafficking, and text conversations between PERALTA and Al Asad show that they acted together in this racketeering activity and utilize cell phones to do so.  LPR records for Al Asad’s truck show frequent trips to New York City, lasting only a few hours in duration, and LPR records for the Dodge van likewise show numerous trips north out of the Commonwealth, only to return hours later.  Text messages and later bank records show numerous transactions of thousands of dollars between accounts, and between AL ASAD and PERALTA, including using money transfer apps.  Call logs, photos, cash transfers, text messages and other contents of the cell phone indicate frequent usage of cell phones while engaged in, and in furtherance of, illegal activity, showing he will likely be possessing and using the his cell phone while conducting his crimes.  Tracking data received pursuant to a previous search warrant has shown his cell phone travelling with him while conducting suspected illicit smuggling activities.  On July 16, 2020 a neutral and impartial magistrate found probable cause existed to issue a warrant for AL ASAD’s arrest for conspiracy to smuggle cigarettes. 

41. Illegal cigarette trafficking and money laundering are both racketeering activity under Virginia law.  AL ASAD is engaging in these activities with several other co-conspirators including PERALTA, MATA ACEVEDO, and others both known and unknown to the Commonwealth.  These facts and circumstances demonstrate that Munef AL ASAD is engaged in illegal cigarette trafficking and money laundering with these co-conspirators, thereby engaging in racketeering activity in violation of the Code of Virginia.

42. Your Affiant followed AL ASAD to the Deer Run Drive address on several occasions and has conducted electronic surveillance even more so, with all of it showing 2850 Deer Run Drive to be his primary residence.  Your Affiant observed AL ASAD and REYES leave Deer Run Drive on 7/16/20 just prior to arrest and while in possession of contraband cigarettes.  Your Affiant knows from training and experience that cigarette traffickers often keep quantities of cigarettes, currency, packaging materials, ledgers and other business paperwork at their residences.  Your Affiant knows that cigarette traffickers frequently keep firearms while conducting business to protect their product and profits.  All of these items are likely to found in their residence.

43. Your affiant is aware, in my training and experience, that individuals engaged in such illicit activity frequently take measures to ensure that their cash hoard and any stored inventory are protected in the event of an attempted robbery by other criminal elements.  

44. Based on my experience and training, your Affiant knows that cigarette traffickers commonly maintain within their residences and on their property additional quantities of the contraband cigarettes being distributed.  Cigarette traffickers commonly maintain at their residences and on their property, books, records, receipts, computer diskettes, computers, notes, ledgers, airline tickets, money orders, and other papers relating to the transportation, purchase, packaging, sale, and distribution of contraband cigarettes.  Cigarette traffickers commonly maintain in their residences and on their property, books or paper, which reflect the names, addresses, and telephone numbers of their suppliers, couriers, customers, and other associates in the illegal cigarette trafficking trade.  Cigarette traffickers commonly maintain books, papers, and documents in secure locations within their residences and their property, so they can have ready access to such information.  Cigarette traffickers attempt to legitimize the proceeds from the sale of contraband cigarettes.  They often accomplish this by using the services of banks and various financial institutions, and real estate brokers.  Books and papers relating to such efforts, including but not limited to, cashier checks, money orders, and ledgers are maintained in the residences and on the property of the cigarette trafficker.  Cigarette traffickers take, or cause to be taken, photographs of themselves, their associates in the contraband cigarette trade, property derived from the distribution of contraband cigarettes, and that such photographs are often kept in their residences and/or on their cellular phones.  Cigarette traffickers very often place assets, including real and personal property, such as vehicles, in names other than their own to avoid the detection and forfeiture of such assets by government agencies and continue to use these assets and to exercise dominion and control over them even though the assets are normally owned by them.  

45. Your Affiant knows, through training and experience, that individuals engaged in a trade or business commonly maintain books, records, and papers relating to the financial transactions and results of operating the business, whether the business is legal or illegal.  Such records routinely include sales records, invoices, receipts, notes, ledgers, bank account records, instruments, contracts, titles, warranties, lien information, journals, inventory records, loan applications, loan payment records, and other financial records and papers, especially those relating to the receipt and transfer of business proceeds, including cash.  Further, such records are often kept or maintained in close proximity to the individual(s) operating the business, such as the personal residence, business’ location, automobile, safe deposit box, storage facility, or other location owned or controlled by the individual, and in a fashion in which the documents or records are readily available to that individual;  Individuals engaged in a trade or business also maintain financial documents and records relating to both their personal and business affairs over the course of several years, including bank records, financial statements, and tax returns.  These documents often reveal the acquisition, conversion, movement, secreting, transfer, and disbursement of currency or currency equivalents.  Such documents are often and normally retained for long periods of time, regardless of whether their value to the individual has diminished.  Further, such documents are often maintained in the personal residence, business location, automobile, safe deposit box, storage facility, or other location owned or controlled by the individual, and in a fashion in which the documents are readily available to that individual;  Individuals who are involved in illegal activities, particularly those engaged in for financial gain, frequently maintain evidence of their activities, to include currency, cashier’s checks, money orders and other negotiable instruments, and documents or memoranda relating to the secreting of income.  Such evidence is usually kept in their personal possession or other close personal control, such as their personal residence, vehicle, business location, or other near surrounding area.  They also may keep such evidence in the custodial care of a trusted friend or relative in similar areas personal to that person;  Individuals engaged in illicit financial activities often retain documents indicating control and ownership of assets and financial accounts held in either their own name or in the names of others, and these documents are usually kept in a location deemed safe from law enforcement and under the close, personal control of the individual, such as their personal residence; and individuals who obtain valuable tangible property, including cash and precious metals, in connection with illicit financial activities often store and maintain that property in a location deemed safe from other individuals and under the close, personal control of the individual, such as their personal residence.  

46. Your Affiant knows, through training and experience that computer hardware, software, documentation, passwords, and data security devices may be important to a criminal investigation in two distinct and important respects:  (1) the objects themselves may be instrumentalities, fruits, or evidence of crime, and/or (2) the objects may have been used to collect and store information about crimes (in the form of electronic data).  Virginia Code § 19.2-53 et al permits the Commonwealth to search and seize computer hardware, software, documentation, passwords, and data security devices which are (1) instrumentalities, fruits, or evidence of crime; or (2) storage devices for information about crime.  This includes: Computer hardware, meaning any and all computer equipment including any electronic devices that are capable of collecting, analyzing, creating, displaying, converting, storing, concealing, or transmitting electronic, magnetic, optical, or similar computer impulses or data.  Included within the definition of computer hardware is any data processing hardware (such as central processing units and self-contained laptop, notebook computers, or cellular telephones capable of text messaging or electronic communications); internal and peripheral storage devices (such as fixed disks, external hard disks, floppy disk drives and diskettes, tape drives and tapes, optical and compact disk storage devices, flash drives, thumbnail drives, and other memory storage devices); peripheral input/output devices (such as keyboards, printers, scanners, plotters, video display monitors, and optical readers); related communications devices (such as modems, cables and connections, recording equipment, RAM and ROM units, acoustic couplers, automatic dialers, speed dialers, programmable telephone dialing or signaling devices, and electronic tone generating devices); and any devices, mechanisms, or parts that can be used to restrict access to such hardware (such as physical keys and locks);  Computer software, meaning any and all information, instructions, programs, or program codes, stored in the form of electronic, magnetic, optical, or other media, which is capable of being interpreted by a computer or its related components.  Computer software may also include data, data fragments, or control characters integral to the operation of computer software, such as operating systems software, applications software, utility programs, compilers, interpreters, communications software, and other programming used or intended to be used to communicate with computer components;  Any computer or electronic records, documents, and materials, including those used to facilitate interstate communications, in whatever form and by whatever means such records, documents, or materials, their drafts or their modifications, may have been created or stored, including, but not limited to, any hand-made form (such as writing or marking with any implement on any surface, directly or indirectly); any photographic form (such as microfilm, microfiche, prints, slides, negative, video tapes, motion pictures or photocopies); any mechanical form (such as photographic records, printing or typing); any electrical, electronic, or magnetic form (such as tape recordings, cassettes, compact disks); or any information on an electronic or magnetic storage device (such as floppy diskettes, hard disks, CD-ROMs, optical disks, printer buffers, sort cards, memory calculators, electronic dialers, cellular telephones, or electronic notebooks), as well as printouts or readouts from any magnetic storage device;  Any electronic information or data, stored in any form, which has been used or prepared for use either for periodic or random backup (whether deliberate, inadvertent, or automatically or manually initiated), of any computer or computer system.  The form such information might take includes, but is not limited to, floppy diskettes, fixed hard disks, removable hard disk cartridges, tapes, laser disks, CD-ROM disks, video cassettes, and other media capable of storing magnetic or optical coding.  

47. Al ASAD, REYES, PERALTA, and others, both known and unknown to the Commonwealth, are engaged in an ongoing criminal enterprise involving the interstate transportation and distribution of cigarettes, money laundering and other racketeering activity.  These offenses involve felonious criminal activity being committed in Henrico County, surrounding jurisdictions, and elsewhere within and without the Commonwealth.  The aggregate value of money used to further this organization is well in excess of US$10,000.  The involvement of AL ASAD as a person instrumental in the leadership or hierarchy of this racketeering organization is evident, and the proceeds are being used in furtherance of criminal activity related to the fraudulent purchase of cigarettes, possession with the intent to distribute the cigarettes in an effort to avoid paying taxes, both within and without the Commonwealth, using the proceeds of the criminal conduct to further additional violations of the law, and conspiring with others to accomplish all of the above offenses.  
48. Therefore, based on the above facts and circumstances, Your Affiant respectfully moves this Honorable Court to find that probable cause exists to issue a Search Warrant, in furtherance of the investigation of the crimes of: 

§ 18.2-246.3 Money laundering

§ 18.2-514 Racketeering

§ 58.1-1017 Sell, purchase, transport, receive, or possesses unstamped cigarettes for purpose of evading tax, >49 cartons (F)

Further Your Affiant sayeth not. 

Affiant
_____
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Date
_July 16, 2019
