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Kennett Community Land Trust is a Charitable Community Benefit Society registered with the FCA under number 7443, registered office 66 Station Road, Kennett, Newmarket CB8 7QF
KCLT Business Continuity Plan

Aim of the Plan
· This plan has been designed to prepare Kennett CLT to cope with the effects of an emergency. It is intended that this document will provide the basis for a relatively quick and painless return to “business as usual” regardless of the cause. 
Objectives of the plan
To provide a flexible response so that Kennett CLT can:
· Identify potential threats relevant to the CLT's operations and properties
· Respond to a disruptive incident (incident management)
· Maintain delivery of critical activities/services during an incident (business continuity)
· Return to ‘business as usual’ (resumption and recovery)
Business Impact Analysis
KCLT recognises its responsibilities to undertake the following to ensure continuity of services:
· Maintaining legal and regulatory compliance.
· Managing existing affordable housing and tenants
· Ensuring payroll (if any) and invoice payments.
· Stewardship of land and physical assets.
KCLT Business Priorities: Critical Function Checklist
This list may be used as a checklist to ensure that critical tasks are completed on time. In all cases communication with tenants, trustees, members and statutory bodies is a priority.

	Priority
	Critical function
	Timeframe
	Page

	1
	Utility failures 

	Restore within 24 hours or as advised by utility companies
	

	2
	Fire 

	Evacuate and re-house in temporary accommodation within 12 hours if required
	

	3
	Natural disaster e.g. flooding

	Evacuate and re-house in temporary accommodation within 12 hours if required 
	

	4

	Data breach e.g. hacking, cyber attack
	Serious breach report to ICO within 72 hours of awareness
	

	5

	Loss of key personnel e.g housing management
	List potential temporary replacement and recruit
	



Critical Function Analysis and Recovery Process

	
Priority:
	1
	Critical function:
	Failure of utilities e,g. electricity, water.


	Responsibility:
(role responsible for leading on this activity, plus deputies)
	Housing management

	Potential impact on organisation
if interrupted:

	Unhappy tenants, disruption and office out of action. Potential fire alarm/heating/computer inaction. Ensure adequate insurance coverage for properties and activities and set aside emergency funds for unforeseen expenses

	Likelihood of interruption to organisation:

	Medium

	Recovery timeframe:
(how quickly must this function be recovered to avoid lasting damage)
	Within 24 hours or as advised by utility services

	Resources required for recovery:

	Staff 
(numbers, skills, knowledge, alternative sources)
	Housing manager, service engineers, backup generator for communal area (school?) if lengthy delay

	Data / systems 
(backup and recovery processes, staff and equipment required)

	Off-site/cloud storage utilised. Off-line contact lists

	Premises
(potential relocation or work-from-home options)

	Communal areas for hot drinks/snacks/water if severe delays

	Communications
(methods of contacting staff, suppliers, customers, etc)

	Up to date information via WhatsApp groups, website, referral information for utility companies


Also see Section 6 Contact Lists.

	Equipment
(key equipment recovery or replacement processes; alternative sources; mutual aid)
	Unlikely unless water cut-off for considerable time - utilities would provide

	Supplies
(processes to replace stock and key supplies required; provision in emergency pack)
	N/A





	
Priority:
	2
	Critical function:
	Outbreak of fire on the estate


	Responsibility:
(role responsible for leading on this activity, plus deputies)
	Housing management

	Potential impact on organisation
if interrupted:
	Reputational if not dealt with speedily and professionally

	Likelihood of interruption to organisation:
	Minimal

	Recovery timeframe:
(how quickly must this function be recovered to avoid lasting damage)
	Re-housing of tenants if severe or widespread. More likely to be one home affected than many.

	Resources required for recovery:

	Staff 
(numbers, skills, knowledge, alternative sources)
	Housing management

	Data / systems 
(backup and recovery processes, staff and equipment required)
	Unlikely to be affected

	Premises
(potential relocation or work-from-home options)
	Re-housing of one household if needed in temporary accommodation.Ensure insurance cover is adequate and claim made swiftly
Enable home-working for staff if affected

	Communications
(methods of contacting staff, suppliers, customers, etc)
	Via WhatsApp groups to keep tenants informed. Contact via telephone/e-mail for suppliers etc
Also see Section 6 Contact Lists.

	Equipment
(key equipment recovery or replacement processes; alternative sources; mutual aid)
	Unlikely needed unless KCLT office affected.
Recover data via cloud/locally stored laptops. New equipment claimed from insurance

	Supplies
(processes to replace stock and key supplies required; provision in emergency pack)
	See above



	

Priority:
	3
	Critical function:
	Natural disaster e.g. flooding, winter storms, drought


	Responsibility:(role responsible for leading on this activity, plus deputies)
	Housing management

	Potential impact on organisation if interrupted:
	Temporary and unlikely to be mass flooding as not in a flood plain.

	Likelihood of interruption to organisation:
	Minimal/short lived

	Recovery timeframe:(how quickly must this function be recovered to avoid lasting damage)
	Evacuation is likely to be temporary if required - see measures for utility failure

	Resources required for recovery:

	Staff 
(numbers, skills, knowledge, alternative sources)
	Housing management team, local council

	Data / systems 
(backup and recovery processes, staff and equipment required)
	Back-up from off-site sources

	Premises
(potential relocation or work-from-home options)
	Temporary accommodation in communal areas (see utilities failure)
Enable home working for staff (if affected)

	Communications
(methods of contacting staff, suppliers, customers, etc)
	WhatApp groups to keep information current and useful. Referral to agencies e.g. local council
Also see Section 6 Contact Lists.

	Equipment
(key equipment recovery or replacement processes; alternative sources; mutual aid)
	Local council equipment - e.g. pumps, snow ploughs etc.
Other local services e.g. fire brigade


	Supplies
(processes to replace stock and key supplies required; provision in emergency pack)
	Emergency pack (to be accumulated over time)



	

Priority:
	4
	Critical function:
	Data breach e.g. hacking, cyber attack 

	Responsibility:(role responsible for leading on this activity, plus deputies)
	GDPR lead on Board of Trustees

	Potential impact on organisation
if interrupted:
	Substantial unless dealt with promptly

	Likelihood of interruption to organisation:
	Severe

	Recovery timeframe:(how quickly must this function be recovered to avoid lasting damage)
	Within 7 days

	Resources required for recovery:

	Staff 
(numbers, skills, knowledge, alternative sources)
	Clerk, Board of Trustees

	Data / systems 
(backup and recovery processes, staff and equipment required)
	Determine risk, document everything, use official channels and forms for ICO. Use back-up from off-site sources e.g. housing manager, accountant, book-keeping. Use secure cloud storage for recovery if it is not affected. Plan for data backup and recovery, especially for important documents like land registry information, leases, and financial records. 

	Premises
(potential relocation or work-from-home options)
	Unlikely to be affected

	Communications
(methods of contacting staff, suppliers, customers, etc)
	Referral to ICO within 72 hours if notifiable breach.
Notify all those affected without undue delay if the risk is high.
Use off-line contact lists
Also see Section 6 Contact Lists.

	Equipment
(key equipment recovery or replacement processes; alternative sources; mutual aid)
	Recover or reconstitute information on new equipment if necessary

	Supplies
(processes to replace stock and key supplies required; provision in emergency pack)
	



	

Priority:
	5
	Critical function:
	Loss of key personnel e.g. Housing management 

	Responsibility:
(role responsible for leading on this activity, plus deputies)
	Board of Trustees

	Potential impact on organisation
if interrupted:
	Could be significant but more likely to be a contract notification with withdrawal period

	Likelihood of interruption to organisation:
	Managed (see above)

	Recovery timeframe:(how quickly must this function be recovered to avoid lasting damage)
	Dependent on notice period 

	Resources required for recovery:

	Staff (numbers, skills, knowledge, alternative sources)

	New personnel recruited meanwhile managing staff shortages during an emergency, including potential cross-training, re-employing retired staff, or leveraging volunteer support where appropriate.


	Data / systems (backup and recovery processes, staff and equipment required)

	Recovery of all pertinent data prior to loss

	Premises
(potential relocation or work-from-home options)
	Unlikely to be affected

	Communications
(methods of contacting staff, suppliers, customers, etc)
	Timely and planned communication with tenants, suppliers, staff etc.


	Equipment
(key equipment recovery or replacement processes; alternative sources; mutual aid)
	Dependent upon like-for-like replacement

	Supplies
(processes to replace stock and key supplies required; provision in emergency pack)
	N/A



Emergency Response Checklist
This page should be used as a checklist during the emergency.
	Task
	Completed
(date, time, by)

	
Actions within 24 hours:
	

	Start of log of actions and expenses undertaken (see section 9 Action and Expenses Log)
	

	Liaise with emergency services (see section 6E Contact List – Emergency Services)
	

	Identify and quantify any damage to the organisation, including staff, premises, equipment, data, records, etc
	

	Assess the key priorities for the remainder of the working day and take relevant action. Consider sending staff home, to recovery site etc
	

	Inform staff what is required of them. Staff may be required to work from home or work from a recovery site.
	

	Identify which critical functions have been disrupted (use section 3 Critical Function Checklist)
	

	Convene those responsible for recovering identified critical functions, and decide upon the actions to be taken, and in what timeframes (use section 4 Critical Function Analysis and Recovery Process)
	

	Provide information to:
· Tenants and staff
· Suppliers and customers
· Insurance company
	

	Publicise the interim arrangements for delivery of critical activities. Ensure all stakeholders are kept informed of contingency arrangements as appropriate. Use telephone/e-mails/website/WhatsApp groups. Interim arrangements notified to key stakeholders and suppliers.
	

	Recover vital assets/equipment to enable delivery of critical activities. The essential equipment/resources/information that need to be recovered where possible are: IT equipment e.g. computers, emergency packs.
	

	
Daily actions during the recovery process:
	

	Convene those responsible for recovery to understand progress made, obstacles encountered, and decide continuing recovery process
	

	Provide information to:
· Tenants and staff
· Suppliers and customers
· Insurance company
	

	Provide public information to maintain the reputation of the organisation and keep relevant authorities informed
	

	
Following the recovery process:
	

	Arrange a debrief of all staff and identify any additional staff welfare needs (e.g. counselling) or rewards
	

	Use information gained from the debrief to review and update this business continuity management plan
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