CAPITAL MANAGEMENT

Al

Healthcare - AI Risk

Al Risk Management is essential in the healthcare industry to ensure the safe, ethical, and effective deployment of
artificial intelligence systems. It helps identify, assess, and mitigate potential risks such as biases, inaccuracies, privacy
breaches, and safety concerns that could compromise patient care or lead to legal and ethical issues. By implementing
comprehensive risk management practices, healthcare organizations can improve the reliability and transpareney of Al

tools, foster trust among clinicians and patients, and ensure compliance with regulatory standards. Ultimately, robust Al
risk management contributes to better health outcomes, protects patient rights, and promotes responsible innovation in healthcare.

This series addresses the following:

- Risk Identification « Model Validation & Testing « Incident Response Planning
+  Risk Assessment - Transparency & Explainability - Ethical Considerations
- Data Governance - Stakeholder Engagement - Ongoing Monitoring
+  Regulatory Compliance - Training & Education
RISK IDENTIFICATION RISK ASSESSMENT

Technical Risks:
Detecting system errors, algorithmic failures, and cybersecurity
vulnerabilities that could compromise Al performance.
Data Risks:
[dentifying issues related to data quality, bias, incompleteness, or
inaccuracies that could affect Al outcomes.
Clinical Risks:
Recognizing potential for misdiagnosis, incorrect treatment
recommendations, or inappropriate interventions driven by Al errors.
Operational Risks:
Understanding how Al implementation might disrupt existing
workflows, lead to user errors, or cause system downtime.
Regulatory and Compliance Risks:
[dentifying violations of legal requirements, privacy laws, and
standards governing health data and Al use.
Ethical Risks:
Spotting concerns related to bias, faimess, transparency, and
informed consent that might harm patient rights or trust.
Stakeholder Risks:
Recognizing resistance or misunderstanding by clinicians, patients,
or administrators that could impact Al adoption or effectiveness.
Environmental Risks:
Considering external factors such as hardware failures, supply chain
issues, or environmental conditions affecting Al system operation.
Liability Risks:
[dentifying legal liabilities or patient safety issues arising from Al
errors or misjudgments.
Monitoring and Feedback Risks:
Risks related to insufficient oversight or delayed detection of
problems in Al performance over time.

Likelihood Evaluation:
Estimating the probability that a specific risk (e.g., diagnostic
error, data breach) will occur.

Impact Analysis:
Assessing the potential consequences of the risk, such as patient
harm, privacy violations, or legal penalties.

Severity Categorization:
(lassifying risks based on their severity—ranging from minor to
critical—to prioritize mitigation efforts.

Vulnerability Identification:
Determining weak points in Al systems, data processes, or
workflows that increase susceptibility to risks.

Risk Magnitude Quantification:
Combining likelihood and impact to quantify overall risk levels,
often using risk matrices or scoring systems.

Regulatory and Ethical Compliance Assessment:
Ensuring Al systems meet legal standards and ethical guidelines,
and evaluating non-compliance risks.

Residual Risk Evaluation:
Analyzing remaining risks after existing controls are applied to
identify areas needing further attention.

Stakeholder Impact Assessment:
Understanding how risks affect patients, clinicians,
organizations, and regulators.

Scenario Analysis:
Exploring various hypothetical situations to anticipate potential
failures and their consequences.

Documentation and Reporting:
Recording findings systematically to inform decision-making
and continuous improvement.
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Al Risk Management is essential in healthcare, providing the framework to ensure artificial intelligence systems are deployed safely,
ethically, and effectively. This systematic approach enables organizations to identify, assess, and mitigate potential risks—including
algorithmic biases, diagnostic inaccuracies, privacy violations, and clinical safety concerns—that could compromise patient care or
create legal and ethical consequences. Through rigorous risk management protocols, healthcare institutions enhance the reliability
and transparency of Al tools, build trust among professionals and patients, and maintain regulatory compliance. Ultimately, robust Al

risk management improves health outcomes, protects patient rights, and enables responsible innovation across the healthcare ecosystem.

This series addresses the following:

- Risk Identification « Model Validation & Testing « Incident Response Planning
+  Risk Assessment - Transparency & Explainability - Ethical Considerations
- Data Governance - Stakeholder Engagement - Ongoing Monitoring
+  Regulatory Compliance - Training & Education
DATA GOVERNANCE REGULATORY COMPLIANCE

Data Privacy and Security:
Implementing measures to protect patient data from
breaches and unauthorized access, in accordance with
regulations like HIPAA and GDPR.

Data Quality and Integrity:
Ensuring data is accurate, complete, consistent, and reliable to
produce valid Al outcomes.

Data Stewardship and Ownership:
Defining roles and responsibilities for managing data assets,
including data stewards who oversee data quality and
compliance.

Compliance and Regulatory Standards:
Adhering to legal and ethical standards governing healthcare
data use, ensuring Al systems operate within the legal
framework.

Data Access and Authorization:
Controlling who can access specific data sets, based on roles
and need-to-know principles.

Data Lifecycle Management:
Managing data from collection through retention, archiving,
and disposal, maintaining data relevance and minimizing
risks.

Transparency and Auditability:
Maintaining audit trails for data handling and Al decision
processes to enable transparency and accountability.

Ethical Considerations:
Ensuring data practices align with ethical standards,
promoting fairness, non-discrimination, and respect for
patient rights.

Legal and Regulatory Frameworks:
Understanding and following applicable laws such as HIPAA (Health
Insurance Portability'and Accountability Act), GDPR (General Data
Protection Regulation), FDA regulations for medical devices, and other
country-specific healthcare regulations.

Approval and Certification Processes:
Securing necessary.approvals or certifications from regulatory bodies
before deploying Al systems, including validation and verification of
safety and efficacy.

Data Privacy and Confidentiality:
Ensuring Al systems handle patient data in compliance with privacy
laws, maintaining confidentiality and securing patient information.

Risk Assessment and Management:
Conducting thorough risk assessments to identify and mitigate |
potential legal, safety, and ethical risks associated with Al deployment.

Transparency and Explainability:
Providing clear documentation and explainability of Al decision-
making processes to meet regulatory requirements for transparency
and accountability.

Monitoring and Reporting:
Establishing ongoing monitoring procedures and reporting
mechanisms for adverse events, performance issues, or non-
compliance incidents.

Documentation and Recordkeeping:
Maintaining detailed records of data sources, validation processes,
algorithms, decision criteria, and audit trails to demonstrate
compliance.

Stakeholder Engagement:
Collaborating with regulators, healthcare providers, and patients to
ensure Al systems meet evolving standards and expectations.
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Effective Al Risk Management is non-negotiable in healthcare. It provides the structure needed to deploy Al
systems safely and ethically while identifying and mitigating critical risks—from algorithmic bias and diagnostic
errors to privacy breaches and patient safety issues. Strong risk management practices enhance Al reliability, build
trust with clinicians and patients, and ensure regulatory compliance. The result: better patient outcomes, protected
rights, and responsible healthcare innovation.

This series addresses the following:

- Risk Identification « Model Validation & Testing « Incident Response Planning
+  Risk Assessment - Transparency & Explainability - Ethical Considerations

- Data Governance - Stakeholder Engagement - Ongoing Monitoring

+  Regulatory Compliance - Training & Education

MODEL VALIDATION & TESTING

Performance Evaluation:
Assessing the model's accuracy, sensitivity, specificity,
precision, recall, and overall predictive performance using
relevant metrics on diverse datasets.
Data Diversity and Representativeness:
Testing the model on data that reflects patient diversity (e.qg,,
demographics, conditions) to ensure generalizability across
populations.
Bias and Fairness Assessment:
[dentifying and mitigating biases that could lead to unfair or
discriminatory outcomes for certain patient groups.
Clinical Validation:
Conducting real-world or simulated clinical testing to verify
the model's usefulness, safety, and impact on patient care.
Robustness Testing:
Evaluating model stability under various conditions, including
noisy or incomplete data, to ensure consistent performance.
Validation Across Settings:
Testing the model-in different healthcare environments and
data sources to confirm transferability and adaptability.
Explainability and Interpretability:
Ensuring the model’s decision processes are understandable
to clinicians and stakeholders, supporting trust and
accountability.
Regulatory Compliance Testing:
Verifying that the model meets regulatory standards for safety,
efficacy, and quality before deployment.
Continuous Monitoring and Re-Validation:
Implementing ongoing evaluation post-deployment to detect
performance drift and re-validate the model as needed.

TRANSPARENCY & EXPLAINABILITY

Model Interpretability:
Designing models that can be understood by healthcare providers,
such as using interpretable algorithms (e.g., decision trees, rule-based
models) or providing explanations for complex models.
Clear Documentation:
Maintaining comprehensive documentation of data sources, model
development processes, assumptions, and decision logic to facilitate
understanding and scrutiny.
Decision Explanation:
Providing concise, clinician-friendly explanations of Al-driven
recommendations or diagnoses, highlighting relevant features and
reasoning.
Use of Explainability Techniques:
Applying methods like feature importance scores, SHAP values, LIME, |
or saliency maps to elucidate how models arrive at specific outcomes.
Stakeholder Communication:
Ensuring that all relevant stakeholders—including clinicians, patients,
and regulators—can access understandable information about Al
system functioning.
Transparency in Data Use:
Disclosing data sources, data quality, and preprocessing steps to
demonstrate the integrity and scope of the Al system.
Auditability:
Enabling traceability of model decisions and data handling through
audit trails, facilitating investigation and regulation compliance.
Addressing Limitations and Uncertainty:
Clearly conveying the confidence levels, limitations, and potential
risks associated with Al outputs to manage expectations and support
informed decision-making.
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When it comes to using Al in healthcare, managing risk isn't just important—it's absolutely essential. Think about it: we need to
make sure these powerful Al systems are working safely, fairly, and effectively before they're used to make decisions about patient
care. Good risk management helps us spot and address potential problems early on, whether that’s bias in algorithms, mistakes
in diagnoses, breaches of patient privacy, or safety issues that could put patients at risk. When healthcare organizations take risk
management seriously, they end up with Al tools that work better and are more transparent, which naturally builds trust with both

doctors and patients. Plus, it keeps everyone on the right side of regulations and legal requirements. At the end of the day, managing

Al risk properly means better care for patients, stronger protection of their rights, and smarter, more responsible innovationin healthcare.

This series addresses the following:

«  RiskIdentification « Model Validation & Testing « Incident Response Planning
+  Risk Assessment - Transparency & Explainability «  Ethical Considerations

- Data Governance «  Stakeholder Engagement «  Ongoing Monitoring

+  Regulatory Compliance « Training & Education

STAKEHOLDER ENGAGEMENT
Identifying Stakeholders:

Recognizing all parties impacted by or involved in Al systems,
including clinicians, patients, healthcare administrators,
regulators, and data providers.

Inclusive Consultation:

Engaging stakeholders early and continuously to gather
diverse perspectives, concerns, and expectations regarding Al
deployment.

Transparent Communication:

Providing clear, accessible information about Al systems’
purpose, functioning, limitations, and risks to foster trust and
understanding.

Education and Training:

Offering stakeholders training on Al capabilities, limitations,
and ethical considerations to enable informed participation
and decision-making.

Feedback Mechanisms:

Establishing channels for stakeholders to provide ongoing
feedback, report issues, and suggest improvements related to
Al systems.

Addressing Ethical and Cultural Considerations:
Engaging with stakeholders to identify and respect ethical,
cultural, and societal values and norms.

Shared Decision-Making:

Collaborating with stakeholders to co-develop policies,
guidelines, and governance frameworks for Al use.

Monitoring and Updating:

Continuously involving stakeholders in monitoring Al
performance, assessing impact, and revising practices based
on shared insights.

TRAINING AND EDUCATION

User Competency Development:
Providing healthcare professionals with the knowledge
and skills to understand Al technologies, their capabilities,
and limitatjons.

Awareness of Risks and Limitations:
Educating users about potential biases, errors, and ethical
considerations associated with Al systems.

Operational Training:
Offering practical training on how to interpret Al outputs,
integrate recommendations into clinical workflows, and
handle Al system alerts or uncertainties.

Data Literacy:
Improving understanding of data quality, data privacy, and
the importance of accurate data inputs for Al performance.

Ethical and Legal Responsibilities:
Informing users aboutlegal requirements, consent
procedures, and ethical standards related to Al
deployment.

Change Management and Adaptability:
Preparing staff for changes in workflow and encouraging
adaptive practices as Al systems evolve.

Ongoing Education:
Implementing continuous learing programs to keep
users updated on new developments, updates, and
findings related to Al tools.

Training for Developers and Operators:
Ensuring that those involved in developing, validating,
and maintaining Al systems are well-versed in Al ethics,
validation protocols, and regulatory requirements.
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Al Risk Management is a mission-critical function in healthcare delivery systems, establishing the governance framework for safe, ethical, and
clinically validated Al deployment across the care continuum. This discipline encompasses systematic identification, assessment, and evidence-
based mitigation of risk vectors including model bias, prediction accuracy issues, PHI security vulnerabilities, and clinical safety hazards that
may impact care quality or trigger regulatory non-compliance. Comprehensive Al risk management frameworks—incorporating continuous

monitoring, validation protocols, and stakeholder engagement—enhance model reliability, algorithmic transparency, and explainability while

ensuring alignment with FDA guidance, HIPAA requirements, and emerging Al governance standards. Mature risk management capabilities drive improved

clinical outcomes, reinforce patient autonomy and data protection rights, and enable sustainable Al innovation within the healthcare enterprise.

This series addresses the following:

Risk Identification «  Model Validation & Testing « Incident Response Planning
Risk Assessment - Transparency & Explainability «  Ethical Considerations
Data Governance - Stakeholder Engagement «  Ongoing Monitoring
Regulatory Compliance - Training & Education

INCIDENT RESPONSE PLANNING

Preparation and Policy Development:
Establishing clear incident response policies, procedures, and
roles before incidents occur.
Detection and Monitoring:
Implementing continuous monitoring systems to detect
anomalies, errors, or failures in Al performance promptly.
Incident Identification:
Defining criteria and processes for recognizing incidents, such
as model errors, bias manifestations, or security breaches.
Immediate Response Procedures:
Outlining steps to contain and mitigate the incident’s impact,
including disabling affected Al components if necessary.
Assessment and Diagnosis:
Conducting thorough investigations to determine root causes,
scope, and potential risks associated with the incident.
Communication Protocols:
Ensuring transparent, timely communication with stakeholders,
including clinicians, patients, regulators, and internal teams.
Documentation and Recordkeeping:
Maintaining detailed records of incidents, actions taken, and
outcomes for accountability and learning.
Remediation and Recovery:
Developing plans to fix the underlying issues, restore system
performance, and prevent recurrence.
Post-Incident Review and Improvement:
Analyzing the incident to identify lessons learned and updating
policies, training, and system designs accordingly.
Regulatory Reporting:
Complying with reporting requirements to regulatory bodies
for significant incidents affecting patient safety or data security.

ETHICAL CONSIDERATIONS

Fairness and Non-Discrimination:
Designing and deploying Al models that promote equity,
avoid bias, and ensure fair treatment across diverse patient
populations.
Transparency and Explainability:
Ensuring Al decisions are understandable and explainable
for clinicians, patients, and regulators to foster trust.
Patient Privacy and Data Protection:
Safeguarding sensitive health information against misuse,
ensuring proper consent, and complying with privacy
laws.
Informed Consent:
Clearly communicating to patients how Alis used in their
care and obtaining appropriate consent.
Accountability and Responsibility:
Defining who is responsible for Al decisions, including
identifying liability for errors or adverse outcomes.
Beneficence and Non-Maleficence:
Prioritizing patient well-being by designing Al systems
that aim to improve health outcomes and prevent harm.
Autonomy and Respect for Patients:
Respecting patients'rights to make informed choices
and ensuring Al supports, rather than undermines, their
autonomy.
Inclusivity and Accessibility:
Developing Al tools that are accessible to all populations,
including marginalized or vulnerable groups.
Continuous Ethical Review:
Regularly reviewing Al practices against evolving ethical
standards and societal expectations.
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Al Risk Management is essential in the healthcare industry to ensure the safe, ethical, and effective deployment of
artificial intelligence systems. It helps identify, assess, and mitigate potential risks such as biases, inaccuracies, privacy
breaches, and safety concerns that could compromise patient care or lead to legal and ethical issues. By implementing
comprehensive risk management practices, healthcare organizations can improve the reliability and transparency of Al

tools, foster trust among clinicians and patients, and ensure compliance with regulatory standards. Ultimately, robust Al
risk management contributes to better health outcomes, protects patient rights, and promotes responsible innovation in healthcare.

ONGOING MONITORING

« Business Performance Tracking: Continuously assessing Al accuracy, sensitivity, specificity, and other metrics to detect performance

degradation.

« Bias Detection: Monitoring for emerging biases or disparities in Al decision-making across different patient groups or settings.
« Data Drift Detection: [dentifying changes in data patterns that could affect Al model accuracy, such as shifts in patient populations or

clinical practices.

«  Outcome Monitoring: Tracking clinical outcomes and user feedback to identify unintended effects or safety concerns.

« Alerting and Response: Implementing real-time alerts for anomalies or poor performance, with protocols for prompt intervention.
«  Regular Re-Validation: Periodically re-assessing model validity through validation studies or recalibration based on new data.

« Compliance Monitoring: Ensuring ongoing adherence to regulatory standards, privacy laws, and ethical guidelines.

« Documentation and Reporting: Maintaining records of monitoring activities, findings, and actions taken to support accountability

and audits.

« Stakeholder Engagement: Incorporating clinician and patient feedback to identify issues and improve Al system performance.

AIRISK MANAGEMENT: SAFEGUARDING TRUST, COMPLIANCE, AND CLINICAL INTEGRITY

Artificial intelligence is transforming healthcare
by redefining how diagnoses are made, treatments

are delivered, and patient outcomes are achieved.

Yet without disciplined risk management, these
advancements can introduce clinical, ethical, and
operational vulnerabilities that compromise safety,
privacy, and trust-Effective Al risk management ensures
that innovation in healthcare repnains reépgpsible,
transparent, and patient-centered, strengthening care
delivery while upholding the highest standards of ethics
and regulatory compliance. X
Healthcare organizations that lead are those that view
Al risk management not as a regulatory requirement
but as a strategic capability that enables safe, equitable,
and high-performing care. By embedding governance,
ensuring data integrity, mitigating bias, aligning with
HIPAA and FDA standards, and maintaining rigorous

validation and monitoring practices, institutions build Al
ecosystems that are clinically reliable, explainable, and
resilient to evolving Tisks.

At Jupiter Capital Management, we partner with
healthcare leaders to embed this discipline across the
enterprise. Our frameworks integrate model validation,
data governance, ethical oversight, and continuous
monitoring to ensure that Al systems enhance care
delivery, protect patient rights, and reinforce institutional
credibility. The result is a healthcare organization that
innovates responsibly, sustains public trust, and delivers
measurable improvements in quality, safety, and equity.

Partner with Jupiter Capital Management to make
Al risk management the foundation of safe, ethical,
and sustainable healthcare innovation.
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