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ProofPoint Essentials
Business+ Advanced+ Professional+

Core Protection

Anti Spam / Anti Virus
Custom Content Filtering
Imposter Protection

☑ ☑ ☑

Targeted Attack 
Protection

URL Defense
Predictive URL Defense
Attachment Defense Reputation

☑ ☑ ☑

Attachment Defense Sandboxing
Social Media Account Protection
Advanced BEC Detection
Email Warning Tags

☑ ☑

One-Click Message Pull ☑ ☑ ☑

Outbound 
Protection

Outbound Filtering
Data Loss Prevention ☑ ☑ ☑

Email Encryption ☑ ☑

Email continuity
Emergency Inbox
Email Spooling 30 Days 30 Days 30 Days

Email Archiving

Microsoft 365 Support ☑

Search and Discovery ☑

Data Import and Export ☑
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ProofPoint Essentials

Business+

Core 
Protection

Anti Spam / Anti Virus
Custom Content Filtering
Imposter Protection

Protect against spam and malicious emails
Generate Custom filters to allow / deny emails
Protect employees from attackers pretending to be upper management

Targeted 
Attack 
Protection

URL Defense
Predictive URL Defense
Attachment Defense Reputation

Re-write hyperlinks to be scanned by ProofPoint servers
Hyperlinks must past a Malicious LIst and Code Analysis check
Hash lookup on all files for global database of malicious files

Attachment Defense Sandboxing
Social Media Account Protection
Advanced BEC Detection
Email Warning Tags

Unknown Files are opened on ProofPoint server before releasing to email
Prevent unauthorized access to social media accounts
Prevent fraud with Supply Chain Attacks and internal email compromise
Add a visual banner to emails from unknown external emails

One-Click Message Pull Automatically retract messages from your Office365 environment

Outbound 
Protection

Outbound Filtering
Data Loss Prevention

Send your outgoing emails through ProofPoint for protection
Outbound emails can be scanned by ProofPoint to prevent data loss

Email Encryption Encrypt outbound emails for confidential data

Email 
Continuity

Emergency Inbox
Email Spooling

Access your emails even when your mail environment goes offline
If email systems crash, email will spool and release when back online

Email 
Archiving

Microsoft 365 Support Simplifies legal discovery and end-user data access for Office365

Search and Discovery Collect, preserve, discover and manage information needed in Office365

Data Import and Export Automatically import emails and empower users to export data as needed


