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❖ 20+ years of experience in the software development, architecture, 
and product management. 

❖ 10+ years at Microsoft in various teams as a software engineer, 
product manager, and architect. 

❖ Currently working as a senior technical product manager at Microsoft 

     helping businesses secure their digital identities at cloud scale.

❖ Published author, speaker, and trainer.

About



Cybersecurity books

Read Online Read Online

https://learning.oreilly.com/library/view/azure-confidential-computing/9781098153816/
https://learning.oreilly.com/library/view/zero-trust-networks/9781492096580/


Let’s Connect!

Looking for mentorship in AI and 
cybersecurity? Need an expert 
speaker for your next event? Working on 
an AI-powered cybersecurity project and 
need strategic guidance? Let’s 
collaborate—reach out today on 
LinkedIn!

https://www.linkedin.com/in/razirais/ 



Agenda

✓  Role of AI in Cybersecurity: Security of AI + AI in Security

✓  Learning Resources

✓  Discussion 



Gartner – Hyper Cycle for AI 2024

https://www.gartner.com/en/articles/hype-cycle-for-artificial-intelligence 
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Artificial Intelligence  (AI)

• Artificial Intelligence: The field of computer science that 
seeks to create intelligent machines that can replicate or 
exceed human intelligence

• Machine Learning: Subset of AI that enables machines to 
learn from existing data and improve upon that data to 
make decisions or predictions

• Deep Learning: A machine learning technique in which 
layers of neural networks are used to process data and 
make decisions

• Generative AI: Create new written, visual, and auditory 
content given prompts or existing data

Artificial Intelligence

Machine Learning

Deep Learning

Generative AI



Artificial Intelligence  (AI) Cont.

• Machine Learning: The first decade of the 2000s 
marked the rapid advance of various machine learning 
techniques that could analyze massive amounts of online 
data to draw conclusions – or “learn” – from the results. 
Since then, companies have viewed machine learning as 
an incredibly powerful field of AI for analyzing data, 
finding patterns, generating insights, making predictions 
and automating tasks at a pace and on a scale that was 
previously impossible.
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Artificial Intelligence  (AI) Cont.

• Deep Learning: The 2010s produced advances in AI’s 
perception capabilities in the field of machine learning 
called deep learning. Breakthroughs in deep learning 
enable the computer vision that search engines and self-
driving cars use to classify and detect objects, as well as 
the voice recognition that allows popular AI speech 
assistants to respond to users in a natural way. 
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Artificial Intelligence  (AI) Cont.

• Generative AI: Building on exponential increases in the 
size and capabilities of deep learning models, the 2020s 
will be about language mastery. The GPT-4 language 
model, developed by OpenAI, marks the beginning of a 
new phase in the abilities of language-based AI 
applications. Models such as this will have far-reaching 
consequences for business, since language permeates 
everything, an organization does day to day—its 
institutional knowledge, communication and processes.
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Generative AI



Terminology 

❖Model → Patterns or relationships in data

❖Large Language Models (LLM)
▪ Large: More data than can be manually labeled

▪ Language: Match context and words (e.g., word prediction, 
creative writing)

▪ Model: Semi-supervised learning



ChatGPT 

❖ChatGPT: AI Chatbot, developed by OpenAI, trained to 
perform conversational tasks and creative tasks

❖Conversation-in and message-out

❖Trained over 175 billion machine learning parameters

❖GPT-4 and above are multimodal (e.g., images + text)

https://openai.com/blog/chatgpt


Domain Specific LLMs

❖While generic LLMs  (like ChatGPT) are great fit for general 
queries but they cannot understand the specific context 
beyond the massive datasets they are trained with.

❖If you didn’t train a language model with domain specific 
data, the results may be less than ideal. 

❖So, we need custom models with a better language understanding 
of a specific domain (Finance, Healthcare, Cybersecurity etc.)



Domain Specific LLMs (Cont.)

❖BlackrockGPT

❖GoldmanSachsGPT

❖StripeGPT

❖MorningstarGPT

❖RobinhoodGPT

❖VanguardGPT

❖SoFiGPT

❖ChubbGPT

❖RevolutGPT

❖ChatLAW

❖KAI-GPT

❖FinGPT

❖ClimateBERT



AI in Security 

Using AI to enhance cybersecurity, such as preventing 
cyberattacks, optimizing security processes, and improving 
security resilience.
 

• Intrusion Detection and Prevention

• User Behavior Analytics 

• Vulnerability Assessment 

• Cyber threat intelligence 

• Phishing Protection



SOC Use case: Security posture management

• Assist with evaluating whether an organization is vulnerable to 
known vulnerabilities and exploits. 

• Assist in risk prioritization 

• Assist in resolving weaknesses by making specific advice.



SOC Use case: Incident response

• Assist in identification of an ongoing attack

• Assist in assessing scale of an attack

• Assist in providing  guidance around remediation 



SOC Use case: Security reporting

• Assist in easily summarizing an event, incident, or threat 

• Assist with the preparation of information into shareable and 
customizable reports



Directionally where are we heading?



Security of AI

AI can be used by bad actors with malicious intent such as criminals, 
terrorists, and hostile nation-states.
 

• Deep fakes 

• Disinformation campaigns

• Misuse of military robots 

• Autonomous weapon systems 

• Social engineering 

• Hacking and cyber attacks



Adversaria use of AI

Microsoft Digital Defense 2024

https://cdn-dynmedia-1.microsoft.com/is/content/microsoftcorp/microsoft/final/en-us/microsoft-brand/documents/Microsoft%20Digital%20Defense%20Report%202024%20%281%29.pdf


Nation State Actors & Targeted Sectors

Microsoft Digital Defense 2024

https://cdn-dynmedia-1.microsoft.com/is/content/microsoftcorp/microsoft/final/en-us/microsoft-brand/documents/Microsoft%20Digital%20Defense%20Report%202024%20%281%29.pdf


OWASP: Top 10 for LLM

Ref: https://owasp.org/www-project-top-10-for-large-language-model-applications/ 
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OWASP: LLM AI Cybersecurity & Governance Checklist

Ref: https://atlas.mitre.org/matrices/ATLAS 

https://atlas.mitre.org/matrices/ATLAS


OWASP: Other AI Resources

https://mltop10.info/ 

https://owaspai.org/ 

https://owasp.org/www-project-ai-security-and-privacy-guide/ 
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NIST: AI Risk Framework & Adversarial ML

https://www.nist.gov/itl/ai-risk-management-framework https://csrc.nist.gov/pubs/ai/100/2/e2023/final 
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NIST: AI Risk Framework



MITRE: Adversarial Threat Landscape for AI Systems (ATLAS )

Ref: https://atlas.mitre.org/matrices/ATLAS 

https://atlas.mitre.org/matrices/ATLAS


NIST: AI Risk Framework Use Cases   

https://airc.nist.gov/airmf-resources/usecases/ 
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NSA - Guidance for Strengthening AI System Security

https://www.nsa.gov/Press-Room/Press-Releases-Statements/Press-Release-View/Article/3741371/nsa-publishes-guidance-for-strengthening-ai-system-security/ 
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Artificial Intelligence Engineer Certificate by AETIBA

AI Engineers

https://www.artiba.org/certificatio

n/artificial-intelligence-
certification 

AiE by Artificial Intelligence Board of America (ARTIBA)
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NVIDIA AI Certifications

https://www.nvidia.com/en-

us/learn/certification/ 

https://www.nvidia.com/en-us/learn/certification/
https://www.nvidia.com/en-us/learn/certification/
https://www.nvidia.com/en-us/learn/certification/


AI Certificate Courses

Intel Edge AI Certification

https://www.intel.com/content/www/u

s/en/developer/tools/devcloud/edge/l
earn/certification.html 

JETSON AI  Courses and 

Certifications

https://learn.microsoft.com/en-

us/credentials/certifications/azure
-ai-engineer/ 

edX 

https://www.edx.org/learn/artificia

l-intelligence#browse-courses 
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Thank you!
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