EXECUTIVE BRIEF

Tripwire At-a-Glance
Tripwire’s integrated suite of

Cyber integrity for foundational controls to
strengthen your security and compliance

products build on their core
capabilities to deliver critical

Imagine becoming more effective and efficient at managing your security

capabilities for breach detection

infrastructure. Tripwire has always been the leader in File Integrity

and remediation, and address

Monitoring and Change Control, but we offer much more. Today Tripwire

nearly every compliance

delivers a portfolio of foundational controls for cyber integrity across

standard—PCI DSS, NIST, FISMA,

enterprise infrastructures. Our solutions provide effective security,

NERC, HIPAA, ISO/IEC 27002,

continuous compliance, and reliable IT operations for enterprises,

DISA, SOX and many others.

industrial organizations, service providers and government agencies.
Tripwire solutions are based on high-
fidelity asset visibility and deep endpoint intelligence, combined with
business context. Together, these
solutions automate and integrate
security and operations in IT and
OT environments. Each solution has
core capabilities in different areas in
the information security space. They
help you make better, more informed
decisions to solve your most complex
security and compliance challenges.

Tripwire capabilities
Tripwire’s cyber integrity suite includes
file integrity monitoring, configuration
management, asset discovery, vulnerability management and log collection
capabilities that support wide-ranging
industry-standard frameworks and
regulations.
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The Tripwire product portfolio
Tripwire® Enterprise pairs the industry’s most respected file integrity
monitoring and security configuration
management to provide real-time
change intelligence and threat detection.
For the compliance officer, it delivers proactive system hardening and
automated compliance enforcement—
resulting in a reduction of audit cycles
and cost. Tripwire Enterprise delivers
automation and guidance for rapid
repair of broken or insecure misconfigurations, and integrates with SIEMs,
ITSM, IT-GRC, workflow systems and
more.
Tripwire Configuration Compliance
Manager (CCM) automates continuous
configuration and compliance assessment. With its agentless architecture
(no software to install on endpoints)
management is simplified and cost
effective. Integrated with other Belden
network security solutions, Tripwire
CCM provides new security capabilities
for rapidly expanding industrial cyber
security needs.
Tripwire IP360™ proactively discovers,
profiles and assesses the vulnerability risk of all wired and wireless
devices on an organization’s network.
Tripwire IP360 enables fast detection
of vulnerabilities, prioritization of risk,
remediation management through
reporting and ticketing integrations, and
risk-prioritized exposure assessment.
Tripwire Log Center provides secure
and reliable log collection to add realtime intelligence to machine data, with
®

security analytics and forensics for
rapid incident detection and response.
Tripwire Log Center integrates with your
existing infrastructure and includes a
growing library of available correlation rules that empower your team to
monitor, detect and quickly respond to
threats in your environment.

Better Together
Tripwire uniquely delivers the integration of security configuration
management, vulnerability management
and log management to allow you to
achieve faster—and more accurate—
security and compliance in both IT and
OT environments.
While each product in the Tripwire portfolio provides valuable capabilities in a
stand-alone implementation, customers
receive maximum value when they are
integrated—with each other or with
third-party products.
Tripwire’s integrations with a wide array
of third-party products offer a range
of benefits and use-cases by distinct
categories:

Integrations provide you with relevant
context to make the right decision in
a timely manner, and automate the
sharing and validating of critical data
and intelligence, delivering you significant operational efficiencies. They also
enable better collaboration between
your IT operations and security teams,
driving higher productivity, while automation enables you to act on the shared,
purposeful intelligence. The net gain is
your threat detection and remediation is
faster and more accurate. When you are
under siege, a silver bullet won’t do—you
need an arsenal!

Summary
Tripwire provides the advanced foundational controls that should serve
as the bedrock for your security and
compliance efforts. With the bonus of
integration and automation, our solutions further enhance the operational
efficiency of maintaining a known and
trusted state and responding to threats.

»» Threat Intelligence
»» Network Security
»» Analytics and Security Information &
Event Management (SIEM)

»» IT Service Management (ITSM)
»» Integrated Access Management (IAM)
»» Industrial Control Systems (ICS)
»» Factory Automations Systems (FAS)
»» Government Risk Compliance (GRC)

Tripwire is a leading provider of security, compliance and IT operations solutions for enterprises, industrial
organizations, service providers and government agencies. Tripwire solutions are based on high-fidelity
asset visibility and deep endpoint intelligence combined with business context; together these solutions
integrate and automate security and IT operations. Tripwire’s portfolio of enterprise-class solutions
includes configuration and policy management, file integrity monitoring, vulnerability management,
log management, and reporting and analytics. Learn more at tripwire.com
The State of Security: Security News, Trends and Insights at tripwire.com/blog
Follow us on Twitter @TripwireInc » Watch us at youtube.com/TripwireInc
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