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Notice

TrapX Security briefings, reports, white papers, and legal updates are made available for 
educational and general informational purposes only. Although the information in our 
reports, white papers, and updates is intended to be current and accurate, the informa-
tion presented here may not reflect the most current developments or research.

Please note that these materials may be changed, improved, or updated without notice. 
TrapX Security is not responsible under any circumstances for any errors or omissions in 
the content of this report, or for damages arising from the use of this report.

We have worked in strict confidence with various institutions to better understand the 
MarsJoke, Cerber, and Xpan Ransomware attack vectors, and to develop our strategy 
for meeting and defeating attacks. Information released here is solely for the purpose of 
illustrating the attack vectors, along with the new technology and recommended best 
practices to mitigate attacks successfully.
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Executive Summary

Ransomware attacks continue to increase rapidly worldwide, and they represent an 
increasingly significant threat to commercial and government IT operations. In the 
second half of 2016 alone, ransomware attacks increased by more than 100%. 

The healthcare industry represents approximately 17% of U.S. gross domestic product. 
Recent data suggests that in 2016, healthcare accounted for 88% of ransomware 
attacks on all U.S. industries. 

This epidemic of attacks shows no sign of abating any time soon. We predict that 
2017 will see ransomware attacks impacting every industry, especially small and medi-
um-sized businesses (SMB). 

TrapX Labs and our security operations center teams continue to study and research 
ransomware attacks. It is important that we both understand all current attack vectors 
in detail and validate the efficacy of our tools continuously to meet and defeat this 
threat. 

TrapX Labs analyzed three ransomware variants recently—MarsJoke, Cerber, and 
Xpan—using the TrapX CryptoTrap™ module, a core component of DeceptionGrid™ 
and an important part of our Deception-in-Depth architecture. 

Our results indicate that the TrapX CryptoTrap module is highly effective against 
MarsJoke, Cerber, and Xpan ransomware, and related malware. In all of our tests, we 
succeeded in disrupting the ransomware’s main execution and minimized damage to 
the targeted operating system.

TrapX Labs has been observing, analyzing, and understanding the functionality of 
numerous ransomware variants for years. Any new knowledge gained from analyzing 
new Ransomware variants typically results in our adding new functionality to the 
CryptoTrap module. 
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About MarsJoke 

The MarsJoke ransomware was first observed in late August 2016, but it was not distrib-
uted widely until mid-September. MarsJoke appears to be linked to the Kelihos botnet, 
which has been seen in various incarnations since 2010. The recent MarsJoke spam 
email campaign contained emails with links to a binary executable file, “file_6.exe,” 
which is found on various host sites in new domains, which the attackers registered. 

The spam email targeted a variety of government agencies, along with healthcare, 
insurance, and telecommunications industries. It was designed to encourage users to 
click by offering tracking information and other enticements, as shown in figure 1: 

 Figure 1 – MarsJoke spam emails suggest airline package deal tracking

MarsJoke uses the Advanced Encryption Standard (AES) 256 encryption algorithm, 
which is generated using a SHA256 hash value. Once executed, file_6.exe installs 
MarsJoke on the affected system. This initiates a process that encrypts files, but does 
not modify the original file extensions. Instead, temporary files appear with .a19 or 
.ap19 file extensions. Once encrypted, these files are deleted. 
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At this point the malware moves across many other areas. Infected desktop back-
grounds turn black and display ominous ransomware messages, as seen in figure 2.

Figure 2 – MarsJoke encrypts key assets and displays ransom notifications

The victim is then notified that they have 96 hours to submit a ransom of 0.7 bitcoins 
(BTC, approximately $320 U.S. dollars) to prevent the files from being deleted perma-
nently. MarsJoke connects to the attacker’s command-and-control server for status 
updates and downloading of additional malware components to the affected system. 
Failure to comply with payment demands results in permanent loss of data. 

A sample of this variant can be found in online resources such as VirusTotal, using the 
following MD5 hash: 1f1471b671bce68e154665a21b15ced2.
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About Cerber – Christmas Version 

Cerber was released to correspond with the Christmas holiday. Unlike previous 
ransomware variants, the new version of Cerber does not include a version number in 
the desktop wallpaper. The new version includes more extensions to encrypt, along 
with improvements in searching and encrypting files and wallpaper using the Christmas 
holiday design. Cerber is often distributed via spam emails and malicious Web links 
sent via social media. However, it is distributed primarily via the RIG-V exploit kit. 

After Cerber is downloaded to the targeted system and executed successfully, it 
encrypts files on the local drive and connected network shares. Once it finishes, it 
changes the desktop wallpaper as shown in figure 3: 

Figure 3 – Cerber encrypts your assets and displays a ransom note

Then it creates a readme file in every directory encrypted, with links to purchase the 
decryption key. These readme files are typically in the format “README_{random 
string}_.hta.” The links in the wallpaper and readme files direct the user to a payment 
page, shown in figure 4.
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 Figure 4 – Cerber ransomware website

The new version of Cerber also uses a combination of AES-256 and RSA encryption, 
and creates random file names using 10 characters, appending a random four-digit 
extension. 

The Web page displays the ransom amount that the infected user must pay to retrieve 
a private decryption key. The price for the key is 1.3 BTC (approximately $1,025). This 
“special offer” expires after five days, at which point the victim must pay 2.6 BTC 
(approximately $2,050). A sample of this variant can be found in online resources such 
as VirusTotal using the following MD5 hash: 7e799ba1a1b60c0f744a76f063bd2910.
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About Xpan 

The Xpan ransomware was developed by the Brazilian group, “TeamXRat.” Xpan 
attacks local companies and hospitals. The group performs brute-force attacks on 
systems to gain RDP access and then installs Xpan manually on compromised servers.

Once Xpan starts executing on the server, it attempts to stop database services on the 
local system to encrypt database files and cause further damage. Then it encrypts files 
on the local drive and associated network shares and logs all of its activity to a console. 
Once finished, it changes the system wallpaper, as shown in figure 5.

Figure 5 – Xpan displays a ransom note in Portuguese

The ransomware instructions are in Portuguese, instructing the victim to send an email 
to Team@mail2tor.com. Interestingly, the instructions do not include any of the payment 
details typically associated with ransomware attacks. Xpan encrypts files using the 
AES-256 algorithm, and adds the extension “____xratteamLucked” to the encrypted 
files. When a user tries to open an encrypted file, a message pops up with a ransom 
note. A sample of this variant can be found in online resources such as VirusTotal using 
the following MD5 hash: 34260178f9e3b2e769accdee56dac793. 
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Ransomware Testing 

TrapX Labs created a virtual machine with an SMB token (fake network mapping 
designed to redirect ransomware to the ransomware trap) mapped to the CryptoTrap 
file server. The virtual machine was then infected with the three ransomware variants. 
The TrapX Labs team observed the ransomware’s encryption activity and measured the 
specific actions taken by each variant.

TrapX’s SMB Tokens point to shares containing large numbers of fake files designed to 
deceive and distract the ransomware binaries. This enables complete visibility of the 
creation of temporary and readme files, along with encryption processes and modifi-
cation of filenames. All three of the ransomware variants discussed here were detected 
successfully by CryptoTrap early in the attack.

 Figure 6 – MarsJoke creates temporary file extensions during encryption 
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Figure 7 – Cerber creates a readme file, encrypts files, and changes their names during 
encryption 
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 Figure 8 – Xpan encrypts files and adds an extension during encryption 

 

Ransomware Attack Detection Validation

CryptoTrap detected all three ransomware variant activities successfully and triggered a 
response within seconds. 

 Figure 9 – CryptoTrap detects MarsJoke
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 Figure 10 – CryptoTrap detects Cerber

Figure 11 – CryptoTrap detects Xpan
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Alerts and Notifications

CryptoTrap disconnects the compromised source computer from the network and 
sends a syslog alert and notification emails to administrative staff.

 Figure 12 – CryptoTrap automated alerts and notifications sent in real time

 Figure 13 – CryptoTrap disconnects the affected host immediately by disabling its 
network interface
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Understanding CryptoTrap 

CryptoTrap is a highly specialized DeceptionGrid component that specifically addresses 
and defeats ransomware, adding an important layer of functionality to our Deception-
in-Depth architecture. CryptoTrap deceives, contains, and mitigates ransomware early 
in the exploitation cycle, halting the attack and protecting valuable resources.

CryptoTrap creates emulated Traps that appear to ransomware as valuable network 
shares. These Traps also include a large volume of decoy files and directories, to which 
customers can add their own decoy data for even greater realism. Additional endpoint 
Tokens (lures) are deployed on users’ systems to divert network-based ransomware at-
tacks to the Traps, thereby protecting customers’ actual resources from being attacked.

As ransomware executes, it accesses the fake network share from the targeted system 
and begins encrypting the fake decoy data. CryptoTrap then detects the activity 
immediately and provides unlimited additional fake data to divert the ransomware from 
attacking actual systems. Also, at the moment ransomware executes its encryption 
process, the CryptoTrap server disconnects the affected host from the network 
by disabling its network interface. As a result, the ransomware is prevented from 
spreading across the network, and valuable network shares are protected from being 
compromised.

Once an attack is identified, security operations personnel receive a high-fidelity alert 
containing details of the attack, including the source system where the activity has 
occurred. The automated response not only contains the attack, but also avoids any 
further spread to customer systems, protecting critical data and eliminating disruptions 
to business operations, including any financial losses caused by having to pay ransom 
to decrypt critical data. Figure 14 illustrates CryptoTrap’s functionally.
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 Figure 14 – CryptoTrap functionality 

CryptoTrap Benefits

CryptoTrap provides immediate value and numerous benefits:

 » Protects critical data by detecting and defeating ransomware quickly 

 » Avoids widespread and potentially expensive disruptions to business 
operations

 » Eliminates the cost of extortion and ransom payments associated with critical 
network data

 » Supports a HIPAA risk-assessment strategy to address ransomware as a spe-
cialized case

 » Avoids or minimizes liability associated with data breaches (ransomware is con-
sidered a data breach under HHS OCR HIPAA), audits, and potential litigation

 » DeceptionGrid uses a non-signature-based technique that identifies when files 
are being encrypted, and therefore can detect any ransomware variant.

CryptoTrap is 
available for a 
FREE 30-day 
trial following 
publication of 
this report. 
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Deception-in-Depth – The Architecture of Choice

The CryptoTrap module is an important part of the DeceptionGrid platform, which is 
based on our Deception-in-Depth architecture. The goal of Deception-in-Depth is to 
match every step in a sophisticated attack with a corresponding layer of deception.

TrapX Deception-in-Depth combines wide-ranging deception capabilities to bait, 
engage, and trap attackers with fake attack surfaces that closely match attacker 
targets. This multi-tier architecture creates a tempting environment for attackers, 
one that identifies them immediately at every turn. Bait such as cached credentials, 
database connections, and network shares lure attackers to medium-interaction 
Traps, which extend transparently through our smart-deception proxy to fullOS Traps 
for deepest attacker engagement and diversion. Fake network traffic among Traps 
completes the illusion.

This multi-tier engagement approach maximizes the deception surface to bait 
attackers, allowing TrapX to identify them quickly, determine their intentions, and 
gather detailed forensics and evidence. This deep visibility into malicious activity 
within networks can minimize or eliminate the risk to intellectual property, IT assets, 
and critical infrastructure, and impact on business operations.
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About TrapX Security
TrapX has created a new generation of deception technology that provides real-time 
breach detection and prevention. Our field proven solution deceives would-be attackers 
with turn-key decoys (traps) that “imitate” your true assets. Hundreds or thousands of 
traps can be deployed with little effort, creating a virtual mine field for cyberattacks, 
alerting you to any malicious activity with actionable intelligence immediately. Our 
solutions enable our customers to rapidly isolate, fingerprint and disable new zero day 
attacks and APTs in real-time. Uniquely our automation, innovative protection for your 
core and extreme accuracy enable us to provide complete and deep insight into malware 
and malicious activity unseen by other types of cyber defense. TrapX Security has many 
thousands of government and Global 2000 users around the world, servicing customers in 
defense, health care, finance, energy, consumer products and other key industries.

TrapX Security, Inc. 
1875 S. Grant St., Suite 570
San Mateo, CA 94402
+1–855–249–4453
www.trapx.com 
sales@trapx.com
partners@trapx.com
support@trapx.com
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Security in the United States and other countries. “Cyber Kill Chain” is the trademark of Lockheed Martin. 
Other trademarks used in this document are the property of their respective owners. © 2017 TrapX 
Security. All Rights Reserved.


