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INDUSTRY BRIEF

Defending Manufacturers and SCADA  
from Advanced Cyber Attackers

Industrial control systems are  
prime targets for attackers
Industrial control systems within manufacturing facilities 
and public utilities are a prime target for cyber attackers. 
The number and relative sophistication of such attacks has 
captured our attention in recent years as attackers target a 
growing number of visible and persistent vulnerabilities. A 
report by Dell Security1 noted that the reported attacks on 
supervisory control and data acquisition systems (SCADA), 
another term for distributed industrial control systems 
networks, had increased by more than five times in recent 
years.

Every year, there are many thousands of attacks on man-
ufacturing facilities worldwide, and the number of attacks 
is believed to be growing significantly. Unlike finance and 
healthcare organizations, however, manufacturers are under 
no regulatory requirement to publicly report cyber-attacks.

The legacy of old embedded Microsoft® operating systems 
provides attackers with a safe harbor from which to 
establish back doors and launch their attacks. Despite the 
proliferation of perimeter based defense strategies, TrapX 
research shows that attackers can penetrate multi-layered 
cyber defenses despite strict user access policies, links 
filtered through corporate network firewalls, and even 
air-gapped perimeter defenses.

1 https://software.dell.com/docs/2015-dell-security-annual-threat-re-
port-white-paper-15657.pdf

Industrial control system cyber defense 
presents unique challenges
Industrial control systems (ICS) are increasingly vulnerable 
to persistent attackers, evidenced by the visible failure 
of perimeter defenses. In recent years, ICS technologies 
have evolved significantly; where many older systems 
used proprietary vendor technologies, today’s systems 
are based on open architectures using standardized 
interfaces, and they’re often connected to the Internet 
and internal corporate networks.

Operating system vulnerabilities remain a significant 
problem. Many systems, both old and new, still depend 
on operating systems such as Windows XP and Windows 
2000. These outdated systems have many known 
vulnerabilities. Moreover, industrial control systems are 
so complex that 
upgrades and 
software enhance-
ments require 
extended testing 
intervals, and so 
there is almost 
always a significant 
gap between 
identifying a 
known vulnerability 
and remediating it 
with a software update.

Every year, there are 
many thousands of 

attacks on manufacturing 
facilities worldwide, and 
the number of attacks is 
believed to be growing 

significantly.

https://software.dell.com/docs/2015-dell-security-annual-threat-report-white-paper-15657.pdf
https://software.dell.com/docs/2015-dell-security-annual-threat-report-white-paper-15657.pdf
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Manufacturing 
vulnerabilities exist across 
a multitude of systems
Industrial control systems are 
at the center of most modern 
manufacturing and process-control 
systems worldwide. They’re 
embedded within power plants; 
chemical manufacturing facilities; 
food and beverage processing 
plants; automotive, aerospace, 
pharmaceutical, and water and 
wastewater management systems; 
and many other critical industrial 
facilities and processes. These 
embedded systems control 
generators; power supplies; air 
conditioning systems; security systems, and complex, 
highly customized process-control systems.

The typical power plant or manufacturing facility has 
extensive Internet-connected systems and computerized 
controllers. These devices integrate with other electronic 
systems that are part of the control process, creating 
highly connected environments that bring together the 
most vulnerable devices and expose them to attack. 
Manipulation and changes to control mechanisms in 
these systems can result in extensive destruction of 
property and even loss of life.

Highly sensitive systems, such as those found in nuclear 
power plants, are often isolated offline and thus believed 
to be secure. However, we continue to see evidence 
that a well-planned nation-state attacks can access and 
damage even systems that are inaccessible over the 
Internet. Stuxnet is perhaps the most well-known attack 
on industrial control infrastructure. Stuxnet was designed 
to destroy uranium centrifuges, and its attack vector 
placed attacker tools within the offline network. The 
attack was successful, destroying centrifuges that were 
not connected to any public network.

Modern-day attackers are highly sophisticated, demon-
strating advanced knowledge of IT systems and the 
industrial control systems and processes they support. 
Attackers will continue to breach industrial control 
systems networks, even with the strongest perimeter and 
endpoint defenses, intrusion detection and other legacy 
defense-in-depth tools. Socially engineered attacks, the 

failure of “air gaps” and failure of policy-directed security 
are common themes in our manufacturing case studies. 
For these reasons, increased visibility within your manu-
facturing network is critical. You must be able to rapidly 
identify attackers that have breached your cyber defens-
es, including air gaps, and shut attacks down quickly.

Deception technology solutions  
for manufacturing
The most important change for defending manufacturing 
and process control systems links to a fundamental 
change in our defense strategy. This change in strategy 
requires we move to a more balanced spend between 
both prevention and detection. All of this is about 
increasing visibility within our ICS networks.

Your strategy for defending your industrial control sys-
tems must answer important questions such as:

 » How will we know when there is an attacker within 
our industrial control system networks?

 » How will we know when an attacker has established 
persistence within one of our industrial control 
system servers, workstations or components?

 » How can we identify and rapidly shut down the 
attack?

Unlike most conventional technologies, the TrapX 
DeceptionGrid® platform is designed to defeat special-
ized cyber-attacks against manufacturing facilities.
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DeceptionGrid is designed to entice attackers targeting 
ICS infrastructures, by deploying a variety of decoy 
devices and systems. DeceptionGrid then identifies at-
tackers attempting to exploit PLM controllers and SCADA 
devices. DeceptionGrid includes a full suite of deception 
techniques, including Tokens (lures) and medium and 
high-interaction Traps (decoys), designed to bait, engage, 
and trap attackers within your ICS networks.

DeceptionGrid’s Tokens and Traps can be deployed 
and maintained automatically, with no changes to the 
manufacturing network infrastructure. DeceptionGrid 
Traps appear identical in every way to actual IT assets, 
specialized PLM controllers and SCADA components, 
servers, workstations, and OT/IoT devices. DeceptionGrid 
even creates convincing network traffic among the Traps 
to further enhance the illusion.

When a cyber attacker penetrates a manufacturing 
network, they move laterally to locate high-value targets. 
They often target ICS components using older Windows-
based operating systems, allowing them to establish 
a persistent presence and then carry out the attack 
undetected. DeceptionGrid baits and engages attackers 

as they move around the network, presenting tempting 
devices and assets that appear identical to their real 
counterparts. Any level of interaction with a Trap is all that’s 
needed to generate a high-confidence alert and identify 
the source and intent of an attack.

Many legacy PLM and SCADA components prevent 
installation of third party cyber security software, due 
to manufacturer restrictions, memory limitations, or lim-
ited-functionality operating systems. Therefore, a net-
work-based deception technology provides the best option 
for identifying attacks originating within your network, 
targeting your network attached systems and devices.

Unlike conventional security methods, which generate 
probability-based alerts, DeceptionGrid identifies attacks 
with nearly 100% certainty. The only parties or attacker 
tools interacting with Traps (decoys) are those that do 
not “know” that it’s a Trap. Hence, any contact with a 
Trap generates an extremely high-confidence alert. In 
this sense, DeceptionGrid alerts are “binary”: an attacker 
either touches a Trap or they don’t, and if they do, we can 
identify them immediately and know with high confidence 
that it is an attacker.
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Key benefits of DeceptionGrid 
in manufacturing

 » Unparalleled visibility. Deception creates new 
levels of visibility into specialized manufacturing 
networks that are otherwise impossible to monitor, 
let alone identify attackers lurking in compromised 
PLM and SCADA equipment.

 » Targets the new breed of cyber attackers. 
Deception technology identifies sophisticated 
attackers that may already be inside your network, 
undetected by existing security products.

 » Reduces or even eliminates economic losses. 
Rapid, accurate detection reduces the risk of 
destruction of enterprise assets, data theft, and 
overall impact on business operations.

 » Reduces time to breach detection. Highly 
accurate, real-time forensics and analysis uniquely 
empower security operations teams to take 
immediate action to disrupt any attack within the 
network perimeter.

 » Lowest cost of implementation. Deception in 
Depth provides the greatest breadth and depth of 
deception technology at the lowest cost.

 » Compatible with existing investments. Deception 
technology can integrate with your existing opera-
tions and defense-in-depth vendor solutions.

Differentiation
 » DeceptionGrid differentiation
 » Real-time detection of cyber-attacker movement 

across your entire manufacturing network.
 » Eliminates “alert-fatigue.” TrapX alerts are immedi-

ately actionable and more than 99% accurate.
 » Complete automated forensic analysis of capture 

malware and attacker tools.
 » Automated deployment of thousands of 

DeceptionGrid Traps with minimal resources.
 » Provides everything needed for security teams to 

act rapidly in response to threats.
 » Powerful emulation technology means Traps can be 

camouflaged as manufacturing-specific switches, 
routers, servers, workstations, PLM controllers, and 
SCADA devices.

 » The TrapX Advanced Incident Response (AIR) 
Module delivers an automated memory analysis for 
any endpoint that may be compromised.

 » Deception in Depth architecture integrates the 
benefits of Tokens, emulated Traps, FullOS Traps, 
and our Active Networks feature in one integrated, 
multi-tier architecture, for rapid detection, deep 
attacker engagement, and comprehensive threat 
containment.

 » Comprehensive partner integrations create end-
to-end workflows, from detection to remediation, 
increasing the value of your existing security 
investments.

About TrapX Security
TrapX Security is a leader in deception based cyber security defense. Our solutions 
rapidly detect, deceive and defeat advanced cyberattacks and human attackers in real 
time. DeceptionGrid provides automated, highly accurate insight into malicious activity 
unseen by other types of cyber defenses. By deploying DeceptionGrid, you can create 
a proactive security posture, fundamentally halting the progression of an attack while 
changing the economics of cyberattacks by shifting the cost to the attacker. The TrapX 
Security customer base includes Forbes Global 2000 commercial and government cus-
tomers worldwide in sectors that include defense, healthcare, finance, energy, consumer 
products and other key industries. Learn more at www.trapx.com.
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