
 
How Seclore Works
Report output will be directed to a Seclore 
‘Hot Folder’ where a specified, persistent 
‘rights’ policy is immediately attached to 
the file. The ERM usage permissions are 
automatically enforced based on what has 
been defined in the Seclore Policy Server 
for that report. Those policies may include 
how long the user can access the report 
and from which device/IP address will be 
assigned to the report wherever it goes. 
If the user’s credentials are removed, all 
extracted reports will effectively ‘self-
destruct’ no matter where they are located.  
 
The Seclore permissions remain in control 
as the report travels from the owner’s 
desktop to the recipient. Seclore’s usage 
permissions for a given report are fetched 
in real-time from the Seclore Policy Server 
each time the report is opened. Even when 
the report is being worked on via Excel or 
another application, the file remains under 
the control of Seclore while in the native 
application.

Seclore ERM for IBM Business 
Analytics & Intelligence
Ensuring business intelligence stays secure when it is shared

IBM’s next-generation business analytic 
solutions help organizations of all sizes 
make sense of information in the context 
of their business. You can uncover insights 
more quickly and more easily from all 
types of data—even big data—across 
multiple platforms and devices. And, with 
self-service and built-in expertise and 
intelligence, you have the freedom and 
confidence to make smarter decisions that 
better address your business imperatives.

• For a large Power company IBM 
Business Analytics provides 
managers, engineers, analysts and 
other employees with maximum 
insight into the way the business 
operates.

• For a Life & Health company staff can 
perform in-depth data analyses to 
gain new insights into risk exposure, 
sales performance or claims trends, 
enabling them to take targeted 
corrective action.

• And for a large Hospital, IBM Business 
Analytics is being used to build a 
predictive model that evaluates 
the risk of readmission for patients 
with chronic obstructive pulmonary 
disease (COPD), enabling effective 
intervention at the point of care.

Vast information with intelligent outcomes. 
But what if this collated intelligence wound 
up in the wrong hands? Exposing an 
organization’s unique business operations 
(IP), or perhaps customer information 
(PCI and HIPAA compliance) can lead to 
disastrous and costly results. The fact is 
that once a business intelligence report 
has been downloaded to a desktop, you 

cannot control whether the data is shared, 
either maliciously or by accident, with 
other unauthorized recipients. 

So how do you ensure that sensitive 
business intelligence remains secure…
wherever it goes? 

Making Business Analytics 
Reports Permanently Secure
Seclore’s Enterprise Rights Management 
enables you to persistently secure your 
data. From the moment a report is created, 
and throughout the time the report is on 
the recipient’s devices and being analysed, 
Seclore’s ERM will keep your sensitive 
information secure. 
 
Using Seclore, you can control exactly 
WHO can access a report, WHAT they 
can do with it, WHEN, and from WHERE, 
meaning which computer or device. This 
data-centric ‘firewall’ empowers your 
organization to leverage IBM Business 
Analytics for efficient file sharing without 
risking the security of your information. 
Seclore’s Enterprise Rights Management 
protects information based on four criteria:  
 
These ‘information rights’ are applied on 
the report itself and are independent of 
the computer, device, network, storage, 
or transmission medium used. The 
permissions are completely dynamic: 
any change in the rights will be instantly 
applied to all previously downloaded 
reports.

WHO can access the file?
User or Groups Within or Outside 
the Organisation 

WHAT can they do with it?
View, Edit, Print, Copy Content, 
Take Screen Grabs, Work Offline 

WHEN can they do it?
Automatic File Expiry, Date and  
Time Ranges, Number of Days 
from First Access

WHERE can they do it?
Specific Computers or Devices, 
Specific IP Address
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Key Features of  
Seclore’s ERM
Combining Seclore’s ERM with IBM 
Business Analytics will keep your sensitive 
information under your control wherever it 
travels. Here are some of the key features: 

Policy Federation
For reports stored in an IBM repository, 
Seclore can leverage policies already 
defined in an IBM ECM system and map 
them to associated Seclore usage polices. 
Changes in policies within IBM ECM will 
be automatically reflected in Seclore and 
applied in real time on all downloaded 
reports.
 
Dynamic and Automatic Policy 
Management
When a user’s usage rights are modified or 
revoked, their access to all files – even the 
ones previously downloaded, are modified 
or revoked as well.
 
Streamlined User On-Boarding
When you want to set up a new user to 
receive a protected report, it only takes 
a few clicks. If the user is external to the 
operation, the Seclore Identity Manager 
makes it quick and easy to set up an 
authentication source. Sometimes you are 
send protected reports to a user group. If 
a user in that group is new and receives 
a protected report to which they require 
access, the Dynamic Request Access 
feature enables the recipient to easily 
request access of the report owner, who in 
turn can authorize the new recipient with a 
single click.
 

Easily Protect Reports
The report is automatically protected 
at the report owner’s device with a 
single click while sending an email, by 
adding it to a hot folder when using 
File-Sharing services, or transparently 
when downloaded from IBM Business 
Analytics, and IBM ECM, or other business 
applications.
 
Easy Utilization of Protected Reports 
for Recipients
A recipient can access a protected report 
via a browser or a light weight agent, 
making it easy to quickly engage in the 
collaboration process. As well, Seclore’s 
robust Identity Federation makes it 
easy for the recipient to authenticate 
themselves against a wide variety of 
identity sources.
 
Robust Audit Trail
Seclore provides complete visibility over 
the business intelligence file usage. All 
activities performed on protected reports 
– whether inside or outside the enterprise 
network - are centrally logged. Forensic 
details such as date and time, machine 
name, IP address, and report path are also 
available.


