
SOLIDWORKS 3D design tools allow 
users to innovate easier and faster 
through the phases of product creation. 
The output is Intellectual Property, which 
becomes the basis for your existence and 
competitive edge. But what if this IP winds 
up in the wrong hands? Exposure of your 
organization’s unique designs, approaches, 
and innovations can lead to disastrous and 
costly results. 

The fact is your company’s IP is being 
shared daily through collaboration with 
outsourced engineers, contractors, and 
vendors as part of the normal work flow. 
Once the IP leaves the confines of your 
“four walls,” you no longer have control 
of how the data is shared, whether 
maliciously or by accident, with other 
unauthorized recipients. So how do you 
ensure that your confidential IP remains 
secure wherever it goes? 

Securing Intellectual Property 
Wherever It Travels
Seclore IRMaaS for SOLIDWORKS 
enables you to persistently secure your 
data wherever it resides. The moment 
an assembly and part is shared with 
a recipient outside your organization, 
Seclore IRMaaS for SOLIDWORKS secures 
the file by controlling WHO has access, 
WHAT actions are allowed, WHEN the file 
can be accessed and from WHERE. The 
four W’s are defined as follows: 

These ‘usage rights’ are applied on the file 
itself and are independent of the computer, 
device, network, storage, or transmission 
medium used. The permissions are 
completely dynamic: any change to the 
rights of the file by the “owner”, will be 
instantly applied to all previously shared 
files, including complete revocation of 
rights.

WHO can access the file?
User or Groups Within or Outside 
the Organisation 

WHAT can they do with it?
View, Edit, Print, Copy Content, 
Take Screen Grabs, Work Offline 

WHEN can they do it?
Automatic File Expiry, Date and  
Time Ranges, Number of Days 
from First Access

WHERE can they do it?
Specific Computers or Devices, 
Specific IP Address

Seclore IRMaaS for 
SOLIDWORKS
Information Rights Management as a Service

The IP Security Challenge:

Your business is growing... 
 
So you hired four new 
contractors...

And shared CAD files with 
them.

Are you sure you can trust 
them?

Can you control what they do 
with the files?

How Seclore IRMaaS for 
SOLIDWORKS Works
Leveraging a “Secure Pack-and-Go” plug-in 
from within the SOLIDWORKS desktop 
application, the entire set of selected 
assemblies and parts are bundled and 
secured, based upon persistent ‘rights’ 
(WHO, WHAT, WHEN, and WHERE) which 
are applied by the “owner” of the files. 

These usage permissions remain 
in control as the file or “bundle” 
(assemblies and parts) travels from 
the owner’s desktop to the recipient. 
Usage permissions for a given file are 
fetched in real-time each time the file 
is opened. Even when the file is being 
worked on via SOLIDWORKS, the file 
remains under the control of Seclore 
IRMaaS for SOLIDWORKS while within 
the native application. Seclore IRMaaS 
for SOLIDWORKS stores the keys and 
policies separate from the files themselves 
enabling “owner” modification to the 
policies of the files at any point in time. 

From a compliance perspective, all actions 
performed by the recipients against the 
shared files, are captured within an audit 
log. The log provides the “owner” with 
real time visibility of activities performed 
against the files (WHO, WHAT, WHEN, 
and WHERE), including both authorized 
activities and unauthorized attempts. 
By controlling who can view a file and 
tracking all usage, Seclore IRMaaS for 
SOLIDWORKS also helps organizations 
enforce ITAR and EAR regulatory 
compliance.



Key Features
Seclore IRMaaS for SOLIDWORKS will 
keep your sensitive information under your 
control regardless of where it travels or is 
stored. Here are some of the key features:
 
Easily Protect Files
Files are automatically protected with 
persistent granular usage controls at the 
“owner’s” desktop through the invocation 
of the “Secure Pack-and-Go” plug-in.
 
Robust Audit Trail
Seclore IRMaaS for SOLIDWORKS 
provides complete visibility over the usage 
of the shared files. All activities performed 
on protected files – whether inside or 
outside the enterprise network - are 
centrally logged. Forensic details such as 
date and time, machine name, IP address, 
and file path are also available.
 
Dynamic and Automatic Usage 
Permission Management
When a user’s usage permissions are 
modified or revoked, their access to all 
assemblies and parts – even the ones 
previously shared, are modified or revoked 
as well.

Streamlined New User On-Boarding
When you want to set up a new user to 
receive a file, it only takes a few clicks. 
If the user is external to the operation, 
Seclore IRMaaS for SOLIDWORKS’ 

robust identity federation ensures ease of 
authentication. And the unique Dynamic 
Request Access feature enables a new 
recipient of a protected file to easily 
request access of the files from the 
“owner”, who can authorize the new 
recipient with a single click.
 

Keep Your SOLIDWORKS IP 
Secure
In today’s flat and hyper-connected 
world, traditional security boundaries 
have started to dissolve. Trends such as 
BYOD, file-sharing, enterprise mobility, and 
increased outsourcing make Information 
Security and Compliance more difficult 
and challenging. By securing the 
information at the very source of creation 
using persistent, file-centric security, you 
can extend your security to wherever and 
however your information travels.

By leveraging Seclore IRMaaS for 
SOLIDWORKS, you will be able to govern 
your information throughout its entire 
lifecycle –both within and outside your 
enterprise boundary….to truly engage in 
secure collaboration.
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