
GDPR COMPLIANCE

Introduction

We are asked to set out at high level the contribution which the use of the ObserveIT system can make 
to compliance by organisations with their obligations under the General Data Protection Regulation (the 
“GDPR”).

Obviously no two organisations are the same but what is set out below is intended as a general 
identification of features of the product that appear capable of addressing certain requirements of the 
GDPR.

The ObserveIT System

ObserveIT helps organisations—particularly large enterprises—identify and eliminate insider threats. 
ObserveIT provides detection and prevention to enable proactive defense against both malicious and 
negligent user behavior from employees, privileged users, and third parties.

With ObserveIT, organisations can significantly reduce the risk of security incidents by monitoring user 
behavior and offering real-time education and deterrence. ObserveIT cuts investigation time from days 
to minutes and offers full playback of security incidents to improve response times and simplify 
compliance.

With data security and privacy in mind, ObserveIT designed technical controls around lawful collection 
and use of data.

ObserveIT is trusted by more than 1,800 customers in 87 countries and across a wide range of 
industries

The GDPR 

Article 5(1) of the GDPR sets out six Data Protection Principles which those who process 
personal data (known as “Data Controllers”) must comply with.  Personal data must be:

processed lawfully, fairly and transparently as regards the data subject (the “lawfulness, 
fairness and transparency principle”);
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collected for specified, explicit and legitimate purposes and not further processed in a 
manner that is incompatible with those purposes (the “purpose limitation principle”);

adequate, relevant and limited to what is necessary for the purpose for which they were 
collected (the “data minimisation principle”);

accurate and, where necessary, kept up to date (the “accuracy principle”);

kept in a form which permits identification of data subjects for no longer than is necessary 
for the purposes for which the data is processed (the “storage limitation principle”); and

processed under appropriate security, including protection against unauthorised or unlawful 
processing and accidental loss, destruction or damage, using appropriate technical or 
organisational measures (the “integrity and confidentiality principle”).

The Data Controller must not only comply with those principles, it must also be able to demonstrate that 
it has done so (this is the “accountability principle”).

The ObserveIT solution appears to us to be particularly relevant to the following Data Protection 
Principles: 

• lawfulness, fairness and transparency;
• purpose limitation;
• accuracy;
• integrity and confidentiality; and
• accountability

in that it is capable of preventing, or at least preserving evidence of, breaches of security leading to the 
accidental or unlawful destruction, loss, alteration, disclosure of, or access to, personal data (defined in 
the GDPR as “Personal Data Breaches”).
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GDPR requirement 1: the lawfulness, fairness and transparency and purpose limitation principles

Under Data Protection Principles (1) and (2), Personal Data must be processed only for lawful purposes 
that have been notified to the Data Subject, for example via a privacy statement (the lawfulness, 
fairness and transparency principle), and must not be processed in any way that is incompatible with 
those purposes (the purpose limitation principle).

Misuse of company data (either that relating to the company itself or its customers) by staff would be 
likely to place that company in breach of both principles, even if it had put in place appropriate security 
measures.

A failure to put in place such security measures would of course be a breach of the GDPR in itself 
(integrity and confidentiality principle) and would be an aggravating feature in the setting of any fine 
or other sanction, particularly if the exfiltrated data were used for some unlawful purpose such as fraud 
or intellectual property theft.

ObserveIT safeguards data that is collected through a series of role-based and permissions-based 
console restrictions. 

Tamper proof audits of administrator login, session access, and configuration changes enable 
auditors to review lawful use of data.

GDPR requirement 2: the accuracy principle

Under Data Protection Principle (4), Personal Data must be accurate and where necessary kept up to 
date.  Inaccurate data must be rectified or erased without delay.

All data is clearly labelled and separated by data subject, data can be deleted and archived upon 
request by user, group, or machine. 

Pertinent data can be retained for a flexible period of time designated by the client

GDPR requirement 3: the integrity and confidentiality principle
Under Data Protection Principle (5), Personal Data must be processed under appropriate security, 
including protection against unauthorised or unlawful processing and accidental loss, destruction or 
damage, using appropriate technical or organisational measures.
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Article 25 specifies the security requires that organisations must implement “data protection by 
design and by default” and Article 25(2) provides that:

“The controller shall implement appropriate technical and organisational measures for ensuring 
that, by default, only personal data which are necessary for each specific purpose of the 
processing are processed. That obligation applies to the amount of personal data collected, the 
extent of their processing, the period of their storage and their accessibility. In particular, such 
measures shall ensure that by default personal data are not made accessible without the 
individual's intervention to an indefinite number of natural persons.” (emphasis added)

Technical controls such as anonymization and session replay passwords reduce the likelihood of 
data subject identification unless authorization is granted. 

Notifications and user acknowledgement prompts offer a series technical controls for administrators 
to notify data subjects what kind of data is being collected and for which purposes.

Article 32 builds on these requirements and Article 32(2) recognises that what is an appropriate level of 
security for one organisation will not be appropriate for another and sets out the factors that will be 
relevant in assessing the right level in each case:

“In assessing the appropriate level of security account shall be taken in particular of the risks 
that are presented by processing, in particular from accidental or unlawful destruction, loss, 
alteration, unauthorised disclosure of, or access to personal data transmitted, stored or 
otherwise processed….. The controller and processor shall take steps to ensure that any natural 
person acting under the authority of the controller or the processor who has access to personal 
data does not process them except on instructions from the controller, unless he or she is 
required to do so by Union or Member State law.” (emphasis added)

The highlighted section clearly shows that staff access controls are an indispensable part of GDPR 
compliance and the use of imperative language (“data controllers shall take steps…”) shows that this is 
a mandatory requirement in all cases and not subject to any cost/benefit or proportionality assessment.

We also note that Article 22(2) of Regulation 45/2001 which implements data protection law within the 
European Union’s own institutions, sets out the following requirements in relation to security:

“Where personal data are processed by automated means, measures shall be taken as 
appropriate in view of the risks in particular with the aim of:
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(a).  preventing any unauthorised person from gaining access to computer systems processing 
personal data;
(b). preventing any unauthorised reading, copying, alteration or removal of storage media;
(c).  preventing any unauthorised memory inputs as well as any unauthorised disclosure, 
alteration or erasure of stored personal data;
(d). preventing unauthorised persons from using data-processing systems by means of data 
transmission facilities;
(e). ensuring that authorised users of a data-processing system can access no personal data 
other than those to which their access right refers;
(f). recording which personal data have been communicated, at what times and to whom;
(g). ensuring that it will subsequently be possible to check which personal data have been 
processed, at what times and by whom;
(h). ensuring that personal data being processed on behalf of third parties can be processed 
only in the manner prescribed by the contracting institution or body;
(i). ensuring that, during communication of personal data and during transport of storage media, 
the data cannot be read, copied or erased;
(j). designing the organisational structure within an institution or body in such a way that it will 
meet the special requirements of data protection.” (emphasis added)

One may say that what is good enough for the EU’s own institutions should be good enough for others 
too.

GDPR requirement 4: the Accountability Principle

Articles 5(2) and 24(1) of the GDPR seek to draw the above requirements together.

Under Article 5(2) Data Controllers must be able to prove that they have complied with the Data 
Protection Principles and Article 24(1) and states that: 

This has been described by the European Data Protection Supervisor (“EDPS”) as a “a core provision 
of the GDPR” since it obliges the Data Controller to take steps to ensure (and be able to prove) that, not 
just the Data Protection Principles, but all of the requirements of the GDPR are being met – so that in 
addition to the Data Protection Principles, organisations must put in place arrangements to facilitate
data subject rights and notification of data breaches (see below). (1)
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By maintaining a secure log of all access to Personal Data, the ObserveIT solution is clearly capable of 
assisting in this regard.

GDPR requirement 5: Data Breach Notification

Another highly relevant requirement is that set out in Articles 33 and 34, under which Data Controllers 
must notify the relevant national data protection regulators, and potentially the individual data subjects 
affected, within 72 hours of a Personal Data Breach occurring, providing full details of the breach, its 
possible consequences and the remedial action taken.

This obligation to self-report exposes an organisation to potentially very serious consequences (fines of 
up to 4% of global revenues, damages actions and, potentially most serious of all, reputational damage) 
hence many organisations in this position will wish to be in full possession of the facts before making 
such a report so as to be able to put as favourable a complexion on those facts as they can reasonably 
bear.  

It appears to us that the ability of the ObserveIT system to:

detect Personal Data Breaches and immediately alert management via email; and

comprehensively search metadata to detect rapidly if a Personal Data Breach has happened and 
the identity of the individual responsible

could assist organisations in complying with Personal Data Breach notification obligations under 
Articles 33 and 34.
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