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HOW OBSERVEIT ADDRESSES 
KEY HONG KONG IT SECURITY 
GUIDELINES 
The Office of the Government Chief Information Officer of The Government of the Hong 

Kong Special Administrative Region issued its IT Security Guidelines [G3]1, version 7.0, in 

September 2012. These Guidelines include a wide range of information security governance 

recommendations and best practices related to the usage of IT in organizations. 

The present document presents a high-level look at how ObserveIT’s user activity recording 

and logging solution addresses a number of the key Guidelines.2 Also mentioned are a 

number of the Hong Kong Monetary Authority’s General Principles for Technology Risk 

Management [TM-G-1]3 (version V.1–24.06.03) addressed by ObserveIT. 

WHAT IS USER ACTIVITY MONITORING? 

ObserveIT’s User Activity Monitoring system generates video recordings of every user session, providing 

unparalleled insight into what is being done on company servers. Whereas standard logs collect data on server and 

network activity, session recordings and logs focus on the user activity within the operating system and every 

application (commercial, bespoke, legacy and cloud). This granular, user-focused monitoring capability offers a 

detailed and invaluable tool with which to 

understand what administrators and remote 

vendors are doing on monitored servers. 

However, ObserveIT goes far beyond simply 

recording the on-screen activity to video: the 

software transcribes every session into an easy-

to-read user activity log so that watching the 

video isn’t necessary to know what the user did. 

Clicking on any particular event in the log 

launches the video playback from that exact 

moment. 

                                                                 

1 http://www.ogcio.gov.hk/en/infrastructure/methodology/security_policy/doc/g3_pub.pdf  
2 Note that the Guidelines quoted herein are paraphrased from the original for the sake of brevity and clarity. 
3 http://www.hkma.gov.hk/media/eng/doc/key-functions/banking-stability/supervisory-policy-manual/TM-G-1.pdf  

http://www.ogcio.gov.hk/en/infrastructure/methodology/security_policy/doc/g3_pub.pdf
http://www.hkma.gov.hk/media/eng/doc/key-functions/banking-stability/supervisory-policy-manual/TM-G-1.pdf
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This activity analysis is also used to generate real-time user activity alerts and reporting. 

Integration with other systems – including log analysis, security information and event monitoring (SIEM), access 

control and IT ticketing systems – further leverages the value of the session recordings and text logs by making 

them readily available when and where they are needed. Learn more about ObserveIT at www.observeit.com. 

Following are the Top 3 ways in which ObserveIT addresses the Hong Kong ITSec Guidelines. 

SECURITY MONITORING AND LOGGING OF PRIVILEGED USER ACTIVITY 

7.2 Management Responsibilities:  Outsourcing Security 
Bureaux/departments should actively monitor external service providers. 

10.2 Data Security:  Data Life Cycle Management 
Data access and usage activities should be properly monitored, and if possible with preventive 
measures to alert/stop policy violations. 

12.14.1 Operations Security:  Logging 
Applications should have auditing or tracing functions in order to give more information on 
individual use or misuse of the application. 

12.14.2 Operations Security:  Monitoring the System 
In addition to the application log, server system log (e.g. firewall logs, web access logs, system 
event logs) shall also be reviewed regularly to detect anomalies, including those attacks / 
intrusions on system software or web applications targeting on end users. Most unauthorised 
users of an information system can be detected via system monitoring. 

Why It’s Important 
Both internal privileged users and external service providers (who typically access internal systems from remote 

locations) hold the “keys to the kingdom.” These are the people with the greatest potential to cause data 

breaches, configuration faults or other system damage, whether intentionally or inadvertently. It is critical for the 

organization to be aware of exactly what these privileged users are doing inside the network, both during and after 

their activities. 

The ObserveIT Solution 

 ObserveIT generates both visual and textual activity logs of all actions performed by users on all Unix, Linux 
and Windows servers in all applications and system areas, with no gaps. 

 Custom-defined activity alerts can inform administrators, in realtime, whenever suspicious activity is 
occurring.  

 Keyword-based activity search makes it easy to discover exactly who did what, for faster and easier after-the-
fact forensics investigations. 

 ObserveIT can record all user actions and configuration changes made to server settings, network hardware 
and other devices. 

1
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http://www.observeit.com/
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 Native integration with IT ticketing systems allows administrators to click a link within any ticket record to 
immediately access video recordings and textual activity logs of all sessions related to a ticket. 

 ObserveIT activity logs can be integrated into log management, SIEM and NMS systems for user activity 
analytics in those systems. 

 

 
Alert details are overlaid in the session player, at the moment in the video that the alert was generated. 

UNIQUE USER IDENTIFICATION 

9.3 Access Control Security: User Identification 

Individual accountability should be established by identifying and authenticating users of the system with the 

use of a user identity which uniquely identifies a single individual such that subsequent tracing of the user's 

activities on the system is possible in case an incident occurs or a violation of the IT security policy is 

detected. 

Why it’s Important 
Many organizations grant access to sensitive systems via “shared login credentials,” such as administrator or root. 

While this simplifies system management, it becomes impossible to know which individual user accessed the 

system for any particular session. Some address this need with “password vaults,” but these systems are complex 

and expensive to deploy and maintain. A simple, effective and secure solution is required for unique identification 

of shared-account users. 
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The ObserveIT Solution 

 ObserveIT includes a secondary identification feature that uniquely identifies 
each actual user, even when using shared accounts (e.g., Administrator, 
Root).  

 After logging in to a server using a shared account, the user is required to 
enter his own personal credentials which are then logged together with the 
shared account access. 

 These secondary credentials can be defined in Active Directory or isolated 
within ObserveIT itself. 

 
 
 

CHANGE MANAGEMENT AUDITING 

12.1.4 Operations Security: Change Management 

Changes to information systems should be controlled and recorded. 

Why it’s Important 
Configuration changes made to servers, network devices and application software need to be carefully controlled 

and audited to prevent security breaches and system down time. When disaster strikes, it is vital that 

administrators and investigators can quickly determine exactly who did what and when so that the damage can be 

immediately reversed. 

The ObserveIT Solution 

 ObserveIT records every action performed by every user on every 
server, resulting in both visual and textual logs of all change-related 
activities, in all applications and system areas, with no gaps. 

 Unlike manual documentation methods (which are annoying to 
administrators, time-consuming and error-prone), ObserveIT 
effortlessly generates accurate documentation of every change. 

 Native integration with IT ticketing systems allows auditors and 
investigators to click a link within any ticket record to immediately 
access video recordings and textual activity logs of all server sessions 
related to the ticket. 
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GENERAL PRINCIPLES FOR TECHNOLOGY RISK MANAGEMENT [TM-G-1] 

The functionality described above also comprehensively 

addresses four central requirements included in the Hong Kong 

Monetary Authority’s Supervisory Policy Manual, General 

Principles for Technology Risk Management [TM-G-1], version 

V.1–24.06.03: 

3.2.1 For each application system, all users should be identified by unique user-identification codes (e.g. user 

IDs) with appropriate method of authentication (e.g. passwords) to ensure accountability for their 

activities. 

3.2.3 Monitoring of the activities performed by privileged and emergency IDs (e.g. peer reviews of activity logs) 

3.3.1 Monitoring the use of system resources to detect any unusual or unauthorized activities 

3.4.1 Adequate logging and monitoring of system and user activities should be in place to detect anomalies, 

and the logs should be securely protected from manipulation. 
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ZERO-GAP MONITORING, ANALYSIS, ALERTING AND INTERVENTION 

ObserveIT monitors, records and analyzes all user activity in every application, webpage and 

window, over any connection method (Remote Desktop, Terminal Services, GoToMyPC, 

LogMeIn, PC Anywhere, local login, etc.). ObserveIT also records Windows sessions running as 

Citrix published applications, in Citrix virtual desktops and VMware environments, as well as 

stand-alone Windows, Unix/Linux desktops and servers. Addressing a major security gap in most 

organizations, ObserveIT generates user activity logs and screen recordings for commercial, 

legacy, bespoke and cloud apps, including those with no internal logging facilities of their own. 

Administrators can watch live sessions and can even lock a session and user account from within 

ObserveIT if they wish to immediately stop a suspicious activity. This is particularly useful in the event that the 

system generates a real-time alert: the administrator receiving the alert can view all activity occurring in the live 

session screen, rewind to see the actions that led up the alert and take immediate action to halt the session. 

Additionally, the recordings and resulting user activity logs are valuable for root cause analysis, ad hoc IT forensics 

and regulatory compliance audit reporting. Reports can be customized to specific business needs and can be 

scheduled or run on demand. 

LOW RESOURCE REQUIREMENTS 

ObserveIT utilizes ultra-efficient data storage, requiring less than 250GB/year for a high-usage, 1000-server 

environment. The local agents have a minimal footprint of 1%-2% CPU utilization, 10 MB RAM during session and 

0% CPU when users are inactive. 



   
 
 

OBSERVEIT  HOW OBSERVEIT ADDRESSES KEY HONG KONG IT SECURITY GUIDELINES  7 

OBSERVEIT FEATURE HIGHLIGHTS 

 Screen capture recording plus video activity 

analysis for searchable, text-based logging of all 

user activity 

 Real-time alerts provide immediate awareness of 

suspicious, dangerous and out-of-policy behavior 

 Advanced keylogging enables keyword searching to 

instantly find any on-screen mouse or keyboard 

action 

 Records actions in all system areas and all apps – 

zero-gap recording of all commercial, legacy, 

bespoke and cloud apps plus all system areas 

 Supports all connection methods, including local 

login, Remote Desktop, Terminal Services, PC 

Anywhere, Citrix, VMware, VNC, Dameware, etc. 

 SIEM, NMS and IT ticketing system integration for 

better security and easier investigations – including 

direct links to session replay and user activity logs 

 Privileged User Identification, without requiring 

password rotation or check-in/check-out 

 Threat detection console detects and pinpoints 

suspicious activity  

 DBA Activity Audit monitors and audits all SQL 

queries executed by DBAs against production 

databases 

 Pre-built and customizable audit reports can be 

exported to Excel or XML, or scheduled to run 

automatically for email delivery 

 

TRUSTED BY 1200+ CUSTOMERS 

    

 

OBSERVEIT 
IDENTIFY AND MANAGE USER-BASED RISK 

Start monitoring in minutes, free: 
www.observeit.com/tryitnow 

 

http://www.observeit.com/tryitnow

