PRODUCT BRIEF

Application Security Testing for the
Modern Web
Powerful, simple scanning and
auditing of all of your web
applications.

Your web applications may be complex, but your application security testing tool
doesn’t need to be. InsightAppSec brings Rapid7’s proven Dynamic Application
Security Testing (DAST) technology to the Insight platform, combining powerful
application crawling and attack capabilities, flexibility in scan scope and scheduling,
and accuracy in results with a modern UI, intuitive workflows, and sensible data
organization. This enables you to identify XSS, SQL injection, CSRF, and other
vulnerabilities with unparalleled ease. The best part? All of these capabilities are
delivered via the cloud so that you’re up and running in minutes to identify the
critical security risks that exist in your applications.
Identify risks quickly, painlessly, and before they’re exposed to attack
InsightAppSec requires no installation of on-premise components—just log in and
start scanning. This simplicity and ease of use doesn’t come at the cost of power,
though. Scans in InsightAppSec can be configured to meet your testing needs and
ensure comprehensive coverage of all your applications, including the more modern
and complex ones. Scan coverage in modern applications has historically been a
problem for some DAST tools, but InsightAppSec’s scan engine has been purposely
built to overcome these challenges.

Sta rt y our free 30-d a y t r ia l o f
In s ightAppS ec in j us t m i n u te s .

With InsightAppSec, you can:
• Get up and running in minutes
• Crawl and attack your modern applications with over 90 attack modules
• Scan external and internal applications
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READY TO GET
STARTED?

Although InsightAppSec lives in the cloud, it can also scan your internal apps (like
pre-production instances), with a scan engine deployed on-premise. Even better? All
of your results are stored in the cloud, so that you have a single, live view of all of
your application vulnerabilities.

Manage your app portfolio at a glance
Web applications these days are rarely monolithic; instead they have complex
multi-component architectures like decoupled front ends and multiple instances,
like development, pre-production, and production. InsightAppSec provides the
flexibility to configure scans to optimize coverage and test for individual aspects
of an application, such as a Single Page Application (SPA) front end.
Though the components may be completely different technologies, to your
organization they are still considered parts of the same application: This is why
InsightAppSec is designed to group scan targets into application portfolios.
All scans for an application, its components, and its instances appear in a
single application portfolio view, making scan management simple. The
Live Vulnerability View provides a single, concise view of scan results for
an application portfolio and displays an up-to-date listing of vulnerabilities
detected. With rich historical information provided for each vulnerability, you’ll
have the context to make critical prioritization decisions.
With InsightAppSec, you can:
• Group scan targets into application portfolios

SCAN

Identify application
risks quickly and
painlessly

• View all vulnerabilities across multiple scans and scan targets in a single
view
• Prioritize and filter vulnerabilities based on status and severity using Live
Vulnerability View

ANALYZE

Share actionable insights with DevOps to arrive at the right fix
Managing application risk requires keeping various stakeholders informed,
and arming your development teams with the shared visibility, analytics, and
actionable information they need to fix vulnerabilities.
With these SecOps principles in mind, InsightAppSec provides detailed technical
information on each identified vulnerability, along with recommendations to
remediate it. Reports can be custom tailored for the audience, whether it be
executive stakeholders who need an at-a-glance overview or developers who
need more technical details. Take it one step further by checking your PCI
compliance with InsightAppSec’s compliance reports and creating actionable,
interactive remediation reports for the development team.
The Attack Replay feature also empowers developers to confirm vulnerabilities
on their own. Static reports alone aren’t always enough to prove to
development that a vulnerability exists: Attack Replay makes it possible for
developers to reproduce the issue on their own, and after a fix is implemented,
test it immediately. InsightAppSec also integrates with ticketing systems
like Atlassian Jira so scan results can be shared with developers in workflows
they’re already accustomed to, enabling them to view their security issues right
alongside other bugs and tasks.

Manage your app
portfolio—all at a
single glance

FIX

Share actionable
insights with IT and
development

With InsightAppSec, you can:
• Take action by leveraging detailed explanations of vulnerabilities with
technical details and remediation recommendations
• Generate tailored vulnerability reports for various stakeholders, including
interactive reports for app developers
• Empower developers with Attack Replay so they can confirm vulnerabilities on their own and test their fixes immediately

READY TO FIND ALL THE VULNS?
START YOUR FREE 30-DAY TRIAL.

