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Paying the Price of 
Destructive Cyber Attacks
The NotPetya attack, which paralyzed Ukrainian companies and spread around 

the world to cripple shipping ports, factories and offices, is now taking 

a toll on the quarterly earnings of several major U.S. and European 

organizations. In recent weeks, companies including FedEx and Merck have 

revealed to investors that the late June attack will cost them significant 

amounts of revenue.
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So far, the June attack has cost companies an estimated 
$592.5 million in revenue based on calculations made 
with figures from U.S. Securities and Exchange filings and 
investor statements.

This total includes money lost in quarterly and yearly revenues as well as financial and 

operational losses, some of which won’t be known for months. And this number is expected to 

grow as companies continue to calculate NotPetya’s fiscal impact. 

Here’s how NotPetya’s financial repercussions have played out to date and how this malware 

differs from other attacks. The goal isn’t to shame or embarrass the victims by attaching dollar 

amounts to the attack. Instead, we’re hoping to show that destructive, non-targeted attacks 

like NotPetya can seriously harm any organization and that cyber security incidents can hit the 

bottom line. 

Quarterly revenues take a massive hit...
Quarterly revenue was the first place where the attack’s financial effects were seen. Using 

publicly disclosed figures, Cybereason estimated that companies lost $456.4 million in 

quarterly earnings as a result of NotPetya. 

Nuance Communications $15,400,000

Beiersdorf   $41,000,000

Mondelez International $150,000,000 

Maersk    $250,000,000

Total:   $456,400,000
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And these are figures are for just one quarter. Some companies, among them Nuance and 

Mondelez, have said that NotPetya will affect revenue in future quarters as well. Nuance didn’t 

provided an estimate for NotPetya’s impact on Q4 revenue, only saying that the malware 

would impact earnings for the second half of the fiscal year. During its Q2 earnings call, 

Mondelez’s CFO said the company anticipates that NotPetya will affect Q3 revenue, but didn’t 

provide figures. 

...and 2017 full-year revenue will also be impacted
NotPetya’s financial impact is not limited to quarterly revenue. Some companies reported that 

the wiper will also cut into full-year revenue. That cost comes in at $129 million based on our 

calculations, but there’s an asterisk next that figure since several companies are still figuring 

out the full-year fiscal damage.

For example, British consumer goods maker Reckitt Benckiser lowered its 2017 sales forecast 

on July 6, becoming one of the first companies to put a cost on the NotPetya attack. Reckitt 

Benckiser, which makes Durex condoms and Lysol disinfectant, said that annual sales would 

increase 2% instead of 3%. Additional financial details weren’t provided but using 2016’s sales 

figures, a 1% drop in the yearly forecast would equal approximately £100 million (US$129 

million).

FedEx told a similar story. In a July 17 filing with the U.S. Securities and Exchange 

Commission, the shipping giant reported that the NotPetya attack on its TNT Express 

subsidiary will negatively affect the delivery company’s full-year financial results. FedEx said 

that it can’t quantify NotPetya’s impact on its revenue, but the bottom line will suffer because 

fewer package were shipped and the company had to enact contingency plans and repair 

damaged systems.

 

“Given the recent timing and magnitude of the attack, in 
addition to our initial focus on restoring TNT operations 
and customer service functions, we are still evaluating the 
financial impact of the attack, but it is likely that it will be 
material,” FedEx filing with the U.S. Securities and Exchange Commission
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Drug maker Merck is also still working out the monetary damage caused by the June 27 

attack, which hindered worldwide operations in manufacturing, research and sales, the 

company said on Aug 2 in its Q2 earnings call. Parts of Merck’s operations remain disabled 

more than a month after NotPetya infected computer worldwide and “full recovery from the 

cyber attack will take some time,” CEO Ken Frazier said during the call.

Frazier added that Merck’s full-year guidance would have been higher had it not suffered a 

cyber attack. Company executives didn’t provide a figure for the attack’s full cost but did say 

that operational expenses would increase compared to last year due to remediation efforts 

brought on by the attack. Merck said drug sales won’t be impacted but warned that it faces 

delays fulfilling orders of particular products in certain parts of the world.

The bottom line - NotPetya damages 2017 full-year revenue 

Reckitt Benckiser  $129,000,000

FedEx    *

Merck    *

Total:   At least $129,000,000 and growing...

* Companies are still calculating how NotPetya will affect full-year revenue. 

The collateral damage in addition to the financial fallout - 
operations stalled
There are additional financial and operational costs that companies have linked to NotPetya. 

Mondelez incurred $7.1 million in incremental expenses as a result of the attack. This figure 

wasn’t included in the $150 million the company, which counts Cadbury and Nabisco as 

subsidiaries, reported in lost quarterly revenue. 
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And Mondelez anticipates that the attack will result in other costs that have yet to be 

determined stated the CFO Brian Gladden during the company’s earnings call.

 “Although we’ve now restored the majority of our affected 
systems, in a few cases, parts of our supply chain have still 
not fully recovered. We’ll also incur some additional onetime 
costs related to the incident during the second half,”  
       Mondelez, CFO Brian Gladden

Meanwhile, Merck is still working out the monetary damage caused by the June 27 attack, 

which hindered worldwide operations in manufacturing, research and sales, the company 

said on Aug 2 in its Q2 earnings call. Parts of Merck’s operations remain disabled more than 

a month after NotPetya infected computer worldwide and “full recovery from the cyber attack 

will take some time,” CEO Ken Frazier said during the call. He added that drug sales won’t be 

impacted but warned that the company faces delays fulfilling orders of particular products in 

certain parts of the world.

The $41 million figure given by German consumer product manufacturer Beiersdorf excludes 

the costs of using other production sites to make up for the shortfall and hiring outside firms 

to handle incident response and recovery, meaning that more financial fallout is likely, CFO 

Jesper Andersen said during the Q2 earnings call.

“It is very important to stress that there is a cost and there 
will be a cost associated with NotPetya...we are still working 
our way through it. Our focus so far has been on recovery.” 

       Beiersdorf, CFO Jesper Andersen



©2017 Cybereason. All rights reserved. 6

The financial and operational fallout

Mondelez   $7,1000,000

Merck    *

Beiersdorf   * 

Total:   $7,100,000 and growing

* Companies are still calculating NotPetya’s additional financial and operational impact

So adding the total quarterly loss, the total yearly loss and the total financial and operational 

cost, NotPetya cost companies a combined $592,500,000 and that number will only go up 

between now and the end of the fiscal year. 

What makes NotPetya different - and more dangerous - 
compared to other cyber attacks
Companies have long been knocked offline by cyber attacks that ultimately impacted their 

bottom lines. The 2013 Target data breach, for example, costed the retailer $291 million while 

Home Depot said it incurred $263 million in expenses following the 2014 data breach.

But those were targeted attacks. Criminals specifically singled out these organizations. 

NotPetya, by comparison, was an untargeted campaign without a specific victim. 
Many of the impacted companies were infected after downloading a routine update for an 

accounting application that, unfortunately, attackers had tainted. There was no elaborate 

social engineering scheme or man-in-the-middle attack or malicious USB stick. Legitimate 

software was updated, a routine task that companies and employees carry out on a daily 

basis.
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And NotPetya was not an isolated incident 
Over the last two decades, there has been an increase in the quantity and specificity in  

destructive cyber attacks like NotPetya. Unlike other attacks, these campaigns are designed 

to destroy data and IT assets. And despite the level of damage caused, they weren’t carried 

out with advanced methods. Instead, attackers rely on relatively unsophisticated but highly 

effective tools that are easy to code and execute. Take NotPetya. While initial reports 

classified the program as ransomware, it was later determined that NotPetya’s behavior more 

closely matched a boot record wiper, which is a very basic technique.

Even though the majority of cyber incidents are still motivated by espionage or criminal 

activity, the increased use of destructive tools is an alarming and growing trend. The private 

sector can’t dismiss the security repercussions of this development. 

The fiscal fallout from destructive attacks like NotPetya has escalated information security 

to the level of investors, who are increasingly hearing about these incidents during earnings 

calls. 


