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The character of war has evolved from the precision strike and 

stealth regime developed in the late Cold War–era to operations 

and technologies that target an opponent’s decision-making. 

This shift has taken many forms, such as gray zone operations, 

hybrid warfare, little green men, and salami-slicing operations 

and tactics. Cognitive warfare represents the culmination of this 

evolution in how countries conduct military operations and calls 

into question whether traditional kinetic operations alone are 

necessary to achieve an aggressor’s objectives.

Cognitive warfare is highly disruptive, threatening democratic 

institutions and sovereignty and likely changing the character of 

war and perhaps analysts’ understanding of conflict. The con-

vergence of advances in brain sciences, data and computa-

tional technologies, and algorithm-based attention models has 

fundamentally altered the global strategic environment, expand-

ing the attack surface that foreign adversaries can exploit us-

ing cognitive manipulation. Thus far, policymakers in the United 

States have been slow to diagnose and react to cognitive war-

fare not only because of its novelty but also perhaps because 

the American public has remained under a persistent state of 

cognitive manipulation, which has debilitated the people.

This report builds on Andrew F. Krepinevich’s analysis in The 

Origins of Victory, which emphasizes that the world is facing a 

shift in military affairs.1 The United States’ precision-strike ad-

vantage has eroded, and disruptive technologies like artificial 

intelligence, quantum computing, and synthetic biology are 

reshaping warfare dynamics. China and Russia are contesting 

and, in some cases, achieving overmatch against the US mili-

tary, with ambitions of reshaping the global order.

The emergence of cognitive warfare—which manipulates cog-

nition to destabilize sociocultural, economic, political, and mil-

itary systems—poses a unique threat to America and its allies. 

This type of warfare differs from information warfare2 in that it 

aims to influence how, not what, people think, feel, and act, 

altering the cognitive space from individual to population levels. 

Key components of cognitive warfare include its tactical and 

strategic use, manipulation of the way people think, reliance on 

brain science and data, and ability to employ multiple engage-

ment modes. The use of algorithm-based computational pro-

paganda and the ability to create self-sustaining feedback and 

amplification loops are significant features.

The US Department of Defense (DoD) as well as the North 

Atlantic Treaty Organization (NATO) and other allies have ac-

knowledged the changing character of warfare and the impli-

cations of failing to meet the associated challenges. Operations 

will become fractured, disjointed, and ultimately ineffective as 

enemies disrupt or destroy linkages and network connections. 

Perhaps most insidiously, the military may find itself irrelevant to 

adversary operations as cognitive warfare capabilities emerge 

and mature to the point where adversaries can coerce societ-

ies through so-called information confrontation. The US and 

its allies are likely to find themselves outflanked in the battle 

space, either ineffective or unable to respond because ad-

versaries can reach into entire domestic populations. Despite 

this danger, US and allied military forces and national securi-

ty policymakers have not yet organized their institutions and 

infrastructure to detect, track, and combat cognitive warfare 

campaigns that adversaries are waging against the American 

public. Moreover, Washington and its partners have not devel-

oped the operational concepts and requirements necessary to 

employ their own cognitive warfare capabilities in support of 

their security needs.3

To understand the effects of cognitive warfare and to opera-

tionalize defensive measures in support of national security de-

cision-making, one needs to construct a mental framework for 

how it appears and operates on human beings. The first step 

in building this framework is to construct an ontology—a formal 

system for organizing knowledge. The National Academies of 

Science, Engineering, and Medicine (NASEM) define an ontol-

ogy as a formal knowledge organization system, which serves 

as a shared conceptualization and framework for understand-
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ing complex relationships. In this context, the NASEM’s 2022 

report Ontologies in the Behavioral Sciences serves as a crucial 

reference.4 It highlights the significance of ontologies in the be-

havioral sciences, a relevance that extends to the environments 

of competition and conflict.

The use case, a concept that originated in software engineer-

ing, can help readers design the ontology. In this report, use 

cases are narrative scenarios that illustrate how individuals in-

teract with a system to achieve objectives. Engineers structure 

use cases around five parameters: actors, context, resource, 

expected outcome, and stakeholders. In the context of com-

petition and conflict in the cognitive space, this model identifies 

and categorizes ontological elements.

The following proposed tool dimensions provide a comprehen-

sive framework for understanding the multifaceted nature of 

cognitive warfare:

1. Tools exploiting cognitive biases and perception: These 

threats manipulate individuals’ cognitive biases and per-

ceptual vulnerabilities to shape their opinions and behavior.

2. Tools involving neuroscience and biology: Adversaries 

leverage advances in neuroscience and biology to influence 

and control the cognitive processes of individuals.

3. Tools exploiting social psychology and group dynamics: 

Adversaries harness social psychology and group dynam-

ics to manipulate group behavior, create polarization, or in-

fluence collective decision-making.

4. Tools employing techno-social applications: Adversar-

ies use information technology to disseminate narratives, 

engage in social engineering, and conduct information 

operations.

5. Tools related to information technology: Information 

technology provides tools for cyberattacks, disinformation 

campaigns, and the disruption of critical infrastructure.

These tool dimensions serve as a foundation for constructing 

an ontology that systematically categorizes and organizes the 

diverse aspects of cognitive warfare. The ontology encompass-

es elements such as classes, attributes, properties, and hier-

archies to provide a structured understanding of the cognitive 

domain. It acknowledges the dual-use nature of these dimen-

sions, in which they represent both threats and opportunities. It 

also highlights the overlap between technological threats and 

cognitive threats.

The proposed cognitive warfare ontology offers a tool for un-

derstanding and countering cognitive threats. By categorizing 

and interconnecting the diverse aspects of cognitive warfare, 

it aids in the identification of vulnerabilities, the development 

of countermeasures, and the assessment of opportunities. It 

empowers national security decision-makers with actionable 

strategies and operational concepts tailored to the cognitive 

space. As cognitive warfare evolves, continuous refinement, 

integration into existing security protocols, and collaboration 

among experts from various fields should enhance the ontolo-

gy’s capabilities. The ethical and legal dimensions of cognitive 

warfare, privacy concerns, and international cooperation also 

require attention.

The cognitive warfare ontology, shaped by the forces of neuro-

science, technology, and influence, is a crucial tool in navigating 

this complex and evolving topic. Through research, adaptability, 

and a forward-thinking approach, the United States can secure 

its cognitive spaces in an era defined by cognitive warfare.



Andrew F. Krepinevich argued recently in The Origins of Victo-

ry that the world finds itself today in the midst of a new period 

of disruption in military affairs. The precision-strike regime that 

the United States developed in the late Cold War has matured 

to the point that the US no longer enjoys an overwhelming 

advantage over peer competitors. Technologies that are dis-

ruptive not only in degree but also in kind—such as artificial 

intelligence, additive manufacturing, quantum computing, and 

synthetic biology—are reshaping the character of warfare. 

Communist China and Russia have introduced conventional 

capabilities at scale to contest, and in some cases overmatch, 

US conventional forces in most domains. These adversaries 

are now reshaping the global order to their advantage and, 

in the case of Communist China, intend to achieve global he-

gemony. While national security experts largely agree that the 

Chinese Communist Party (CCP) and Russia threaten Ameri-

can security, there remains no consensus on the direction the 

US should take to address these threats. Neither political nor 

military leadership has united around operational challenges 

on which to focus the military’s efforts toward disruptive in-

novation.5

There is nothing new about using information-based strat-

egies to achieve strategic aims. While strategists often hold 

up the ancient aphorism “Divide and conquer” as a model, 

classical theorists such as Sun Tzu, Aristotle, Niccolò Ma-

chiavelli, and even William Shakespeare suggest the best 

way to divide enemies—either internally or in alliances—is to 

Photo: A woman wears a brain monitoring machine by the Chinese 

company Yiruide Group at the 2024 World Health Expo in Wuhan, Chi-

na, on April 7, 2024. (Photo by STR/AFP via Getty Images)
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break their mutual trust. As Michael Warner and John Chil-

dress note:

Clever sovereigns and commanders thus seek to 

suborn, confuse, deceive, or mislead their adver-

sary’s subjects, supporters, and allies to drive down 

the willingness of their foes to collaborate. They do 

so by flooding their foes with too much information 

to process, confirming foes’ biases while hiding key 

elements and clues to their real intentions, and espe-

cially by making adversaries afraid of each other. In 

short, effective rulers and generals do what they can 

to break down trust among their opponents.6

Perhaps the most disruptive development in global security is the 

emergence of new forms of warfare beyond the traditional kinet-

ic, conventional space and the nuclear space. This should not be 

surprising because nuclear and non-nuclear powers will naturally 

seek ways to achieve their strategic aims while reducing the risk 

of open conflict and potential nuclear escalation. The approaches 

that strategists previously referred to as hybrid warfare, asymmet-

ric warfare, and gray-zone warfare, among others, did not have the 

system-destruction potential that emerging strategies may cause 

today or in the near future. Those older strategies are still just as 

concerned about occupying physical space as they are about in-

fluencing the decision space. In contrast, cognitive warfare need 

not rely on the occupation of physical space (see figure 1). This is 

due to the rapid advancement in the understanding of the human 

brain, the ability to operationalize that understanding through sci-

ence and technology, and the economic factors driving the rapid 

adoption and use of incentive behavior models. The convergence 

of these forces through leveling technologies makes what humanity 

once thought impossible or improbable, doable: the employment 

of non-kinetic, difficult-to-attribute warfare capabilities and cam-

paigns that can assess, access, and affect the cognitive space in 

novel ways, from the individual to groups and populations, at the 

tactical to strategic levels. The aspirations of what analysts now 

call cognitive warfare are on the verge of realization.

This report defines cognitive warfare as the following:

The employment of science and technology that al-

ters cognition within individuals, groups, and popu-

lations, thereby leading to changes in understanding, 

emotion, and behavior. Its aim is to incur disrup-

tive influence in either direct or indirect propagative 

ways by altering the sensations, perceptions, beliefs, 

thought patterns, emotions, and resulting behaviors 

of individuals and collectives so as to destabilize and 

directionally manipulate the sociocultural, ecological, 

economic, political, and military status quo and thus 

to enable intentional leverage and power. Key features 

include the applications of advanced understanding 

and methods of the brain sciences, the reliance on 

data and computational sciences and technologies, 

the use of the electromagnetic spectrum, and social 

media driven at varying speeds and scales to target 

key agents, actors, groups, and populations who may 

in turn exert behaviors that amplify disruptive effects in 

particular scales and directions.

Key components of cognitive warfare are as follows:

• States employ it at the tactical and strategic levels to attack 

competitor or adversary individuals, groups, or systems.

• Combatants use it to influence and direct the way people 

think, not necessarily what they think. It creates a high level 

of entropy by attacking trust in systems and institutions.

• It leverages advanced understanding and methods of the 

brain sciences (bugs, drugs, toxins data,7 devices) to affect 

individual and group decision-making.

• It can (either singularly or concomitantly) employ multiple 

modes of engagement, from influence to manipulation to 

control of individuals, groups, and populations.

• It adopts and adapts many aspects of behavioral and at-

tention-based economics, using the new narratives, semi-



otics, and constructs to influence and control the underlying 

network dynamics of various aspects and scales of human 

ecologies and systems (supply chains, hardware, software).

• It leverages algorithm-based capabilities using computation-

al propaganda.

• Cognitive warfare capabilities can create their own self-sus-

taining feedback and amplification loops.

It is essential to note that cognitive warfare extends beyond tra-

ditional information operations (i.e., influence, propaganda, and 

manipulation of public opinion). These soft power aspects of 

information operations can be an integral component of cog-

nitive warfare,8 which has caught the attention of US allies. For 

example, NATO has established the Center for Excellence in 

Strategic Communication, which conducts research to support 

counter-disinformation campaigns and addresses the implica-

tions for alliance security and the complex challenges that cog-

nitive warfare imposes. Studies that NATO has published thus 

far underscore the fact that cognitive warfare is an integral part 

of society with broader social implications, alluding to the need 

to protect democratic systems and institutions. They highlight 

not only the role of narratives in manipulating perception and 

opinion but also the growing use of advanced neuroscience and 

technology to manipulate and control populations, distinguish-

ing cognitive warfare from traditional information operations.9

The Department of Defense Strategic Multilayer Assessment 

has taken a multidimensional approach to comprehending the 

complexities of information-age conflict, hoping to provide poli-

cymakers with strategies to counter adversary cognitive warfare 

campaigns. Their studies and presentations have highlighted 

ethical considerations associated with cognitive warfare, noting 

that the potential for exploiting technology in conflict requires 

ethical boundaries, especially in the emerging fields of neurosci-

ence and synthetic biology. Military institutions are also keenly 

interested in understanding human physiology in warfare, in-

cluding the monitoring and manipulation of physiology to evalu-

ate and enhance combat effectiveness. The interplay between 

different cultural factors and their roles in understanding the 

so-called will to fight, as well as the behavioral and psycholog-

ical aspects of different actors in war, is receiving considerable 

attention. Finally, modeling and simulation can offer insights 

that assist with anticipating future challenges and identifying 

potential strategic latencies and opportunities for strategic ad-

vantage.10

Research institutions, universities, and think tanks have invest-

ed considerable resources in attempting to identify, analyze, de-

fine, combat, and even conduct cognitive warfare. RAND has 

produced research on a wide range of topics related to informa-

tion warfare and strategic communications.11 Universities such 

as Oxford and Georgetown have established centers and pro-

grams focused on disinformation, misinformation, and the role 

that brain science and information technology plays in shaping 

human behavior. The Defense Advanced Research Projects 

Agency (DARPA) has sponsored several programs focused on 

understanding and countering cognitive warfare, including nar-

rative networks, programs to model social media network influ-

ence and manipulation, and the development of tools to rapidly 

assess human cognitive states in response to stimuli and the 

global modeling of policy decisions.

The DoD as well as NATO and other allies have acknowl-

edged the changing character of warfare and the implications 

of failing to meet the associated challenges. Operations will 

become fractured, disjointed, and ultimately ineffective as en-

emies disrupt or destroy linkages and network connections. 

Perhaps most insidiously, the military may find itself irrele-

vant to adversary operations as cognitive warfare capabilities 

emerge and mature to the point where adversaries can co-

erce societies through information confrontation. The US and 

its allies are likely to find themselves outflanked in the battle 

space, either ineffective or unable to respond because ad-

versaries can reach into entire domestic populations. Despite 

this danger, US and allied military forces and national security 

policymakers have not yet organized their institutions and in-
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frastructure to detect, track, and combat the cognitive warfare 

campaigns that adversaries are waging against the American 

public. Moreover, Washington and its partners have not devel-

oped the operational concepts and requirements necessary to 

employ their own cognitive warfare capabilities in support of 

their security needs.12

This report will highlight what makes cognitive warfare highly 

disruptive, threatening the core legitimacy of democratic in-

stitutions and political sovereignty. It will posit the need for a 

framework to operationalize the cognitive space, but before pol-

icymakers can accomplish operationalization, an ontology will 

be necessary. While a comprehensive ontology is beyond the 

scope of this report, the following section will propose some 

top-level classes or concepts, attempting to define some attri-

butes and properties. From this rough sketch, we might identify 

potential use cases and threat elements that will help formulate 

a definition of cognitive war. Finally, the report will propose ways 

in which the US and its allies should operationalize the space 

and suggest future research questions.

Figure 1. Notional Sketch of Cognitive Warfare Campaigns

Source: Author.
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Global power competition in the twenty-first century is being 

shaped in part by the convergence of three forces: (1) advances 

in understandings and methods of brain sciences, (2) growth in 

the use of and reliance on data and computational technologies 

with dual-use potential, and (3) algorithm-based evolving busi-

ness and marketing models that condition human behavior (see 

figure 2). Chinese policies and investment decisions are creating 

and exporting a techno-authoritarian information control regime. 

At the same time, global technology companies are deploying 

anticipatory decision-based modeling systems designed to cre-

ate the conditions in consumer environments that shift from pre-

dicting consumer desires and having products available to con-

ditioning consumers to desire the product. This has changed the 

global strategic environment and threatens the efficacy of Amer-

ican assumptions about strategic competition and cooperation. 

Indeed, it expands the attack surface of the American population 

to cognitive manipulation and control by foreign adversaries.

Emerging Trends in Neuroscience

“Speaking of a future at most only decades away, 

an experimenter in intelligence control asserted, ‘I 

foresee a time when we shall have the means and 

therefore, inevitably, the temptation to manipulate 

THREE FORCES SHAPING 
GLOBAL POWER COMPETITION

Photo: A man holds a smartphone iPhone screen showing various so-

cial media apps on March 13, 2024, in Bath, England. (Photo by Anna 

Barclay/Getty Images)
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the behavior and intellectual functioning of all the 

people through environmental and biochemical 

manipulation of the brain.’” 

—Zbigniew Brzezinski, Between Two Ages: 

America’s Role in the Technotronic Era (1970)13

The study of the human brain and its applications to warfare 

and security are not new in human history. Understanding the 

psychological state of one’s own forces as well as the ene-

my’s is necessary to gain strategic advantage. Commanders 

and political leaders have had to take care to keep their armies 

and their populations motivated during war and address their 

anxieties. In the cacophony of a battle, where forces can be 

spread across miles of space, timely decision-making and ef-

fective command and control often dictate the outcome. It has 

remained a long-held desire to win without fighting by using 

strategies of influence, intimidation, and deception to encour-

age or force the capitulation of adversaries. Ancient command-

ers from Alexander to Genghis Khan well understood the utility 

of force and employed diplomacy as well as what one would 

now call psychological and influence operations to achieve their 

strategic aims.

Today, national security institutions are leveraging advances 

in neuroscience and associated technologies in ways that 

Figure 2. Forces Shaping the Cognitive Space
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were once considered science fiction. Jonathan Moreno’s 

2006 book Mind Wars: Brain Research and National De-

fense provides a historical overview of US government–led 

research efforts in neuroscience and technology going back 

to the Cold War. Technologies he discusses in his work in-

clude neuroimaging; brain-machine interfaces; “augmented 

cognition,” or attempts to improve human cognition; and the 

use of pharmaceuticals to improve cognitive and physical 

performance. Importantly, he identifies the ethical, legal, and 

regulatory uses of neuroscience and technology and their im-

plications for national security.14

Since 2006, improvements in the understanding of brain 

functions and their applications to national security have only 

accelerated. State actors, especially techno-authoritarian 

powers, are devoting considerable resources to the develop-

ment of neuroweapons and synthetic biology with the desired 

effects of manipulating cognitive and emotional states. They 

can use these technologies as soft weapons to create eco-

nomic leverage, intelligence capabilities, and advanced psy-

chological influence operations, such as narrative networks. 

More concerning is the way neuroscience is informing the 

development of hard weapons that can have physical effects 

using chemicals, biologicals, toxins, and devices. When cou-

pled with the growing availability of biodata, including genetic 

and biological information, the dual uses of synthetic biology 

and neuroscience are apparent. Neuromodulating bioagents 

like opioids (such as fentanyl), enzymes, immune and inflam-

matory modulators, CRISPR-gene-edited agents to create 

“precision pathologies,” and even nanoneurotechnologies 

that can be aerosolizable may not be very far in the future.15

Governments are increasing research investments in brain 

and biological functions that can apply to military, intelligence, 

and strategic objectives.16 As these advances continue, pol-

icymakers need to navigate complex ethical and security di-

lemmas concerning privacy, consent, threats, and the poten-

tial misuse of neurotechnology and synthetic biology in the 

context of national security.17

Potentially, neuroscience and technology can study, define, 

predict, and influence human activities on the individual, 

group, and population levels. These actions can have sys-

temic effects across local, regional, and global scales and 

can transform the conduct and understanding of national 

security and defense. Brain assessment techniques such as 

neuroimaging, neurophysiological recording, neurogenomics 

and genetics, neuroproteomics, and neuro-cyber informatics 

have made possible more interventional technologies, such 

as cyber-lined neurocognitive manipulation, directed energy 

devices, novel pharmaceuticals, and organic neurotoxins. 

Scientists are weaponizing these technologies in the form of 

chemicals, biologicals, devices, and neuroweapons. Poten-

tialities include the use of pharmaceuticals and organic neu-

rotoxins against specific, high-interest targets; neuro-micro-

biologic agents that have psychiatric effects on groups and 

populations; and even neurovascular hemorrhagic agents 

(targeting individuals or creating “stroke epidemics”). It may 

soon be possible to use high-output sensory stimulators and 

even neural network disruptions (“confusion generators” and 

“time warpers”).18

Strategic competitors have invested considerable resources 

into the research, development, and fielding of neuroscience 

and biotechnology. China has announced initiatives to posi-

tion itself as the leading power in brain science and is open-

ly exploring the application of brain sciences to hard and soft 

power. Military writers and researchers in China argue that fu-

ture battlefield success will depend on “biological dominance,” 

“mental/cognitive dominance,” and “intelligence dominance” 

and are applying their own insights from neuroscience to ex-

ploit vulnerabilities in human cognition, including the develop-

ment of “brain control weaponry.”19 China’s People’s Libera-

tion Army (PLA)—the military wing of the CCP—has adopted 

a holistic concept of influence operations, emphasizing the 

military’s comprehensive approach to shaping narratives and 

perceptions.20 Their information warfare capabilities intertwine 

with their cognitive warfare strategies. China has developed 
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sophisticated techniques for cyber operations, which it uses 

not only for espionage but also for psychological warfare, af-

fecting its adversaries’ perceptions and cognitive processes.21

These tactics align with China’s strategic approach, in which it 

aims to win without fighting by shaping global narratives and 

perceptions to further its interests.22

China’s advanced technological capabilities, including AI and 

surveillance, are also pivotal in its cognitive warfare efforts. It 

uses these technologies to monitor and control information 

flows, thereby influencing the cognitive environment both do-

mestically and globally.23 Its control over widely used social me-

dia applications, such as TikTok and WeChat, as well as the 

underlying telecommunications infrastructure creates cognitive 

manipulation opportunities through algorithm-driven content 

recommendations and the sharing of personal data with Chi-

nese security and intelligence. It also serves as a propagation 

tool for misinformation and disinformation campaigns and has 

a profound effect on American mental health.24 In sum, China’s 

strategic employment of neuroscience and cognitive warfare is 

a multifaceted approach that encompasses information opera-

tions, cyber capabilities, and biotechnology, all aimed at gain-

ing an advantage in shaping perceptions, controlling narratives, 

and advancing its national security objectives.

Russia has been employing cognitive warfare tools as a geo-

political strategy for decades and has recently emphasized the 

blend of its concept of active measures with cyber operations 

to shape narratives, influence perceptions, and undermine the 

stability of democratic states. These tactics include the dis-

semination of false or misleading information, propaganda, and 

the use of cyber operations to infiltrate and disrupt digital infra-

structures.25 Russia’s largely successful employment of cogni-

tive warfare and information-related capabilities eliminates the 

binary boundary of peace and war, creating a conflict contin-

uum across the cognitive space that is both multifaceted and 

targeted to specific populations, whether NATO members, the 

American voter, or its own population.26

Data, Sensors, and Emerging 
Computational Technologies

“Science and technology has become the main 

battleground of great power rivalry.” 

—Xi Jinping27

The race to acquire advanced technologies in data storage, 

ubiquitous sensors, autonomous systems, human-machine 

teaming, and powerful computational technologies—all of 

which have cognitive warfare potential—will shape the emerg-

ing world order. The barriers to entry for these information-re-

lated technologies have dropped substantially, creating a global 

diffusion and proliferation regime in which any actor can access 

potentially disruptive technologies.

Data has become a strategic asset to harvest and exploit for 

oneself while denying it to an adversary in conflict.28 Govern-

ments, corporations, businesses, civic organizations, criminal 

organizations, nonprofits, violent extremists, and individuals are 

collecting and analyzing vast amounts of data to gain insights 

for their strategic purposes. Those who can harvest and pro-

cess data efficiently and effectively realize competitive advan-

tages. Advanced data storage and processing are enabling 

exponential growth in machine learning that is steering sophis-

ticated artificial intelligence applications. This growth is driving 

the development of human-machine teaming systems that seek 

to improve decision-making and operational effectiveness.29

AI and machine learning algorithms can automate the gener-

ation of targeted content, deepfakes, and personalized disin-

formation, making it easier to spread false information and ma-

nipulate public opinion. The ubiquity of sensors enabling the 

collection of real-time data connected to the Internet of Things 

and satellites can supply a holistic view of populations. Regimes 

can exploit this technology to gain insights into public senti-

ments, movements, vulnerabilities, or threats against them.30



Powered by AI and machine learning, autonomous systems 

can execute cyberspace operations, including malware deploy-

ment, without human intervention, thereby obfuscating attribu-

tion while enabling covert offensive operations.31 Collectively, 

these technologies contribute to cognitive warfare by facilitating 

the creation and dissemination of disinformation, propaganda, 

and targeted influence campaigns as well as sophisticated and 

effective manipulation of the cognitive environment.

Technical advancement in quantum computing has great po-

tential cognitive warfare effects because it is revolutionizing the 

fields of information processing and encryption. With the power 

of quantum computation, adversaries may be able to break 

current encryption methods, allowing access to sensitive infor-

mation. Quantum computing can enable more efficient and so-

phisticated data analysis, providing the means to create highly 

convincing disinformation campaigns and perhaps manipulate 

the cognitive environment on an unprecedented scale. While 

still in its nascent stage, it has powerful cognitive implications.32

Algorithm-Based Business, Marketing, 
and Financial Models

“You get a show or a movie you’re really dying to 

watch, and you end up staying up late at night, 

so we actually compete with sleep.” 

—Reed Hastings, CEO of Netflix33

The American public remains under a persistent state of cog-

nitive manipulation. As the information-based economy has 

grown, so too have economic interests that leverage advances 

in neuroscience and dual-use technologies to shape consumer 

preferences and behavior. And as the above quote from Reed 

Hastings suggests, businesses have a growing financial interest 

even in altering biological needs such as sleep patterns, con-

tributing to cognitive performance problems in order to maxi-

mize profitability.

Algorithm-driven business marketing models leverage insights 

from neuroscience to shape and potentially control human be-

havior. Neuroscience research is informing these industries by 

providing valuable insights into the human brain’s responses 

and preferences, allowing businesses to optimize their strate-

gies for maximum impact. Companies are using techniques like 

neuromarketing that combine psychology and neuroscience to 

design marketing campaigns that appeal to consumers on a 

subconscious level. These campaigns tap into cognitive pro-

cesses and emotional responses, ultimately influencing con-

sumer choices and preferences.34

Neuroscience findings are particularly valuable in the context 

of the “attention economy,” in which companies compete for 

consumers’ limited attention. By understanding the brain’s 

mechanisms of attention and cognition, businesses can design 

more captivating and persuasive content. Furthermore, the dig-

ital economy relies heavily on user data and the optimization of 

digital platforms. Here, neuroscience contributes to enhancing 

user experiences and fine-tuning algorithms to ensure consum-

ers remain engaged and responsive.35

Neuroscience is also reshaping financial services. This sector 

leverages data analytics and user-centric design to create more 

intuitive and persuasive financial products and interfaces. This 

approach aims to foster trust and loyalty, ultimately affecting 

consumer decisions related to financial technology.36

Convergence: Are Cognitive Campaigns 
Achieving System Destruction?
Advances in the neurosciences—and in the application of in-

formation technology at speed and scale toward these new 

understandings to shape and perhaps control human behavior 

at the individual, group, and population levels—have potential 

system-disruptive and -destructive effects that are likely over-

whelming policymakers and national security decision-making 

processes. America’s adversaries in Communist China and 

Russia are certainly employing cognitive campaigns against the 
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American public, but global technology companies, corpora-

tions, political advocacy institutions, and nonstate actors are 

also leveraging neuroscience and technology in support of their 

business interests, marketing strategies, public-opinion shap-

ing, and even criminal enterprises. The American polity itself 

may be exhibiting the effects of these campaigns with disas-

trous results for the social systems necessary for a functioning 

democracy.

Studies and reporting suggest that algorithm-driven applica-

tions, social media, and technology are shaping public behavior 

with significant public health impacts. For example, research has 

highlighted that as social media has become integral to modern 

life, especially among young adults, there has been a dramatic 

increase in social media addiction, anxiety, and depression.37

Studies highlight the effects of social media use on self-esteem 

and body image as well as the potential for cyberbullying and 

harassment.38 Research further suggests that young adults are 

more hesitant to approve of the use of force to protect national 

security interests and may not share attitudes that value Amer-

ica’s place in the world.39 This hesitation presents the worri-

some prospect that in the event of a national emergency, the 

populations that the nation relies on for political survival may 

not be inclined to defend it—or may participate in achieving US 

adversaries’ strategic objectives. The fact that CCP-controlled 

social media platforms such as TikTok and WeChat continue 

to operate within the American information ecosystem keeps 

open their attack vector into the American public and especially 

young adults, allowing the CCP to mold, shape, and potentially 

control American public behaviors in support of its systems-de-

struction strategies.40

Meanwhile, attention-based economic models driven by social 

media and online entertainment platforms rely on holding con-

sumer engagement. This often involves the use of algorithms 

that prioritize sensational and emotionally charged content, 

which can lead to addictive behaviors and emotional distress. 

These platforms are designed to capture and maintain users’ 

attention, often at the expense of their well-being.41

Since 2012, studies have suggested that social media use also 

amplifies political polarization. Neurotechnology is informing 

the design of algorithms and technology to appeal to individ-

ual cognitive biases and emotional responses. People naturally 

self-select into social media platforms that reinforce preexisting 

belief systems, creating echo chambers and inhibiting critical 

thinking. This polarization is contributing to social unrest, politi-

cal violence, and dysfunctional governance. It has also contrib-

uted to widespread belief in conspiracy theories and the erosion 

of trust in information sources outside one’s self-selected infor-

mation ecosystem. Online social media participation can thus 

reinforce false beliefs, shaping public behavior.42

Given the difficulty of unwinding the neurological and psycho-

logical pathways of behavior, analysts may have to accept that 

they know exposure to cognitive campaigns can influence peo-

ple’s behavior and that there is likely a neurological component. 

Applications of neurotechnology are only amplifying these path-

ways and system effects. While analysts do not yet fully under-

stand those pathways, they should pay attention to the social 

and behavioral aspects that would allow them to solve the parts 

of the problem they can observe and, through observation, de-

velop their own effective counter-cognitive campaigns as well.



In the context of cognitive warfare and information operations, 

operationalizing the cognitive space refers to the systematic and 

structured approach required to understand, influence, and ma-

nipulate the cognitive aspects of human behavior, perception, 

and decision-making. This includes understanding how indi-

viduals process information, form beliefs, and make decisions, 

which are crucial elements in the realm of cognitive warfare. To 

achieve this goal, an ontology is essential. This report will first 

propose examples, or use cases, that define how an actor or 

actors might employ cognitive warfare operations and whom 

these operations might affect, the tools and attributes associat-

ed with such operations, and finally a proposed framework for 

the ontology. Importantly, these tool dimensions represent both 

threats and opportunities for American and allied planners.

The NASEM define an ontology as “a formal system for organiz-

ing knowledge.” It is an explicit, formal specification of a shared 

conceptualization—a systematic set of shared terms and an 

explication of their interrelationships. Their 2022 report Ontolo-

gies in the Behavioral Sciences: Accelerating Research and the 

Spread of Knowledge will serve as the principal source docu-

ment because many of the challenges it identifies in the behav-

ioral sciences would also apply to competition and conflict.43

The process of building an ontology for the cognitive space in-

volves several steps, beginning with the development of use 

cases and tool elements that help give it structure. These use 

cases and tool elements provide the concepts and dimensions 

one needs to understand cognitive warfare. Once these are 

established, the next steps involve defining classes, arranging 

them hierarchically, specifying their attributes or properties, and 

populating the ontology with instances and values. This process 

is iterative, allowing for constant refinement as the understand-

ing of the cognitive domain evolves.

OPERATIONALIZING THE COGNITIVE SPACE: 
THE NEED FOR AN ONTOLOGY

Photo: (Getty Images)
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Use Cases
The NASEM use the term use cases within the context of 

software engineering to refer to situations in which software 

is usefully applied or to which it responds. It is a “narrative 

description or story involving someone interacting with a sys-

tem to achieve a particular goal.”44 Use cases are crucial to 

building an ontology as they define its scope and identify key 

concepts by outlining specific needs and scenarios. They 

ensure the ontology’s relevance and usability by focusing on 

the end-users’ requirements. Additionally, use cases facilitate 

effective communication among stakeholders and guide the 

ontology’s evaluation and validation, supporting an incremen-

tal development approach. The NASEM envisioned scenarios 

for what a system should do to help someone achieve a goal 

in a given context. These scenarios therefore differ from case 

studies, which represent fully realized instances of systems or 

applications.

The NASEM’s use case model is a tool for designing their on-

tology. It illustrates use cases in terms of five parameters: (1) 

actors (2) behaving in a particular context who are (3) using a 

Table 1. Five Parameters of a Use Case 

ACTOR CONTEXT RESOURCE
EXPECTED 
OUTCOME

STAKEHOLDER

Anyone/anything who 
performs a behavior 
to put a demand 
on the resource or 
system

Set of conditions that 
must be true or present 
before the use case 
proceeds; constrains the 
use case

Any ontological entity, system, or 
object that the ontological entity 
proximally informs or enables

Goal state or 
preferred state of the 
actor

Any individual or entity 
with vested interest in the 
behavior of the resource or 
system under discussion or 
who may be affected by it

Example: researcher, 
health care provider, 
policymaker, general 
public

Example: workplace, 
hospital, online or 
mobile device, home, 
government office, 
“during a pandemic” or 
other broader context

Example: Resource Discovery 
System, a visualization tool, a 
knowledge graph, a search engine, 
automated data sets, standard 
set of terms and definitions, an 
ontology of behavioral science

Example: theory 
advancement, 
guidance on better 
sleep, financial 
management 
education for citizens

Example: public, patients, 
students, administrators, 
policymakers, law 
enforcement

Source: Based off of National Academies of Sciences, Engineering, and Medicine, Ontologies in the Behavioral Sciences: Accelerating Research and the Spread of Knowledge (Washington, DC: 

National Academies Press, 2022), https://doi.org/10.17226/26464. 

resource (4) to achieve an expected outcome (5) that may affect 

additional stakeholders (see table 1).

In the context of competition and conflict in the cognitive space, 

one might suggest the use cases in table 2 from which readers 

can begin to identify ontological elements.

The above use cases are designed to flesh out elements of 

an ontology of the cognitive space, but this is certainly not a 

comprehensive list. Below the report proposes a list of tool di-

mensions of the cognitive space, as the section above outlined 

based on the literature, to form a comprehensive framework 

for understanding the multifaceted nature of cognitive warfare. 

Each dimension delves into distinct aspects of cognitive threats 

and opportunities, revealing a complex landscape that adver-

saries and potential defenders must navigate. These are tools 

that one can employ or surveil in the use cases.

1. Tools that leverage cognitive biases of individuals and 

their perception: This dimension underscores the impor-

tance of exploiting inherent human cognitive biases and 

https://doi.org/10.17226/26464


perceptual vulnerabilities. Adversaries can manipulate the 

way individuals perceive information, making them more 

susceptible to false narratives, misinformation, or emotional 

appeals. These cognitive biases may include confirmation 

bias, anchoring, and cognitive dissonance, which adver-

saries can exploit to shape perceptions and influence be-

havior.

2. Tools that leverage neuroscience and biology: Leverag-

ing advances in neuroscience and biology allows adversar-

ies to explore both soft and hard weapons. On the softer 

side, this dimension can encompass the development of 

persuasive techniques rooted in an understanding of brain 

function and psychological responses. On the harder side, 

it may involve the creation of substances or technologies 

that directly affect neural processes or cause physical harm.

3. Tools that leverage social psychology and group dy-

namics: Social psychology and group dynamics are key 

factors in shaping behavior and opinions. Adversaries 

can exploit these principles to manipulate group dynam-

ics, sow discord, or influence collective decision-making. 

Techniques may include stoking polarization, encouraging 

conformity, and creating a sense of identity or belonging.

4. Tools that leverage techno-social applications (infor-

mation to influence groups): This dimension highlights 

the role of technology in cognitive warfare. Adversaries can 

exploit the vast array of information and communication 

technologies to disseminate narratives, engage in social 

engineering, or conduct information operations. This en-

compasses the use of social media, online communities, 

and other digital platforms to influence targeted groups.

Table 2. Cognitive Warfare Use Case Examples

ACTOR CONTEXT RESOURCE EXPECTED OUTCOME STAKEHOLDER

Military Planning Staff 
(Example: J5)

Combatant 
Command 
Headquarters Staff

Ontological list of concepts and 
relationships

Integration of cognitive 
operations into operational 
campaign plans

Combatant Commander; 
Joint Chiefs, Secretary of 
Defense

Counterintelligence
Department of 
Justice

Intelligence, surveillance, 
reconnaissance (ISR) application 
of the cognitive space

Detection and identification 
of cognitive campaigns 
being waged against the 
US

Public, law enforcement, 
political leadership, foreign 
intelligence targets

Strategic 
Communications

Interagency
Ontological influence relationship 
map

Foreign partners’ alignment 
with US objectives through 
perception management

Foreign partner 
governments, global 
population, media, social 
media

Deception Planning Team
Combatant 
Command Joint 
Headquarters 

Identification of key adversary 
influencers

Adversary operations or 
resource decisions that 
benefit US interests

Military forces, allied and 
coalition partners

Homeland Defense Interagency
Ontological relationships between 
public and private entities

Resiliency and redundancy 
of critical infrastructure

Federal agencies, critical 
industries, general public

Source: Author. 
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5. Tools that leverage information technology: Informa-

tion technology provides tools for adversaries to launch 

cyberattacks, disrupt critical infrastructure, and engage in 

disinformation campaigns. This dimension covers a broad 

spectrum of digital threats, from hacking and data breach-

es to the spread of false information, which can erode trust 

and societal stability.

Importantly, these tool dimensions also represent opportunities 

for the US and its allies and partners. By understanding the 

cognitive warfare landscape and the techniques that adversar-

ies employ, these entities can develop countermeasures and 

mitigation concepts. Additionally, the insights they gain from 

cognitive warfare can inform strategies to conduct operations 

against adversaries, enhancing national security, resilience, and 

strategic advantage.

Furthermore, recognizing the overlap between these dimen-

sions is essential. Analysts might categorize tools that lever-

age technology as similar to the Open Systems Interconnection 

(OSI) transport layer, while they might view tools using group 

dynamics as on the network layer. Cognitive threats are not 

mutually exclusive, and adversaries may employ strategies that 

leverage multiple categories simultaneously (so can the US and 

its allies). Acknowledging this complexity makes it possible to 

develop comprehensive strategies and epidemiological ap-

proaches that address cognitive warfare’s intricacies and de-

fend against a wide range of threats and challenges.

The following are example strategies that adversaries are em-

ploying in the cognitive space today:

• Capture and control of strategic resources critical to infor-

mation technology

• Intellectual property theft and conversion

• Control of international governance institutions that regulate 

information technology

• Dominance of design standards and transfer protocols

• Reorganization and reform of the military

• Reflexive control strategies

• Population influence strategies

• Network reconnaissance operations

• Information system sabotage

These strategies seek to achieve end states such as informa-

tion control or population control, social disruption in a target 

country, doubts in military assurance, an advantageous form of 

economic development, and capture of the information initia-

tive. Table 3 displays three examples.

The proposed tool dimensions mentioned earlier significantly 

inform the development of an ontology of cognitive warfare. An 

ontology is a formal representation of knowledge that defines 

concepts and the relationships between them within a specific 

domain. In the context of cognitive warfare, these dimensions 

serve as fundamental building blocks for constructing an ontol-

ogy that systematically categorizes and organizes the diverse 

aspects of this complex field. Here is how these tool dimensions 

contribute to the formation of a cognitive warfare ontology:

1. Categorization of cognitive threats and opportunities:

The tool dimensions provide a systematic way to catego-

rize cognitive threats and opportunities. Each dimension 

represents a distinct category of threat and opportunity, 

enabling the ontology to classify and differentiate the vari-

ous strategies that adversaries employ. This categorization 

is essential to a structured understanding of the cognitive 

warfare landscape.

2. Interrelationships: The ontology should capture the in-

terconnections and dependencies between these dimen-

sions. For example, threats and opportunities that leverage 

cognitive biases may intersect with those that exploit social 

psychology and group dynamics. This interconnectedness 

highlights the complexity of cognitive warfare and illustrates 

how different dimensions may reinforce each other in ad-

versarial strategies.



3. Subcategories: One can further subdivide each dimension 

to capture specific tactics, techniques, and procedures that 

the US and its allies or adversaries may use. For instance, 

under the dimension “Tools that leverage cognitive biases,” 

subcategories may include confirmation bias, anchoring, 

availability heuristic, and more. These subcategories help 

in granularly defining the tactics involved.

4. Mitigation and countermeasures: The ontology can include 

a section on mitigation and countermeasures. This segment 

would outline strategies, tools, and techniques to counteract 

each dimension of cognitive threat and opportunity. Under-

standing how these countermeasures relate to the threat di-

mensions is critical for developing effective defense strategies.

5. Dual-use nature: Recognizing that the same dimensions 

represent both threats and opportunities is integral to the 

ontology. The ontology should illustrate how the US and its 

allies or adversaries can leverage each dimension for de-

fense and strategic advantage. For example, advances in 

neuroscience can inform both defensive strategies against 

cognitive threats and the development of persuasive mes-

saging techniques for influence campaigns.

6. Technological and tactical overlaps: Cognitive warfare 

frequently blurs the lines between traditional warfare and in-

formation warfare. Therefore, the ontology should highlight 

the overlap between technological threats and opportuni-

ties (e.g., information technology) and cognitive threats and 

opportunities. This overlap acknowledges the importance 

of cybersecurity and digital resilience in cognitive warfare.

7. Dynamic nature: The ontology should account for the 

dynamic nature of cognitive warfare. As new tactics and 

technologies emerge, the threat and opportunity dimen-

sions evolve. The ontology should be flexible and adaptive 

to accommodate these changes and provide a framework 

for ongoing analysis and assessment.

STRATEGY VULNERABILITY PAYLOAD
THREAT 

DIMENSION
MEDIUM OBFUSCATION TARGET END STATE

Electronic 
deception

Reliance on over-
the-horizon to find 
target

Malware 
delivered over 
radio frequency

Information 
technology, 
cognitive 
bias

Radar system Malware hides in 
microprocessors

Radar 
system 
operator

Operator does 
not detect 
aircraft carrier

Reflexive 
control

American public 
self-segregates 
into information 
echo chambers

Compromised 
elite influencers

Social 
psychology, 
techno-social

Broadcast media, 
social media

Multiple elites 
driving same 
narrative, 
mainstream 
media bias 
toward “both 
sides”

Self-
segregators

Lost trust in 
representative 
government 
institutions

Control over 
information 
strategic 
resources

Key resources 
have been 
off-shored to 
adversary control

Global markets 
moved through 
volume and 
price

Information 
technology

Critical spectrum 
components 
(routers, modems, 
satellites, chips, 
etc.)

Parent company 
headquarters 
located in US 
and “friendly” 
countries

Key defense 
and national 
security 
information 
systems

During crisis 
and conflict, key 
resources cut off

Table 3. Cognitive Warfare Strategy Examples 

Source: Authors. 
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In essence, the proposed tool dimensions serve as the founda-

tional elements that enable the ontology to systematically or-

ganize, categorize, and interconnect the multifaceted aspects 

of cognitive warfare. They offer a structured approach to un-

derstanding this complex space, making it possible to identify, 

analyze, and respond to cognitive threats effectively. The result-

ing ontology becomes a valuable tool for military strategists, 

policymakers, and researchers to navigate the ever-evolving 

landscape of cognitive warfare and enhance national security.

Ontology Engineering Process
Having established use cases and tool elements to structure the 

ontology, this report will now turn to iteratively defining classes, 

arranging them hierarchically, specifying their attributes or prop-

erties, and populating the ontology with instances and values.

1. Classes in the cognitive domain

• Classes are fundamental concepts within the cognitive 

domain that represent collections of elements with sim-

ilar properties or characteristics. This report uses these 

classes to categorize and organize various aspects of 

cognitive warfare. For instance, a class could be Infor-

mation Operations, which encompasses a set of strat-

egies and tactics.

• Classes often form a taxonomic hierarchy in which a su-

perclass contains subclasses. This hierarchy allows for 

the organization of concepts in a structured manner. Us-

ing the example class Fruit, a subclass could be Apple, 

which inherits properties from the superclass.

• It is crucial to recognize that classes represent the un-

derlying concepts in the domain, irrespective of a class’s 

specific name. Synonyms for the same concept do not 

create separate classes. Including synonyms in class 

definitions enhances clarity and understanding.

2. Attributes and properties

• Each class has associated attributes or properties that 

describe aspects of that class. These properties can be 

intrinsic, extrinsic, parts, or relationships to other prop-

erties. In the context of the Fruit class, attributes might 

include Color, Taste, and Cultivation Climate.

• Properties can vary in complexity, ranging from simple 

attributes like Color to more complex ones that capture 

intricate relationships between elements in the ontolo-

gy. Some properties may have constraints that define 

or limit their possible values. For example, the property 

Origin can have values like Florida Oranges or California 

Oranges to specify the specific farm or location where a 

fruit is grown.

• The attributes and properties associated with each class 

help provide a detailed and comprehensive understand-

ing of the elements within the ontology.

3. Inheritance and multiple superclasses:

• Classes can have more than one superclass, allowing 

for flexibility in organizing and representing concepts. 

Subclasses inherit attributes, properties, and constraints 

from their parent classes, which contributes to the co-

herence and consistency of the ontology. For example, 

if Information Operations is a subclass of Cognitive War-

fare Strategies, it inherits the properties and constraints 

associated with its superclass.

Building an ontology is a dynamic process, and it often involves 

collaboration and feedback from experts in the domain. As new 

knowledge and insights emerge, the ontology’s developers can 

refine and expand it to capture the evolving understanding of 

cognitive warfare. The use of classes, properties, and hierar-

chies in ontology development provides a structured and sys-

tematic framework for comprehensively defining, organizing, 

and analyzing the cognitive domain and its various dimensions 

and elements.

Cognitive Warfare Ontology
To construct an ontology of cognitive warfare using the six 

top-level classes (Actor, Process, Space, Event, Tangible, and 

Intangible), one can map the proposed threat dimensions to 



these classes. This mapping allows for a structured representa-

tion of how these dimensions inform the ontology:

1. Actor class

• Threats that leverage cognitive biases of individuals 

and their perception: This dimension primarily involves 

human actors (individuals or groups) who exploit cogni-

tive biases. One can classify these actors in the Actor 

class, emphasizing their central role in cognitive warfare.

• Threats that leverage neuroscience and biology: 

Here, actors may include scientists, researchers, or in-

stitutions working on applications of neuroscience and 

biology to warfare. These actors become part of the on-

tology in this dimension.

2. Process class

• Threats that leverage social psychology and group 

dynamics: The Process class can encompass the strat-

egies and methods used to exploit group dynamics. This 

includes the processes of group manipulation, persua-

sion, and social influence tactics.

• Threats that leverage techno-social applications 

(information to influence groups): This dimension in-

volves processes related to the use of technology and 

information to influence groups. One can categorize 

these processes, such as social media manipulation and 

targeted messaging campaigns, in this class.

3. Space class

• Threats that leverage information technology: The 

Space class can represent the digital realm, where ac-

tors employ information technology. This space includes 

online platforms, networks, and communication chan-

nels that serve as battlegrounds for cognitive warfare.

4. Event class

• Threats that leverage cognitive biases of individuals 

and their perception: Events in this dimension could 

include specific incidents or campaigns designed to ex-

ploit cognitive biases, such as disinformation campaigns 

or psychological operations.

• Threats that leverage neuroscience and biology: 

Events may involve the development and deployment of 

neuroscientific technologies and interventions in warfare.

5. Tangible class

• Threats that leverage cognitive biases of individuals 

and their perception: Tangible assets within this dimen-

sion can include physical materials, equipment, or tools 

that actors use in activities like propaganda distribution 

or deception tactics.

• Threats that leverage neuroscience and biology: 

Tangible elements may involve physical devices or sub-

stances that affect the cognitive and neural processes 

of individuals.

6. Intangible class

• Threats that leverage social psychology and group 

dynamics: Intangible aspects could include psycholog-

ical manipulation, influence tactics, and the spread of 

ideas and beliefs through intangible means, like narra-

tives and cultural influences.

• Threats that leverage techno-social applications 

(information to influence groups): Intangible assets 

encompass digital content, information, and narratives 

disseminated through digital channels to influence group 

behavior.

Mapping the threat dimensions to the classes, this report pro-

poses the initial ontology of the cognitive space, as depicted in 

figure 3.

Structuring the ontology in this manner aligns each threat di-

mension with one or more top-level classes, providing a com-

prehensive framework for understanding cognitive warfare. This 

approach allows for a systematic organization of actors, pro-
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cesses, spaces, events, tangible assets, and intangible aspects 

involved in cognitive warfare. Additionally, it highlights the inter-

connectedness between these dimensions, facilitating a holistic 

perspective of the field. The ontology aids in the identification of 

vulnerabilities, the development of countermeasures, and the 

assessment of opportunities in cognitive warfare.

Figure 3. Ontology of the Cognitive Space
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The proposed cognitive warfare ontology harnesses the power 

of three forces that are shaping the global security landscape. 

These forces, consisting of breakthroughs in neuroscience and 

synthetic biology, the exponential growth of dual-use technol-

ogies, and the influential role of algorithm-driven business and 

marketing techniques in shaping public behavior, have com-

bined to create a multifaceted and dynamic cognitive space. 

By structuring this ontology around the six top-level classes—

Actor, Process, Space, Event, Tangible, and Intangible—this 

report has categorized and addressed the intricate dimensions 

of cognitive warfare. This ontology allows decision-makers to 

analyze and understand the intricacies of cognitive threats that 

leverage these forces, providing insight into the contemporary 

security environment.

The cognitive warfare ontology can empower national security 

decision-makers with strategies and operational concepts tai-

lored to cognitive competition. It supplies a framework within 

which they can assess and counter various threat dimensions. 

Decision-makers can employ this ontology to develop counter-

measures against threats that exploit human cognitive biases, 

leverage cutting-edge technologies, or manipulate group dy-

namics. The tool helps in crafting both deliberate and response 

strategies.

In the effort to operationalize the cognitive space for national 

security, the next steps are critical. These entail the refinement 

and expansion of the ontology to accommodate evolving cog-

nitive threats. Additionally, it is essential to integrate this on-

Photo: Photo: People try out augmented reality glasses at the booth 

of XREAL, Inc. during the Mobile World Congress (MWC) Shanghai 

2023 on June 28, 2023, in Shanghai, China. (Photo by VCG/VCG via 

Getty Images)
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tology into existing security protocols and practices, ensuring 

it becomes an indispensable part of threat assessment and 

response. Collaboration among experts from various fields—

including psychology, technology, and security studies—is vital 

to refine the ontology and enhance its capabilities. Finally, it can 

serve as a foundation for the development of decision visual-

ization models necessary for threat detection and opportunities 

for employment, as depicted in figure 4.

As the world ventures into the uncharted territory of cognitive 

warfare, several research questions loom. These questions 

encompass not only the technical aspects of ontology devel-

opment but also the ethical and legal dimensions of cognitive 

warfare, as well as how the United States might need to or-

ganize for conflict in this space. How can the US protect the 

privacy and autonomy of individuals in an environment where 

cognitive manipulation is persistent? What are the legal bound-

aries of cognitive warfare, and how can international coopera-

tion address this evolving problem? Furthermore, as cognitive 

threats become increasingly sophisticated, how can we fortify 

critical infrastructures against attacks that blend tangible and 

intangible elements in the cognitive space? Ultimately, how can 

the American polity ensure that its democratic system remains 

tenable?

As this new dimension becomes more prominent, the charac-

ter of war and perhaps analysts’ understanding of the entire 

conflict spectrum will continue to evolve. However, the impact 
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of cognitive warfare may be significant. The world is likely at 

the beginning stages of the emergence as the three forces 

shaping the environment evolve at different rates. It is unclear 

how this variance may impact the dynamics of integrating 

advanced brain sciences, advanced technology, and algo-

rithm-based attention models. States, nonstate actors, and 

the commercial sector are all engaged in a race of adaptation 

and innovation, developing and experimenting with new oper-

ational concepts. To address the impact on warfare, does the 

US need to consider how it is currently organized to compete 

in the cognitive space? If so, who are the key stakeholders, 

and might they be outside the traditionally understood nation-

al security ecosystem of the intelligence community and the 

DoD? What lessons might one draw from the past, perhaps 

from the Cold War, the national reorganization around the in-

troduction of nuclear capabilities, and the resulting changes 

in the character of warfare? Does competition in the cognitive 

space require organizations to reevaluate human capital and 

how they recruit, train, develop, and employ it? How will cog-

nitive warfare security requirements diffuse across not only the 

entirety of US government (federal, state, and local) but all of 

American society?

In sum, the proposed cognitive warfare ontology, informed by 

the forces shaping the global security environment, stands as 

a pivotal tool in America’s arsenal. It equips national security 

decision-makers with the means to navigate the complexities 

of cognitive warfare, offering both a proactive stance against 

emerging threats and a reactive response to existing challeng-

es. Yet as this realm continues to evolve, it is crucial to remain 

vigilant, adaptable, and forward-thinking. Only by addressing 

these future research questions and refining our approach can 

the US truly secure its cognitive spaces in an era defined by 

cognitive warfare.
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