Digital Citizenship for Elementary - Lesson Plan: Grade 6 - Advanced Online Safety & Advocating for Self and Others
Grade Level: 6 Subject: Health and Physical Education (HPE) Strand: Healthy Living Topic: Advanced Online Safety & Advocating for Self and Others Time Allotment: 50-60 minutes
Overall Expectations (Ontario HPE Curriculum, Grade 6):
· Healthy Living: D2. demonstrate an understanding of the factors that contribute to healthy development and explain how to make informed choices that enhance their health and well-being.
Specific Expectations (Ontario HPE Curriculum, Grade 6):
· D2.1 describe and apply strategies to assess and manage risks (e.g., relating to personal safety, online activities, peer pressure, decision making) and to respond safely in emergencies.
· D2.3 identify ways to promote a sense of personal well-being (e.g., by building resilience, developing coping strategies, promoting positive social relationships, setting boundaries, recognizing accomplishments, taking pride in one’s identity).
Learning Goals: Students will be able to:
· Synthesize all key online safety rules from the transcript to develop a comprehensive personal safety plan.
· Analyze complex online scenarios involving multiple red flags and manipulative tactics.
· Advocate for their own safety and suggest ways to support peers in risky online situations.
Success Criteria: I will know I have been successful if I can:
· Create a "Digital Safety Toolkit" that includes at least five core safety rules from the transcript.
· Identify multiple red flags in a complex online scenario and explain their significance.
· Articulate how to respond to and help a friend dealing with an online safety issue.
Materials:
· Whiteboard or chart paper and markers.
· "Digital Safety Toolkit" worksheet (template with sections for rules, trusted contacts, reporting steps).
· Complex Scenario Cards (e.g., a "friend" asking for personal info, then asking you not to tell anyone, and then complimenting you heavily).
· Chart paper or large sticky notes for group work.
· Optional: Access to computers/tablets for researching official online safety resources (e.g., Kids Help Phone, Cybertip.ca).
Prior Learning: Students should have a solid understanding of all the concepts covered in previous grades: trusted adults, private information, fake profiles, identifying red flags, setting boundaries, and knowing it's never their fault if inappropriate requests are made.

Lesson Sequence:
1. Activation (Minds-On) - (10 minutes)
· "Internet is a Big Place" Reflection: "The video ends by saying, 'The Internet's a big place. Know that no matter what, it's always okay to ask for help.' What does this mean to you? Why is the internet being 'big' a reason we need good safety rules?" (Elicit ideas about vastness, anonymity, varied people).
· "Over the past few years, we've learned many important rules for staying safe online. Today, we're going to put all that knowledge together to build our ultimate 'Digital Safety Toolkit' and learn how to advocate for ourselves and others."
2. Action (Working On It) - (30 minutes)
· Review & Build the "Digital Safety Toolkit":
· "Let's revisit the core safety messages from the video. What were the 'three things' to remember at the end?" (Elicit: 1. Never give out personal info. 2. If it feels weird, it probably is. 3. Leave the conversation, ask an adult for help if a stranger asks to meet up).
· "What other important safety ideas did the video share with us?" (Elicit: Always have an adult around, know what AI/online tools can/cannot do, be skeptical, click wisely, kindness online).
· As a class, consolidate these into 5-7 key rules/strategies for online safety. Write them on the board.
· Activity: Digital Safety Toolkit: Distribute the worksheet. Students write down these key rules/strategies in their toolkit, and list their trusted adults. They can also sketch an item for each rule (e.g., a shield for privacy, a magnifying glass for skepticism).
· Analyzing Complex Online Scenarios (Small Groups):
· Divide students into small groups. Give each group a Complex Scenario Card.
· Groups analyze the scenario, identifying:
1. What are the "red flags" present? (Multiple flags will be in these scenarios).
2. What manipulative tactics might be used (e.g., flattery, pressure, secrecy)?
3. What are the immediate and long-term safe actions?
4. How could you help a friend who was in this situation? (Advocacy).
· Groups record their analysis on chart paper or large sticky notes.
3. Consolidation (Minds-On/Summary) - (10-15 minutes)
· Group Share & Advocacy Discussion:
· Each group briefly shares their analysis of their scenario.
· Focus on the advocacy aspect: "If your friend came to you with this problem, what would you say to them? How would you encourage them to get adult help? What words would you use to reassure them it's not their fault?" (Connect to D2.3 - promoting positive social relationships, setting boundaries).
· "Advocate for a Safe Digital Space" Commitment:
· "As Grade 6 students, you have the knowledge and responsibility to not only protect yourselves but also to help create a safer online space for everyone."
· "What is one thing you will do this week to be an advocate for online safety?" (e.g., share a tip with a younger sibling, ensure my own online actions are respectful, remind a friend about a safety rule).
· Wrap-up: "You are now fully equipped with your Digital Safety Toolkits! Remember, being smart and safe online means protecting yourself, but also being kind and supportive to others. Always use your toolkit, and always ask for help when you need it – it's a sign of strength!"
Assessment:
· Formative:
· Observation: Listen to group discussions for depth of analysis of complex scenarios and advocacy suggestions.
· "Digital Safety Toolkit" Worksheet: Review for comprehensive understanding of safety rules.
· Advocacy Commitment: Assess willingness and thoughtfulness of commitment.
Differentiation:
· Support for Diverse Learners:
· Provide graphic organizers for scenario analysis.
· Offer pre-written statements for advocacy.
· Work in a small group with the teacher, focusing on 1-2 scenarios in depth.
· Extension for Advanced Learners:
· Research official reporting procedures for online harm (e.g., reporting inappropriate content to platform providers or authorities, with adult guidance).
· Design an "Online Safety Tips" poster or short presentation for younger students.
· Write a persuasive paragraph about why digital citizenship is essential for young people.
Cross-Curricular Connections:
· Language Arts: Analyzing text, persuasive writing, oral presentations.
· Media Literacy: Critical thinking about online content and interactions, media creation (PSAs).
· Social Studies: Rights, responsibilities, community building (digital community).

