Lesson Plan: Oversharing Online: Managing Your Digital Privacy
Grade Level: 11 (adaptable for Grades 10-12) Subject: English Language Arts – Media Literacy & Civics/Careers (Interdisciplinary) Time Allotment: 75-90 minutes
Ontario Curriculum Correlations (Grade 11, English Language Arts):
This lesson focuses on developing critical media literacy skills and fostering responsible digital citizenship, linking directly to personal safety, privacy, and future implications.
· Media Literacy:
· 1.1 Explain how various media texts are constructed to represent reality in a particular way (e.g., how social media platforms are designed to encourage sharing, often blurring lines of privacy).
· 1.4 Identify the purpose and audience for a variety of media texts and explain how they might be interpreted differently by different audiences (e.g., recognizing that content shared with friends can be accessed by unintended audiences, including cybercriminals or future employers).
· 1.5 Evaluate the effectiveness of the presentation and the ideas and information in media texts (e.g., critically assessing the privacy implications of different social media features like stories, location tagging).
· 1.6 Identify the point of view presented in a media text and suggest some alternative perspectives (e.g., considering the perspective of a cybercriminal looking for information, or a future employer reviewing an online profile).
· 1.7 Demonstrate an understanding of the impact of media texts on themselves and others, and identify ways in which they can be active and responsible media consumers and producers (This central expectation emphasizes personal responsibility in managing one's digital footprint and protecting oneself from online threats).
· Oral Communication:
· 1.1 Listen to understand and respond appropriately in a variety of situations for a variety of purposes (e.g., participating in discussions about online risks and safety strategies).
· 1.2 Use speaking strategies and a range of communication techniques effectively to present ideas and information and to interact with others (e.g., articulating personal privacy practices and advocating for safe online habits).
· Writing:
· 1.1 Generate, gather, and organize ideas and information to write for an intended purpose and audience (e.g., potentially drafting personal privacy guidelines or advisories).


Learning Objectives:
Students will be able to:
1. Define "oversharing" and explain its potential risks in the context of online safety.
2. Identify at least four specific risks associated with oversharing online, including cyberstalking, identity theft, and privacy breaches.
3. Implement practical strategies to mitigate these risks, such as reviewing privacy settings, understanding digital permanence, and being mindful of location information.
4. Articulate the importance of digital permanence ("what you put on the internet will stay on the internet") and its long-term implications.
5. Formulate appropriate responses to serious online threats like cyberstalking.
Materials:
· Whiteboard or projector
· Markers or pens
· Access to the educational video (or a printed copy of the transcript)
· Copies of the "Oversharing Online" quiz (provided below)
· Optional: Chart paper, sticky notes, examples of generic social media privacy settings, current events (Canadian) related to privacy breaches or identity theft (anonymized/generalized for class discussion).
Cultural References (Ontario/Canadian):
· Digital Permanence: Discuss how content posted by Ontario students can affect their applications for universities (University of Toronto, Western University) or colleges (Seneca College, Humber College) in Canada, as well as job opportunities within Canadian companies.
· Cybersecurity & Identity Theft: Refer to real-world concerns relevant to Canadians, such as protecting SIN (Social Insurance Number) or other personal identification from cybercriminals.
· Emergency Services: Emphasize the importance of calling 911 for serious threats like cyberstalking, the universal emergency number in Canada.
· Travel Safety: The tip about not posting when out of town can be contextualized with examples of local Ontario travel (e.g., "vacationing up north" or "visiting family in another province").



Lesson Procedure:
Part 1: Introduction – The TMI Trap (15 minutes)
1. Hook: Personal Reflection: Begin by asking students: "Have you ever posted something online and then later thought, 'Hmm, maybe that was a bit too much information (TMI)?'" Encourage a brief, anonymous show of hands or quick think-pair-share.
2. Define Oversharing: Based on their responses, define "oversharing" as revealing too much personal, private, or sensitive information online that could potentially put one at risk.
3. Introduce the Challenge: Explain that in an age dominated by social media, oversharing has become normalized, but it carries significant risks. Today, we'll explore these risks and learn how to navigate them safely.
4. Key Questions: Pose essential questions: "What exactly are the risks of oversharing? How can we enjoy online connections without compromising our safety and privacy?"
Part 2: Explore – Video Analysis (15 minutes)
1. Watch the video: Play the educational video (or read the transcript aloud with an engaging tone).
2. Initial Reactions: After the video, ask students: "What was the most surprising piece of information or the most concerning risk mentioned in the video?"
Part 3: Explain – Decoding the Risks & Safeguards (30 minutes)
1. Privacy Settings: Your Digital Fortress:
· Review Tip #1: "Review your privacy settings." Discuss why making profiles private is crucial. "Who should have access to your content?" "What's the difference between a public and private profile on Instagram or TikTok?"
· Practicality: Briefly explain how to access privacy settings on common platforms (e.g., "Go to settings, then privacy").
2. Digital Permanence: Beyond the 24-Hour Myth:
· Review Tip #2: "Stories and Snapchats do not disappear." Challenge the common misconception. "What does it mean that companies like Snapchat have the right to 'retain' your content?" "What are the long-term implications of this (e.g., for future applications to Canadian universities or jobs)?"
3. Location & Timing: Inviting Trouble:
· Review Tip #3: "Don't post when you are out of town." Explain metadata simply ("information about the photo"). "How could a cybercriminal use location data from a photo to know your home in Ontario is vacant?" Emphasize sharing photos after returning home.

4. Cyberstalking: The Digital Threat:
· Review Tip #4: "Be aware of cyberstalking." Define it clearly (harassment through internet/social media).
· Response Plan: "What should you never do?" (Respond to threatening messages). "What should you do?" (Change passwords, call 911 if serious – stress this is a crime in Canada).
5. Identity Theft & Fraud: The Cost of Oversharing:
· Review Tip #5: "Preventing identity theft or fraud." "What 'little bit of information' do cybercriminals need?" (Birthday, address). "What is the 'dark web'?" (Briefly explain as a hidden part of the internet where illegal activities occur). Emphasize how easy it is for shared info to be exploited.
· Canadian Context: Connect to protecting personal identifiers like your SIN.
6. Dating Apps: Specific Vulnerabilities:
· Review Tip #6: "Limit information shared on dating apps." Discuss the specific risks mentioned (scams for money, linking social media, sharing too many interests). Acknowledge that while students might not be using these now, it's important to be aware of the risks for future use.
Part 4: Elaborate – Scenario Analysis & Action (10-15 minutes)
1. "What Would You Do?" Scenarios: Present a few realistic scenarios. Students work individually or in small groups to propose solutions based on the video's tips.
· Scenario 1: "Your friend just posted a picture of their new driver's license (showing their full name and birthdate) on Instagram to celebrate. What advice would you give them, and why?"
· Scenario 2: "You posted a story about going on a family trip to Algonquin Park for the week. You have all your privacy settings on, but your cousin just tagged you in a public post saying, 'Have fun up north, the house will be empty!' What should you do?"
· Scenario 3: "You've been getting some creepy DMs on TikTok from an unknown account after you posted a photo of your school. The messages are becoming threatening. What are your immediate steps?"
2. Personal Privacy Audit: Ask students to reflect on one social media account they use and identify one specific privacy setting they could review or adjust.


Part 5: Evaluate – Quiz (10 minutes)
1. Distribute the quiz: Explain that this quiz will help them demonstrate their understanding of oversharing risks and online safety.
2. Collect quizzes: Use the quiz to assess student understanding of the key concepts

