Lesson Plan: Digital Safety 101 – Navigating the Online World Safely
Target Audience: Middle School / Early High School Students (Grades 6-9) Time Allotment: 50-60 minutes
Learning Objectives: By the end of this lesson, students will be able to:
1. Define cybersecurity and explain its importance in daily life.
2. Identify both the benefits and potential risks associated with social media use.
3. Define cyberbullying, recognize its various forms, and describe its harmful effects.
4. Outline strategies for preventing cyberbullying and responding appropriately if it occurs.
5. List key safe online practices to protect their digital identity and personal information.
Materials:
· Transcript of "Digital Safety 101" (provided)
· Whiteboard or projector
· Markers or pens
· Handouts with key terms or discussion questions (optional)
· Internet access (optional, for examples if desired)
Lesson Procedure:
I. Introduction (5-7 minutes)
· Hook: Begin by asking students: "How many of you use the internet, social media, or digital devices every day?" (Most will raise hands). "What are some of the great things you can do online?" (Gather a few positive responses).
· Introduce Topic: "Just like we learn how to stay safe in the physical world, it's crucial to understand how to stay safe in the digital world. Today, we're going to explore 'Digital Safety 101,' covering cybersecurity, social media, and cyberbullying."
· Brief Overview: Explain that the session will cover how to protect themselves online and understand the potential dangers.
II. What is Cybersecurity? (10-12 minutes)
· Definition (from transcript): "Cybersecurity is a way to protect your computer, smartphone, and other devices from being hacked or attacked by people who want to steal your personal information or cause damage."
· Analogy: Discuss the analogy from the transcript: "Just like you lock your door to keep strangers out of your house, cybersecurity is a way to secure your digital life and prevent unwanted access to your personal information, photos, and documents."
· Discussion Questions:
· "Why is it important to protect your digital information?"
· "What kinds of personal information might be vulnerable online?" (e.g., name, address, birthday, photos, passwords).
· Initial Steps: Briefly mention ways to protect information (strong passwords, security software) as introduced in the transcript.
III. Social Media: Benefits and Risks (12-15 minutes)
· Benefits (from transcript):
· Communication and connection with people worldwide.
· Sharing updates, photos, and videos.
· Following interests, celebrities, athletes.
· Making new friends.
· Risks (from transcript):
· Sharing too much personal information: Leads to cyberbullying, identity theft, online harassment.
· Mindfulness: "It's important to be mindful of the content you post and who you choose to interact with."
· Activity/Discussion:
· Divide students into small groups. Ask them to brainstorm 2-3 benefits and 2-3 risks of social media based on their own experiences and the text.
· Have groups share their ideas with the class.
· Emphasize the importance of thinking before posting and understanding privacy settings.
IV. Understanding and Addressing Cyberbullying (15-18 minutes)
· Definition (from transcript): "Cyberbullying is a type of bullying that happens online or through digital communication tools like text messages."
· Forms of Cyberbullying (from transcript):
· Harassing, intimidating, or hurting someone using technology.
· Spreading rumors.
· Making hurtful comments.
· Posting embarrassing photos or videos.
· Threatening someone's safety.
· Can happen anonymously, making it harder to stop or identify.
· Effects of Cyberbullying (from transcript):
· "Very harmful and long lasting."
· Sadness, anxiety, depression.
· Impacts self-esteem and mental health.
· Interferes with schoolwork and social life.
· Responding to Cyberbullying (from transcript):
· "It's important to understand that cyberbullying is not okay and should not be tolerated."
· DO NOT retaliate.
· Document the incident. (Screenshots, save messages)
· Tell a trusted adult (parent, teacher, counselor).
· Report it to the website or platform where it occurred.
· Discussion: "Why is it so important NOT to retaliate if you are cyberbullied?" (Can escalate the situation, you might also get in trouble).
V. Conclusion & Safe Online Practices (5-7 minutes)
· Recap Key Precautions (from transcript):
· Be careful about what you share online.
· Avoid suspicious emails or links.
· Never engage in cyberbullying.
· Use reputable websites and apps.
· Final Message: "By being smart and cautious, you can help protect your digital identity and keep you and your devices safe."
· Q&A: Open the floor for any final questions or comments from students.
· Call to Action: Encourage students to share what they've learned with friends and family and to always think critically about their online actions.
Assessment/Check for Understanding:
· Informal Observation: Monitor student participation in discussions and group activities.
· Exit Ticket (Optional): Ask students to write down one new thing they learned today or one way they will apply digital safety practices in their own lives.
· Quick Quiz (Optional): A short quiz on definitions and best practices.
Extension Activities (Optional):
· Create a Digital Safety Poster: Students design posters illustrating key safety tips.
· Role-Playing Scenarios: Students act out scenarios involving cyberbullying and how to respond.
· Research: Have students research specific online privacy settings for a social media platform they use.
· Guest Speaker: Invite a local law enforcement officer or IT professional to speak about cybersecurity

