Smart and Safe Online Habits - Lesson Plan - Grade 6
Subject: Health and Physical Education (HPE) Strand: C. Healthy Living Topic: Online Safety – Digital Citizenship and Responsible Online Interactions Grade Level: 6 Time Allotment: 45-60 minutes
Learning Goals:
· Students will articulate the responsibilities of being a good digital citizen.
· Students will analyze the short-term and long-term consequences of online actions, especially regarding sharing information and cyberbullying.
· Students will develop strategies for making safe and healthy choices when exploring online environments and dealing with peer pressure.
Curriculum Expectations (Ontario HPE, 2019):
· C3.1 identify and describe potential dangers and risky situations (e.g., when in online environments; when engaging in physical activities; when making choices related to sexual health or substance use) and assess the potential short- and long-term consequences of these risks.
· C1.2 apply a variety of decision-making strategies to assess and manage risks and to make safe and healthy choices in various situations (e.g., when experiencing peer pressure to engage in unsafe activities; when exploring online environments; when dealing with conflict).
· C2.1 describe characteristics of healthy relationships (e.g., trust, caring, honesty, empathy, reliability, effective communication, sharing, mutual respect, understanding of consent) and explain how they contribute to individual and group well-being.
· C3.2 identify and describe various safety rules and practices that help to prevent injuries and promote safety in the home, school, and community (e.g., road safety, fire safety, online safety practices, healthy sleep practices) and explain why it is important to follow them.
Materials:
· Projector/Smartboard.
· Whiteboard or chart paper and markers.
· "Online Dilemmas" worksheet or cards (complex scenarios).
· Optional: Access to computers/tablets for a quick, teacher-monitored "safe vs. unsafe website" activity if appropriate for your classroom.
Success Criteria: I can:
· Define "digital citizen" and explain the responsibilities that come with it.
· Analyze the short-term and long-term impact of posting specific content online.
· Propose strategies to handle peer pressure related to online activities.
· Evaluate an online situation and decide on the safest course of action, including when and how to seek adult help.

Lesson Procedure
1. Introduction (10 minutes)
· Engage: "You're all becoming more independent online. With more independence comes more responsibility. Today, we're going to think about what it means to be a 'digital citizen' – a good, responsible person in the online world. We'll also look at how our online choices can have bigger consequences, both good and bad, for ourselves and others."
· Review Recap (Brief): Quickly review key previous lessons: privacy, strong passwords, not talking to strangers, and telling adults. "Today we're putting all those pieces together and looking at the bigger picture."
2. Activity: Digital Citizenship and Consequences (30 minutes)
· Concept: Digital Citizenship (10 minutes)
· Definition: "Just like you're a citizen of your town or country, you're also a citizen of the 'digital world' whenever you go online. What do you think a 'good citizen' does in the real world?" (Follows rules, helps others, respects property).
· "What might a 'good digital citizen' do?" (Connect to transcript rules: be kind, think before you click, protect privacy, ask for help).
· Discuss Responsibility: "The internet is a powerful tool. Being a digital citizen means using that power responsibly. What are some of the responsibilities we have when we're online?" (Protect ourselves, protect others, use technology respectfully, think before we act).
· Consequences of Online Actions (10 minutes)
· Review Transcript Rules (implicitly): Rules about sharing photos, being kind, not bullying.
· Scenario Analysis ("Online Dilemmas"): Distribute "Online Dilemmas" worksheet/cards to small groups. These scenarios should be more complex than Grade 4, involving peer pressure, potential long-term effects, or ethical choices.
· Scenario examples:
· "Your friend dares you to post an embarrassing video of another classmate on a social media app. Everyone else thinks it's funny."
· "You're chatting with someone online who seems nice, but they start asking you for details about your family's vacation plans, saying they want to meet up."
· "You find an online quiz that promises to tell you your 'future career' if you enter your name, age, and your parents' job titles. It looks really fun."
· "You're in a group chat, and someone posts a rumour about another student. Your friends are all laughing and adding comments."
· For each scenario, students discuss:
· What's the immediate risk?
· What are the potential short-term consequences for yourself and others?
· What are the potential long-term consequences (e.g., reputation, digital footprint, impact on relationships)?
· What's the best decision, and why?
· Who would you talk to?
· Peer Pressure Online (5 minutes): Briefly revisit scenarios, focusing on how peer pressure can influence online choices. Emphasize resilience and the strength to say "no" or seek help.
· Identifying Safe vs. Unsafe Apps/Websites (5 minutes): Briefly discuss the critical thinking process for evaluating new apps/sites.
· What clues would tell you an app/website might be unsafe? (Too many ads, asking for too much info, bad grammar, strange links, inappropriate content).
· What clues would tell you it's likely safe? (Approved by parents/teachers, reputable source, privacy policy visible, professional appearance).
3. Consolidation & Wrap-up (5-10 minutes)
· Personal Commitment: Ask students to think about one specific way they can be a better digital citizen.
· "The Golden Rule" Online: Reinforce the idea that the "Golden Rule" (treat others as you want to be treated) applies just as much online as it does offline.
· Final Reminder: "The internet is a vast and exciting place. By being smart, thinking critically, making responsible choices, and always knowing when and how to ask a trusted adult for help, you can explore it safely and positively."

Assessment
· Informal Observation: Actively listen to group discussions, noting students' ability to identify and analyze risks and consequences.
· "Online Dilemmas" Worksheet/Discussion: Review their proposed solutions and rationales for the scenarios. Assess their understanding of short-term vs. long-term consequences.
· Exit Card (optional): "What does 'digital citizen' mean to you, and what is one responsibility you have online?"
Differentiation
· For students needing extra support: Provide sentence frames for explaining consequences. Offer direct guidance during scenario discussions.
· For students seeking enrichment: Research and present on current events related to online safety (e.g., data privacy, cyberbullying campaigns). Develop a "Digital Citizenship Charter" for the class.

Worksheet Template: Online Dilemmas (Grade 6)
Name: ____________________________ Date: ______________
Instructions: Read each scenario carefully. Discuss with your group:
· What is happening in this situation?
· What are the immediate risks or dangers?
· What are the potential short-term consequences (what might happen right away)?
· What are the potential long-term consequences (what might happen much later, or how might it affect someone for a long time)?
· What is the safest and most responsible thing to do?
· Who should you talk to about this?

Scenario 1: The "Funny" Post Your friend finds a silly, slightly embarrassing photo of a classmate online and suggests everyone in your group chat shares it and adds funny comments. You know the classmate would be really upset if they saw it.
· Immediate Risks:
· Short-Term Consequences:
· Long-Term Consequences:
· What should you do?
· Who should you talk to?

Scenario 2: The "Secret" Friend You've been chatting with someone in an online game for a few weeks. They seem your age and live nearby. They've asked you to keep your conversations a "secret" from your parents and now want to meet up at the park after school.
· Immediate Risks:
· Short-Term Consequences:
· Long-Term Consequences:
· What should you do?
· Who should you talk to?

Scenario 3: The "Cool" New App All your friends are downloading a new messaging app that's not approved by your parents or teachers. They say it's super cool because you can send disappearing messages, and your parents can't track it. They're telling you to download it too.
· Immediate Risks:
· Short-Term Consequences:
· Long-Term Consequences:
· What should you do?
· Who should you talk to?

