Parent & Caregiver Guide – Must‑Know Online Safety Facts
Based on video: Must‑Know Facts for Parents, Schools & Caregivers
1. What the Video Teaches Parents
This video highlights the urgent need for parents and caregivers to understand how digital platforms expose children to inappropriate content, harmful language, pornography, online predators, sextortion, and misinformation. It explains why safety and privacy settings—not strict ‘parental controls’—are vital, and how open communication is the foundation of protecting children online.
2. Independent Research Supporting These Warnings
• UNICEF: Children’s risk decreases by 40% when adults have ongoing conversations about online life.
• Canadian Centre for Child Protection: Most grooming begins in messaging features of games and apps.
• APA (2024): Screen time is not harmful by itself—risk depends on WHAT children see and HOW they use it.
• Pew Research (2023): 1 in 3 teens receive messages from strangers online.
• UK Safer Internet Centre: Porn exposure disrupts healthy development and increases anxiety.
3. How Parents Can Discuss These Topics
• Ask: “What apps or games do you use most? Who do you talk to there?”
• Explain that strangers online can pretend to be anyone.
• Normalize telling a trusted adult when something feels uncomfortable.
• Teach kids that privacy settings protect them the same way locked doors do.
• Share examples of safe vs unsafe online behaviours.
4. Essential Safety Messages
• Phones should never be in the bedroom at night.
• Kids should not use devices unsupervised.
• Not all online ‘friends’ are real friends.
• The internet never forgets—posts can be copied forever.
• Screen time is not the problem—unfiltered access is.
5. Parent–Child Activities (6 Detailed Ideas)
1. Safe Digital Choices Map:
Work with your child to list activities that are safe, risky, and unsafe online.
2. The Bedroom Boundary Plan:
Create a nighttime tech rule: no devices in bedrooms for adults or kids.
3. Stranger Message Simulation:
Practice responding safely to ‘unknown’ messages using role-play.
4. Privacy Settings Walkthrough:
Explore app settings together and enable protections.
5. Spot the Manipulation Game:
Look at examples of catfishing, scams, or fake accounts and identify warning signs.
6. Healthy Screen Balance Chart:
Build a visual schedule showing online time, offline hobbies, sleep, and family time.
6. Multi‑Lesson Unit Plan (For Parents, Educators & Caregivers)
Lesson 1: Understanding Digital Risks:
Explore how predators, harmful content, and algorithms target children.
Lesson 2: Privacy, Identity & Reputation:
Teach kids the ‘Internet Never Forgets’ rule and how data is collected.
Lesson 3: Cyberbullying, Sextortion & Catfishing:
Discuss emotional impact, reporting, blocking and seeking help.
Lesson 4: Safe Device Use & Home Setup:
Create filters, Wi‑Fi protections, safe device zones and shared tech spaces.
Lesson 5: Digital Well‑Being:
Teach sleep hygiene, screen‑free routines, and emotional awareness.
Lesson 6: Family Digital Safety Plan:
Build long‑term safety agreements for devices, apps, communication and boundaries.
