Lesson Plan: Digital Detectives: Spotting Strangers Online
Suggested Grade Level: Grades 4-6
Subject Areas: Health and Physical Education, Language Arts, Social Studies
Learning Objectives: Students will be able to:
1. Understand how fake profiles are created and why they are used.
2. Identify at least three "red flags" or signs that someone online might be a dangerous stranger.
3. Recall the three key rules for protecting personal information and responding to uncomfortable online situations.
4. Explain why it is always okay to ask a trusted adult for help regarding online interactions.
5. Practice critical thinking skills when evaluating online interactions.
Materials:
· "Digital Citizenship for Kids" transcript (displayed centrally or read aloud by the teacher)
· Whiteboard or chart paper
· Markers
· Handout: "Online Safety Checklist" (template provided below)
· Scenario cards (simple written situations for group discussion, template provided below)
Online Safety Checklist Handout
My Online Safety Checklist
· Rule 1: Never Give Out Personal Info!
· What kind of info? (Address, phone, school)
· Why? ___________________________________________________________
· Rule 2: If It Feels Weird, Talk to Family!
· What does "weird" feel like? _________________________________________
· Who should you talk to? ____________________________________________
· Rule 3: Leave and Ask an Adult If They Ask to Meet!
· What does "leave" mean? __________________________________________
· Who is a trusted adult? ___________________________________________
Signs of a Dangerous Stranger (Red Flags)
· Sign 1: They sound like a grownup. (Formal language, no emojis/memes)
· Sign 2: They try to control you. (Rules for responding, what to call them)
· Sign 3: They get serious too fast. (Ask age, family, lots of personal questions quickly)
· Sign 4: They ask for inappropriate photos. (BIG RED FLAG! Tell an adult immediately!)

Scenario Cards (Print, cut, and use for small groups)
· Scenario 1: You're playing an online game and a new friend, "CoolGamer," messages you with perfect grammar, saying, "How are you doing today, young man?"
· Scenario 2: An online friend, "MysteryBuddy," tells you that you must only message them at night and never tell anyone about your conversations.
· Scenario 3: After chatting for only 5 minutes, an online friend starts asking, "How old are you? Do you live with your parents? What school do you go to? What are your favourite things to do?"
· Scenario 4: Someone online asks you to send them a photo of yourself without your clothes on, promising they won't show anyone.
· Scenario 5: An online friend asks you to meet them at the park after school tomorrow.

Lesson Procedure:
Part 1: The World of Online Connections (15 minutes)
1. Hook (5 min): Start by asking students: "How many of you have friends you've met online, maybe through games or a friend of a friend?" (Allow for a show of hands). "The internet is amazing for connecting with people, but it also means we need to be smart and safe."
2. Introducing Fake Profiles (10 min): Explain that today's lesson will help them become "Digital Detectives" to spot strangers who might pretend to be kids online. Read aloud the first section of the transcript, focusing on how easily fake accounts are made (filters, Photoshop, Google image search, fake bios). Ask: "Why would someone pretend to be a kid online?" (Guide towards "bad intentions," to "hurt kids"). Emphasize that it can happen to anyone, even smart kids.
Part 2: Spotting the Red Flags (25 minutes)
1. "Four Things to Look Out For" (15 min): Go through the four signs mentioned in the transcript. Write each sign clearly on the whiteboard/chart paper as you discuss it.
· Sign 1: How they talk. Discuss the difference between a "grownup" (serious, formal, no emojis/memes/abbreviations) and a "real kid" online.
· Sign 2: Trying to control you. Discuss rules for responding, what to call them, or how to talk. Explain this is a way to isolate someone.
· Sign 3: Getting serious too fast. Focus on questions about age, family, and personal likes/dislikes very early in the conversation. Discuss "complimenting a lot" to make you feel special.
· Sign 4: Asking for inappropriate photos. Emphasize this as a major red flag and a clear indicator of danger.
2. Immediate Action: "Tell an Adult" (10 min): After discussing Sign 4, emphasize the transcript's message: "always tell an adult you trust immediately." Stress that "Your parents won't be mad and nothing you've done is your fault."
· Cultural Reference (Ontario Context): Discuss who these "trusted adults" are in their lives in Ontario: parents, guardians, teachers, principals, school counsellors, or even the Kids Help Phone (1-800-668-6868), which is a free, anonymous service available to all children and teens across Canada, including Ontario. These are safe people who will protect them.
Part 3: Three Rules to Remember (20 minutes)
1. Reviewing the Rules (10 min): Distribute the "Online Safety Checklist" handout. Read through the three rules for online safety from the transcript. For each rule, discuss its importance and have students fill in the blanks on their checklist.
· Rule 1: Never give out personal info online. (Address, phone, school). Why is this dangerous?
· Rule 2: If a situation starts to feel weird, it probably is weird. Talk to your family. Discuss what "weird" might feel like (a gut feeling of discomfort).
· Rule 3: Leave the conversation right away and ask an adult for help if a stranger ever asks to meet up or come to your house. Emphasize immediate action.
2. Cultural Reference (Ontario Context): Reinforce that these rules are part of being a responsible "digital citizen" – a valued trait in Ontario schools. Just like they learn road safety rules, they need to learn internet safety rules to keep themselves and their friends safe in their communities.
Part 4: Digital Detective Challenge (15 minutes)
1. Scenario Practice (10 min): Divide students into small groups (3-4). Give each group a few "Scenario Cards." Students read each scenario and discuss:
· Which "red flags" are present?
· Which of the "three rules" should be applied?
· What would they do or say in that situation?
2. Share & Conclude (5 min): Bring groups back together to share their findings and responses. Emphasize that the internet is a big place, but by being smart, knowing the red flags, and always asking for help, they can stay safe.

Correlation with the Ontario Curriculum Guides (English Lesson Plan):
This lesson plan aligns with several outcomes from the Ontario Curriculum for Grades 4-6:
· Health and Physical Education (HPE) – Healthy Living (Personal Safety and Injury Prevention):
· Grade 4 (B3.1): Describe various types of risks and unsafe situations and effective strategies for avoiding or responding to them. Correlation: Students identify specific online risks (fake profiles, inappropriate requests) and learn concrete response strategies.
· Grade 5 (B3.1): Describe various types of safety concerns in the school, home, and community, including online safety, and identify appropriate ways of responding to them. Correlation: Focuses on stranger danger online, personal information, and the role of trusted adults.
· Grade 6 (B3.1): Describe various types of bullying, abuse, and harassment, including cyberbullying, and identify appropriate ways of responding to them. Correlation: While specifically on stranger danger, the protective measures are foundational to preventing online harm, including exploitation, which can overlap with abuse.
· Overall Expectation B2: Understand the factors that influence healthy development and decision making. Correlation: Encourages students to make informed and responsible decisions about online interactions.
· Language Arts – Oral Communication & Media Literacy:
· Grades 4-6 (1.2 Listening to Understand): Listen to understand information and ideas presented in oral texts. Correlation: Students listen to the transcript and extract critical safety information.
· Grades 4-6 (2.2 Making Inferences/Interpreting Messages): Interpret media messages, making inferences about the main idea and some of the ways in which the message is conveyed. Correlation: Students interpret the hidden messages and intentions behind fake profiles and suspicious online behaviour.
· Grades 4-6 (2.3 Making Connections): Make connections between media texts and their own knowledge and experiences. Correlation: Students connect the described online interactions to their own digital experiences.
· Social Studies – People and Environments (Social and Environmental Systems):
· Grades 4-6 (Overall Expectation): Demonstrate an understanding of the responsibilities of citizenship in a diverse society. Correlation: Introduces the core concepts of digital citizenship and responsible, safe online behaviour.

