Quiz: Oversharing Online
Name: ___________________________ Date: ___________________________
Instructions: Read each question carefully and answer to the best of your ability.

Part A: Multiple Choice (Circle the best answer)
1. What is "oversharing" in the context of online safety? a) Posting many pictures of your pets b) Revealing too much personal or sensitive information online c) Sharing articles from reputable news sources d) Communicating frequently with friends
2. According to the video, what is a key reason to review your social media privacy settings? a) To get more followers b) To ensure only friends can see your content c) To make your profile look better d) To find more people with similar interests
3. The video states that stories and Snapchats might not disappear after 24 hours because: a) Your friends can save them b) They are automatically reposted c) The company server might retain them for a period of time d) You can manually reactivate them
4. Why is it risky to post photos of your vacation while you are still away from home? a) It makes your friends jealous b) Cybercriminals can use metadata to know your home is vacant c) The photos might get deleted d) It uses too much data
5. If you are being cyberstalked, what is the best immediate advice from the video? a) Respond to the threatening messages to confront the stalker b) Call 911 if you think the threats are serious c) Share details of the cyberstalking on your public profile d) Change your profile picture

Part B: Short Answer
6. List two pieces of personal information that, if shared online, could easily be used by cybercriminals for identity theft or fraud.
1. 
2. 
7. Explain the concept of "digital permanence" in your own words, referencing the video's warning about what you put on the internet.



8. Imagine you are going on a family trip to a popular Canadian destination (like Niagara Falls) for a week. What specific advice from the video should you follow regarding posting photos, and why?



9. Besides protecting yourself from cybercriminals, what is one other important reason to be mindful of your privacy and security when connecting with others on the internet, as suggested by the video?




Answer Key (for teacher use):
Part A: Multiple Choice
1. b) Revealing too much personal or sensitive information online
2. b) To ensure only friends can see your content
3. c) The company server might retain them for a period of time
4. b) Cybercriminals can use metadata to know your home is vacant
5. b) Call 911 if you think the threats are serious
Part B: Short Answer 6. (Any two of the following or similar): 1. Birthday 2. Address 3. Full name (especially with other identifying details) 4. Phone number (implied by "a little bit of information") 7. (Accept answers similar to): Digital permanence means that once you post something online, it can be retained by company servers or copied by others, making it extremely difficult, if not impossible, to ever fully remove it from the internet. The video says "what you put on the internet will stay on the internet." 8. (Accept answers similar to): You should share your photos once you return home. This is because photos can contain metadata (location information) that cybercriminals could access to know your home is vacant, increasing the risk of burglary or other harm. 9. (Accept answers similar to): * To prevent cyberstalking/harassment. * To avoid falling victim to dating scams (if applicable for age group). * To avoid addiction (though briefly mentioned, it's a general danger). * To protect yourself from mental health issues caused by online harassment

