Digital Citizenship for Kids - Lesson Plan: Grade 2 - Recognizing Online Strangers & Reporting Unsafe Situations
Grade Level: 2 Subject: Health and Physical Education (HPE) Strand: Healthy Living Topic: Recognizing Online Strangers & Reporting Unsafe Situations Time Allotment: 40-50 minutes
Overall Expectations (Ontario HPE Curriculum, Grade 2):
· Healthy Living: D2. demonstrate an understanding of the factors that contribute to healthy development and explain how to make informed choices that enhance their health and well-being.
Specific Expectations (Ontario HPE Curriculum, Grade 2):
· D2.1 describe how to recognize and avoid or report situations that could be unsafe or exploitive, including situations encountered online (e.g., asking for personal information, making threats, cyberbullying).
Learning Goals: Students will be able to:
· Describe what a "fake profile" is in simple terms.
· Identify clues that an online "friend" might actually be an adult pretending to be a kid.
· Explain the steps to take if they encounter a suspicious situation online.
Success Criteria: I will know I have been successful if I can:
· Give an example of how someone online might not be who they say they are.
· Identify at least one clue (e.g., formal talk, no emojis) that suggests an online friend is actually an adult.
· Demonstrate telling a trusted adult about an unsafe online situation.
Materials:
· Whiteboard or chart paper and markers.
· Two large cut-out shapes of "people" (one clearly "kid-like" and one "adult-like" - use generic shapes to avoid stereotypes).
· Scenario cards (simple examples of online interactions, some safe, some suspicious - e.g., "A new friend in your game asks where you live," "A friend from school invites you to play online," "Someone online uses very formal words and never emojis").
· "What to Do Online Safety Plan" worksheet (simple boxes for: 1. Stop! 2. Leave! 3. Tell!).
Prior Learning: Students should have a basic understanding of online activities (games, videos) and the concept of trusted adults (from Grade 1 lesson).

Lesson Sequence:
1. Activation (Minds-On) - (10 minutes)
· Quick Review: "Last time, we talked about trusted adults and keeping our private information safe online. What are two things you should never share with someone you don't know online?" (Listen for name, address, phone number, school).
· Hook - Online Friends: "Sometimes we meet new people when we play games or explore online. Are these people always who they say they are?" (Elicit initial thoughts, leading to "no").
· "Today, we're going to learn how to be smart detectives online and figure out if someone online might not be telling us the truth, and what to do if we think that's happening."
2. Action (Working On It) - (25 minutes)
· "Fake Profiles" Explained:
· "The video told us it's super easy for grown-ups to pretend to be kids online. They can make 'fake profiles.' It's like wearing a costume! They look like a kid, but they're really a grown-up."
· Use the "kid-like" and "adult-like" cut-out shapes. "This is what they look like online (kid shape), but this is who they really are (adult shape)."
· Clues for Online Detectives:
· "How can we spot a grown-up pretending to be a kid? The video gave us some clues!" (Referencing the transcript's "four things to look out for").
· Clue 1: How they talk. "Real kids use emojis, abbreviations, and memes. Grown-ups might talk very formally, like they're writing an English paper. They might say, 'How are you doing today?' instead of 'sup?'" (Practice: say some kid-like and grown-up phrases, students give thumbs up/down for "kid" talk).
· Clue 2: What they ask. "Grown-ups might ask about your age, family, where you live, very serious questions, very quickly."
· Clue 3: Trying to control you. "They might tell you when you have to respond, or how you should talk."
· Scenario Sorting (Small Groups/Pairs):
· Distribute scenario cards to groups. Students discuss whether the scenario is "safe" or "suspicious/weird."
· Focus on why it's suspicious, linking back to the clues (e.g., "They asked where I live - that's a clue that they might be a grown-up pretending to be a kid!").
· (Circulate and guide discussions, correcting misconceptions).
3. Consolidation (Minds-On/Summary) - (10-15 minutes)
· "What to Do Online Safety Plan":
· "If we use our detective skills and find something suspicious or weird online, what should we do?" (Reinforce the transcript's advice: "leave the conversation right away and ask an adult for help").
· Activity: Distribute the "What to Do Online Safety Plan" worksheet.
· Box 1: STOP! (Stop playing, stop typing).
· Box 2: LEAVE! (Close the game/app).
· Box 3: TELL! (Tell a trusted adult right away).
· Have students draw a picture or write a word/short phrase in each box.
· Role-Play (Volunteer): Have one student volunteer to demonstrate telling an adult about a suspicious online interaction (e.g., "Mom, someone online was asking me where I live and it made me feel weird.").
· Wrap-up: "You are all excellent online detectives! Remember, if something online feels weird, it probably is. Stop, Leave, and Tell a trusted adult. They will help you stay safe!"
Assessment:
· Formative:
· Observation: Listen to student explanations during scenario sorting and discussions to assess their ability to identify clues and potential dangers.
· "What to Do Online Safety Plan" Worksheet: Review for understanding of appropriate safety steps.
Differentiation:
· Support for Diverse Learners:
· Simplify scenario cards with more pictures.
· Provide pre-written phrases for the safety plan worksheet.
· Work in a small group with the teacher for scenario sorting.
· Extension for Advanced Learners:
· Ask students to create their own "suspicious" online scenario.
· Discuss the difference between a "friend from school" and a "stranger online" more deeply.
· Brainstorm how the internet is a "big place" and why that makes these rules important.
Cross-Curricular Connections:
· Language Arts: Oral communication (discussing scenarios), reading simple instructions.
· Visual Arts: Drawing on the safety plan

