Digital Footprint - Lesson Plan: Grade 4 - My Digital Reputation: Controlling My Online Story
Grade Level: 4 Subject: Health and Physical Education (HPE) Strand: Healthy Living Topic: My Digital Reputation: Controlling My Online Story Time Allotment: 40-50 minutes
Overall Expectations (Ontario HPE Curriculum, Grade 4):
· Healthy Living: D2. demonstrate an understanding of the factors that contribute to healthy development and explain how to make informed choices that enhance their health and well-being.
Specific Expectations (Ontario HPE Curriculum, Grade 4):
· D2.1 describe how to assess and manage risks in a variety of situations (e.g., online, in social situations, when making purchases) and how to respond safely in an emergency.
· D2.2 describe how to develop and maintain healthy relationships, including how to set boundaries, communicate effectively, and manage conflict (e.g., with friends, family, online).
Learning Goals: Students will be able to:
· Define "digital reputation" and explain why it's important.
· Analyze how oversharing and permanence of content can impact their digital reputation and relationships.
· Identify strategies to manage their online presence and make healthy choices for their digital reputation.
Success Criteria: I will know I have been successful if I can:
· Explain that a digital reputation is how others see you online over time.
· Provide an example of how an online post could negatively affect a relationship or how they are viewed.
· List two ways to control their online story (e.g., thoughtful posting, using privacy settings).
Materials:
· Whiteboard or chart paper and markers.
· "Digital Reputation" visual (e.g., a shield that builds up with positive traits, or a word cloud).
· Case study cards (more detailed scenarios involving oversharing, embarrassing posts, or posts affecting friendships).
· "Privacy Settings" simple visual (e.g., lock icon with options for "friends only," "everyone," etc.).
· Worksheet: "My Digital Storyboard" (empty frames for planning positive online content).
Prior Learning: Students understand "digital trail/imprint," permanence of online content, and public/private accounts.

Lesson Sequence:
1. Activation (Minds-On) - (10 minutes)
· "What's Your Reputation?" Brainstorm: "In school, people have a 'reputation.' Maybe you're known as kind, or a good artist, or a super soccer player. What's a reputation?" (Elicit: how others see you).
· "Today, we're talking about our 'Digital Reputation.' This is how people see you online. The video reminds us that what we post affects 'the way that somebody views you' and 'what do you want people to remember you on social media as?'"
2. Action (Working On It) - (25 minutes)
· Defining Digital Reputation:
· Explain that our digital reputation is built over time by everything we post, share, or are tagged in online. It's how a wider audience sees us.
· Connect to the transcript: "What I'm doing is very insignificant. Why is anyone gonna care about this? You should be cautious of what you post." Emphasize that even small posts contribute.
· Impact of Permanence and Oversharing on Reputation/Relationships:
· "The video says 'once you put something online, it can be there forever.' How might something you posted a long time ago, even if you thought it was funny then, affect your reputation now or in the future?" (Discuss: embarrassment, misinterpretation).
· "How could 'oversharing' (like posting all your plans, or complaining about a friend) affect your real-life relationships?" (Connect to HPE D2.2 - healthy relationships and managing conflict).
· Activity: Case Study Analysis (Small Groups):
· Give groups case study cards. For each, they identify:
· What was posted?
· What is the potential impact on the person's digital reputation or relationships?
· What was the risk involved? (Connect to HPE D2.1 - assessing risks).
· What's a healthier choice the person could have made?
· Controlling Your Online Story (Strategies):
· Discuss strategies for managing digital reputation:
· Think Before You Post: Is it kind, safe, true, and necessary? (Review from previous lessons).
· Privacy Settings: Explain how these allow you to control who sees your posts (show simple visual). "This is a healthy choice to protect your privacy!"
· Limit Oversharing: Don't post just to post. "No one's going to scrutinize everything that you say... You are not obliged to post every second of your life."
· Ask a Trusted Adult: Especially if unsure about a post.
3. Consolidation (Minds-On/Summary) - (10-15 minutes)
· "My Digital Storyboard" Worksheet:
· Distribute the worksheet. "Imagine you are creating an online storyboard for your best self. What kind of positive, thoughtful things would you post that would build a great digital reputation?" Students draw or write ideas.
· Class Discussion: "What is one strategy you will use to control your online story and protect your digital reputation?"
· Wrap-up: "You are the authors of your digital story! By thinking before you post, using privacy settings, and being mindful of oversharing, you are making healthy choices to build a positive digital reputation. This is how you control your online story!"
Assessment:
· Formative:
· Observation: Monitor group discussions for analysis of reputation impact and risk management.
· "My Digital Storyboard" Worksheet: Review for understanding of positive online presence.
Differentiation:
· Support for Diverse Learners:
· Simplify case studies with clearer choices.
· Provide visual aids for strategies (e.g., icons for "think," "lock," "ask adult").
· Focus on one strategy at a time.
· Extension for Advanced Learners:
· Research examples (age-appropriate) of digital reputations impacting real-life situations (e.g., school clubs, opportunities).
· Design a "Guide to a Great Digital Reputation" for younger students.
Cross-Curricular Connections:
· Language Arts: Storytelling, persuasive writing (for "guide").
· Media Literacy: Understanding online identity, audience

