Lesson Plan: Your Digital Footprint: Online Safety and Responsibility
Grade Level: 7 (adaptable for Grades 6-8) Subject: English Language Arts – Media Literacy / Health & Physical Education Time Allotment: 60-75 minutes
Ontario Curriculum Correlations (Grade 7, English Language Arts & Health and Physical Education):
This lesson focuses on developing responsible digital citizens, addressing both media literacy skills and personal well-being.
· English Language Arts – Media Literacy Strand:
· 1.1 Explain how various media texts are constructed to represent reality in a particular way (e.g., how social media profiles construct personal identity and how fake profiles mislead).
· 1.4 Identify the purpose and audience for a variety of media texts and explain how they might be interpreted differently by different audiences (e.g., how a post meant for friends might be seen by future employers).
· 1.5 Evaluate the effectiveness of the presentation and the ideas and information in media texts, including those from various cultures and communities, and explain how the texts communicate a variety of messages (e.g., assessing the trustworthiness of online content, recognizing persuasive tactics in scams).
· 1.7 Demonstrate an understanding of the impact of media texts on themselves and others, and identify ways in which they can be active and responsible media consumers and producers (This is a central focus, emphasizing the creation of a positive digital footprint and the responsible use of online platforms).
· Health and Physical Education – Healthy Living Strand:
· D1.1 explain how various factors (e.g., social, emotional, spiritual, cultural, intellectual, physical, environmental, economic) can influence a person’s mental health, and identify strategies for maintaining a positive outlook and seeking support (e.g., the mental health impacts of cyberbullying and the importance of seeking support).
· D2.2 demonstrate the ability to assess situations, make informed decisions, and apply skills to protect themselves and others from abuse, bullying, and harassment (including cyberbullying), and to respond to it effectively (Students learn proactive strategies for online safety and how to respond to cyberbullying).
· D3.1 demonstrate an understanding of how to use various strategies and resources to make informed decisions and take responsibility for their own and others’ health and well-being (e.g., responsible sharing, maintaining privacy, understanding consequences of online actions).


Learning Objectives:
Students will be able to:
1. Explain what a "digital footprint" is and why it's important.
2. Apply at least three cybersecurity habits to protect their personal information online.
3. Identify the characteristics and potential harm of cyberbullying.
4. Formulate a plan for responding to cyberbullying that prioritizes safety and seeking adult support.
5. Articulate the long-term implications of their online actions and content.
Materials:
· Whiteboard or projector
· Markers or pens
· Access to the educational video (or a printed copy of the transcript)
· Copies of the "Your Digital Footprint" quiz (provided below)
· Optional: Chart paper, sticky notes, examples of privacy settings on social media (simplified), or a short video illustrating the concept of a digital footprint.
Cultural References (Ontario/Canadian):
· Digital Footprint & Future Opportunities: Discuss how content posted online can affect future opportunities like applying to Ontario universities or colleges, summer jobs, or volunteer positions within Canadian communities.
· Privacy Best Practices: Highlight that in Canada, there are privacy laws (like PIPEDA for federally regulated industries) that protect personal information, underscoring the importance of understanding personal privacy settings.
· Support Systems: Reinforce the role of Canadian support services like Kids Help Phone (available across Canada), and the importance of school staff (teachers, counsellors) in Ontario schools as trusted resources for help with cyberbullying.

Lesson Procedure:
Part 1: Introduction – Leaving Tracks Online (10-15 minutes)
1. Hook: Digital Footprint Metaphor: Begin by asking students if they know what a "footprint" is. Extend this to "digital footprint" – every time they go online, they leave a trace or a "footprint." Ask: "What kinds of 'tracks' do you think you leave online?" (likes, comments, photos, searches, videos).
2. Introduce the Video: Explain that the video will help them understand how to keep their digital footprint safe and positive.
3. Key Questions: Pose essential questions for students to consider: "How can I protect my digital footprint?" and "What is my responsibility when I'm online?"
Part 2: Explore – Video Analysis (15 minutes)
1. Watch the video: Play the educational video (or read the transcript aloud with an engaging tone).
2. Initial Reflection: After the video, ask students to write down one key takeaway about online safety in their own words. Share a few examples with the class.
Part 3: Explain – Building a Positive Digital Footprint (20-25 minutes)
1. Cybersecurity: Protecting Your Digital Space:
· Review Cybersecurity: Reiterate the video's definition of cybersecurity ("keeping information safe").
· Practical Habits: Discuss the "techniques and tools" mentioned:
· Strong Passwords: Why are they like a strong lock on your front door? Brainstorm characteristics of strong vs. weak passwords.
· Antivirus Software: Explain its purpose simply (like a guard protecting your computer).
· Careful Clicking: Emphasize vigilance with links, emails, and unknown websites. Relate this to avoiding "digital traps."
2. Social Media & Your Footprint: The Good, the Bad, and the Permanent:
· The "Good": Briefly acknowledge the positive aspects of social media (connecting, sharing).
· The "Bad": Discuss the dangers mentioned:
· Privacy Concerns: How does sharing too much impact your digital footprint? What are privacy settings?
· Scams & Phishing: How can these create negative marks on your footprint or steal your identity?
· Addiction: How can excessive use affect other parts of your life?
· Cyberbullying and Its Damage:
· Review Definition & Examples: What specific actions constitute cyberbullying? (Mean messages, embarrassing photos, rumors, fake profiles).
· Impact on Footprint (Victim & Bully): Discuss the severe emotional/mental health impacts on targets. Crucially, discuss how being a cyberbully leaves a permanent, negative digital footprint for the perpetrator, affecting their reputation and future.
· Response Strategies: Focus on the "DOs" and "DON'Ts" from the video:
· DON'T retaliate: Why does this make your footprint worse?
· DO Document: How does this protect you and help adults?
· DO Tell a Trusted Adult: Why is adult support essential? Name Ontario resources (teachers, counsellors, Kids Help Phone).
3. Digital Permanence: The Unerasable Footprint:
· "What you put on the internet will stay on the internet." Deconstruct this statement. Use the analogy of a tattoo – once it's there, it's very hard (or impossible) to remove completely.
· Long-term Consequences: Brainstorm with students how their current digital footprint might affect their applications for high school, university, jobs, or even scholarships in Canada.
Part 4: Elaborate – Applying Responsibility (10 minutes)
1. Scenario: "Footprint Check"
· Present a scenario: "You want to post a funny picture of your friend on Instagram, but they didn't specifically say you could. What ethical considerations should you think about regarding their digital footprint and yours before you post?"
· Guide discussion: consent, potential embarrassment, permanence, kindness.
2. Personal Digital Action Plan: Ask students to silently think about one thing they will do differently or better to manage their digital footprint after this lesson (e.g., check privacy settings, use a stronger password, think before posting, be ready to tell an adult).
Part 5: Evaluate – Quiz (10 minutes)
1. Distribute the quiz: Explain that this quiz will help them demonstrate their understanding of digital footprints and online safety.
2. Collect quizzes: Use the quiz to assess student understanding of the key concepts
