Lesson Plan: Digital Detectives: Sharing Smart and Spotting Fakes!
Suggested Grade Level: Grades 2-3
Subject Areas: Health and Physical Education, Language Arts, Social Studies
Learning Objectives: Students will be able to:
1. Understand the concept of "Virtual is Real" in online interactions.
2. Identify what personal information and photos should be shared "with care" or not at all online.
3. Explain why asking a trusted adult for help is important for online safety.
4. Recognize clues that suggest information online might be "fake news."
5. Practice being a kind and responsible online user, including how to react to hurtful content.
Materials:
· Transcript of "Digital Citizenship - K-3" (displayed centrally or read aloud)
· Whiteboard or chart paper
· Markers
· "Digital Detectives" worksheet (template provided below)
· Drawing paper and crayons/coloured pencils (for "My Digital Pledge" activity)
· Optional: Simple "fake news" headlines (e.g., "Dogs Can Fly Now," "Eating 1 Kilo of Chocolate Makes You Super Smart")
Digital Detectives Worksheet - Scenario Reactions
	Scenario
	What happened?
	How should you react? (Circle one or more)
	Why?

	1. Embarrassing Photo
	Someone sends an embarrassing photo of your friend in a school chat.
	a) Laugh and share it with others. b) Tell them it's not funny and ask them to delete it. c) Ignore it.
	

	2. Unkind Joke
	You send a friend a not-so-nice word as a joke, and they get upset.
	a) Say "You're overreacting, it was just a joke." b) Say sorry and try to understand how they feel. c) Ignore them.
	

	3. Secret Sharing
	A friend tells you a secret about a weakness they have, and you think it would be funny to post it online for likes.
	a) Post it quickly to get many likes. b) Ask them if it's okay to share it. c) Keep it a secret and don't share it.
	

	4. "Chocolate Powers" News
	You see a headline that says "Eating 1 kilo of chocolate a day boosts your memory!"
	a) Share it right away with everyone you know. b) Read more carefully and ask an adult if it's true. c) Go eat lots of chocolate.
	


Lesson Procedure:
Part 1: The Internet Adventure (15 minutes)
1. Hook (5 min): Ask students: "If you had a smartphone, what would be the coolest thing you could do with it?" (Play games, watch videos, talk to friends). "That's right! The internet is like a huge playground, but we need rules to play safely."
2. Introducing Digital Citizenship (10 min): Explain that "Digital Citizenship" means being a good and safe person when we use the internet and our devices. Read aloud the first section of the transcript, up to "You are what you communicate." Emphasize "Virtual is Real." Ask: "What does 'Virtual is Real' mean?" (The words and pictures we use online are just as important as if we said them face-to-face).
Part 2: Sharing Smart (20 minutes)
1. "Share with Care" Discussion (10 min): Continue reading the transcript, from "Take great care with everything you share online..." up to "...when you are studying." Discuss:
· "What kind of information should we be careful about sharing online?" (Information, photos about you and friends, phone number, address, personal details).
· "Why is it important to ask an adult for help if you're not sure?"
· "What does it mean that pictures and info can 'remain online for a very long time'?" (They don't go away easily).
· Cultural Reference (Ontario Context): Discuss who these trusted adults are in their lives in Ontario: parents, guardians, teachers, school librarians, and even older siblings who are responsible. Emphasize that these adults are here to help them stay safe, just like crossing guards help them cross the street safely.
2. Time Limits and Focus (5 min): Briefly discuss the importance of setting time limits and putting phones away when studying or spending time with family and friends.
3. Words Have Consequences (5 min): Read the beginning of page 2, "Words have consequences. A friend tells you about one of her weaknesses..." Briefly discuss how words (and pictures) can make people feel happy or sad, and why privacy matters.
Part 3: Spotting Fakes & Being Kind Online (30 minutes)
1. Scenario Reactions (15 min): Distribute the "Digital Detectives Worksheet." Divide students into pairs or small groups. Read aloud the scenarios one by one from the worksheet, and have students discuss and circle their chosen reaction, explaining "Why." Focus on the scenarios from the transcript (embarrassing photo, unkind joke, secret sharing, chocolate powers news).
· Facilitate discussion for each scenario: Emphasize asking for help, apologizing, respecting privacy, and being a kind bystander ("tell the bullies to stop").
· Cultural Reference (Ontario Context): Connect the "being a friend, not a bystander" idea to being a good school citizen in their Ontario community, where everyone works together to make school a safe and welcoming place.
2. Fake News Detectives (10 min): Read the transcript section about "fake news" (starting around "What do you mean? On the internet and social media, there are lots of news stories that are not real...").
· Discuss: "What is fake news?" "Why do people share it?" (To get likes, to harm).
· "How can we be Digital Detectives and spot fake news?" (Don't just read headlines, check for authors/dates, look for exaggerations, ask an adult, check other sites).
· Activity: If using optional fake news headlines, present one and have students apply the "detective" skills.
3. Actions Make a Difference (5 min): Read the final paragraph ("Remember that your actions can make a difference..."). Emphasize that every student has the power to make the internet a better and safer place.
Part 4: My Digital Pledge (10 minutes)
1. Activity: My Digital Pledge Poster (7 min): Distribute drawing paper. Ask students to draw a picture showing themselves being a good digital citizen (e.g., asking an adult for help, being kind online, spotting fake news). They can write a short sentence or two about their "Digital Pledge."
2. Share & Conclude (3 min): Have a few students share their pledges. Reinforce the key message: The internet is fun, but we must use it smartly, kindly, and with an adult's help.

Correlation with the Ontario Curriculum Guides (English Lesson Plan):
This lesson plan aligns with several outcomes from the Ontario Curriculum for Grades 2-3:
· Health and Physical Education (HPE) – Healthy Living (Personal Safety and Injury Prevention & Healthy Relationships):
· Grade 2 (B3.1): Describe strategies for keeping themselves safe from injuries and harm (e.g., when online). Correlation: Directly addresses online safety rules, asking for adult help, and recognizing risky sharing.
· Grade 3 (B3.1): Describe different types of safe and unsafe situations, and identify effective strategies for avoiding or responding to them. Correlation: Students analyze scenarios of online interactions (embarrassing photos, unkind jokes, fake news) and practice appropriate responses.
· Grades 2-3 (B2.1): Describe healthy ways of interacting and communicating with others. Correlation: Emphasizes kindness, respect, empathy, and privacy in online interactions.
· Language Arts – Oral Communication & Media Literacy:
· Grades 2-3 (1.2 Listening to Understand): Listen to understand information and ideas presented in oral texts. Correlation: Students listen to the transcript and extract key safety information.
· Grades 2-3 (2.2 Making Inferences/Interpreting Messages): Interpret media messages, making inferences about the main idea and some of the ways in which the message is conveyed. Correlation: Students interpret the safety messages within the transcript and differentiate between real and fake news.
· Grades 2-3 (3.4 Producing Media Texts): Produce media texts for a variety of purposes and audiences. Correlation: Students create visual pledges/posters to communicate their understanding of digital citizenship.
· Social Studies – People and Environments (Social and Environmental Systems):
· Grades 2-3: Develop an understanding of the roles and responsibilities of citizens. Correlation: Introduces digital citizenship, responsible online behaviour, and the concept of contributing positively to a community (online and offline)

