Lesson Plan: My Digital Footprint: Share with Care!
Suggested Grade Level: Grades 4-6
Subject Areas: Health and Physical Education, Language Arts
Learning Objectives: Students will be able to:
1. Identify different types of personal information that should not be shared publicly online.
2. Understand the risks associated with oversharing personal details and photos online.
3. Recognize that online content can be re-shared by others and remain online for a long time.
4. Formulate strategies for safe online sharing, including checking privacy settings and creating strong passwords.
5. Identify trusted adults they can ask for help and advice regarding online activities.
Materials:
· "CyberSafety1" transcript (one copy per student or displayed centrally)
· Whiteboard or chart paper
· Markers
· Handout: "Share with Care Scenarios" worksheet (template provided below)
· Drawing paper and colouring supplies (optional, for "Digital Footprint Poster")
Share with Care Scenarios Worksheet
	Scenario
	What did David do that could be risky?
	What should David do instead?
	Which CyberSafety rule applies?

	1. David posts: "I'll be waiting for you at my place to celebrate. This is my address and my phone number."
	
	
	

	2. David posts a selfie with his friends at the basketball court.
	
	
	

	3. David just signs up for a new online game using a simple password and no adult help.
	
	
	

	4. David shares a funny picture of a classmate online without asking permission.
	
	
	


Lesson Procedure:
Part 1: Introduction – Online Celebrations (15 minutes)
1. Hook (5 min): Ask students: "How many of you like to share things online – like photos, videos, or messages with friends? What kinds of things do you share?" (Allow for a brief discussion, emphasizing that sharing is fun but requires thought).
2. Introduce the Transcript (10 min): Explain that today's lesson is about staying safe while sharing online. Introduce the character David, who is excited about his birthday. Read aloud the "CyberSafety1" transcript (or play the video if available). Ask students to listen carefully to what David shares and the advice given.
Part 2: David's Dilemma & CyberSafety Rules (25 minutes)
1. Identifying Risky Information (10 min): As a class, discuss David's actions from the transcript. Ask:
· "What personal information did David share about himself or his plans?" (e.g., address, phone number, where/when to meet, friends' names).
· "Why might sharing this information be a problem?" (Guide discussion towards strangers, unwanted visitors, misuse of info).
· "What did the transcript say about photos and information once they are online?" (Can be re-shared, remain online a long time).
2. Establishing CyberSafety Rules (15 min): On the whiteboard, list the key CyberSafety rules mentioned in the transcript. Ask students to help phrase them simply:
· "Share with care" (Be thoughtful about what you post).
· Don't share phone numbers, addresses, or personal details.
· Check privacy settings on apps/websites.
· Ask an adult for help and advice.
· Choose a difficult password and share it only with parents.
· Cultural Reference (Ontario Context): Discuss who these "adults" might be in their lives in Ontario – parents, guardians, teachers, school librarians, trusted coaches. Emphasize that these adults understand online safety.
Part 3: Applying the Rules (20 minutes)
1. Activity: Share with Care Scenarios (15 min): Divide students into small groups (3-4). Distribute the "Share with Care Scenarios" worksheet. Have groups discuss each scenario based on David's story and the CyberSafety rules.
· For Scenario 4 (sharing a funny picture of a classmate), guide the discussion to include asking permission and respect, even if not explicitly stated in this transcript, as it's a critical aspect of online sharing.
2. Whole Class Share Out (5 min): Bring groups back together to share their answers. Discuss why each suggested action makes online sharing safer.
Part 4: Conclusion & Personal Commitment (5 minutes)
1. Recap: Review the importance of "sharing with care" and the key CyberSafety rules.
2. Personal Commitment: Encourage students to think about one thing they will do differently next time they share something online. Remind them that being safe online means being smart and asking for help when needed.
· Cultural Reference (Ontario Context): Reinforce that these safety practices are part of being a responsible digital citizen, a skill valued in Ontario schools and communities.

Correlation with the Ontario Curriculum Guides (English Lesson Plan):
This lesson plan aligns with several outcomes from the Ontario Curriculum for Grades 4-6:
· Health and Physical Education (HPE) – Healthy Living (Personal Safety and Injury Prevention):
· Grade 4 (B3.1): Describe various types of risks and unsafe situations and effective strategies for avoiding or responding to them. Correlation: Directly addresses the risks of oversharing online and strategies to prevent harm.
· Grade 5 (B3.1): Describe various types of safety concerns in the school, home, and community, including online safety, and identify appropriate ways of responding to them. Correlation: Focuses on personal information, privacy settings, and adult help as key responses to online safety concerns.
· Grade 6 (B3.1): Describe various types of bullying, abuse, and harassment, including cyberbullying, and identify appropriate ways of responding to them. Correlation: While not explicitly about bullying, oversharing can lead to cyberbullying, so the protective measures discussed are foundational.
· Overall Expectation B2: Understand the factors that influence healthy development and decision making. Correlation: Encourages students to make informed and responsible decisions about their online presence.
· Language Arts – Media Literacy:
· Grades 4-6 (2.2 Making Inferences/Interpreting Messages): Interpret media messages, making inferences about the main idea and some of the ways in which the message is conveyed. Correlation: Students interpret the safety messages within David's story and the direct advice provided.
· Grades 4-6 (2.3 Making Connections): Make connections between media texts and their own knowledge and experiences. Correlation: Students connect the online sharing scenarios to their own or peers' experiences with social media and apps.
· Grades 4-6 (3.4 Producing Media Texts): Produce media texts for a variety of purposes and audiences, using appropriate forms, conventions, and techniques. Correlation: (Optional) Students could create a "Digital Footprint Poster" illustrating safe sharing, fulfilling this expectation.
· Social Studies – Heritage and Identity / People and Environments:
· Grades 4-6 (Overall Expectation): Demonstrate an understanding of the responsibilities of citizenship in a diverse society. Correlation: Introduces the concept of digital citizenship and responsible behaviour in online communities.

