Lesson Plan: Navigating Your Digital Footprint
Grade Level: Grades 7-10 (Adaptable for differentiation within these grades)
Duration: 75-90 minutes (can be adjusted for a single or two-part lesson)

Objectives:
By the end of this lesson, students will be able to:
· Define "digital footprint" and articulate its long-term implications for their personal and professional lives.
· Analyze the concept of "oversharing" on social media and identify its potential risks (e.g., privacy invasion, reputation damage, personal safety).
· Evaluate how their current online behaviour shapes their digital persona and future opportunities.
· Develop strategies for responsible online posting and managing their digital footprint.
· Understand the permanence of online content, even on platforms designed for temporary sharing.
Materials Needed:
1. Video: "Digital Footprint" (based on the provided transcript)
2. Projector/Smartboard
3. Whiteboard or chart paper
4. Markers
5. Handout: "My Digital Legacy Plan" (template provided below)
6. Optional: Access to computers/devices for a short research task (e.g., looking up university social media policies or employer background checks).
Introduction (15-20 minutes):
1. Hook (Ontario Social Media Scenarios):
1. "Raise your hand if you've ever posted something online that you later felt a little unsure about." (Gauge responses).
2. "Imagine this: You're in Grade 11, trying to get a summer job at Canada's Wonderland, or volunteering at SickKids Hospital in Toronto. The hiring manager looks up your social media. What do you want them to see?"
3. "Or, maybe you're applying to the University of Toronto or Western University – they sometimes look at applicants' public profiles. How does that make you feel?"
4. Introduce the term "digital footprint" as the unique trail of data you leave behind every time you use the internet. It’s your online story.
2. Activate Prior Knowledge:
1. On the whiteboard, ask students to brainstorm: "What kinds of things make up your digital footprint?" (e.g., photos, comments, likes, website visits, gaming profiles, emails).
2. Discuss: "Do you think everything you post online truly 'goes away' if you delete it or if it's on a temporary platform like Snapchat/Instagram Stories?" (Lead into the video's core message).
Video Viewing (5 minutes):
1. Pre-Viewing Task: Instruct students to listen carefully for two key ideas:
· Why online content is permanent, even when you think it's temporary.
· What are the dangers of oversharing?
2. Play Video: Show the educational video "Digital Footprint."
Discussion & Analysis (20 minutes):
1. Post-Video Debrief:
· "What did the video mean by 'anything you post online, you're stuck with'?"
· "The video mentioned 'oversharing.' What are some examples of oversharing you've seen or heard about, perhaps even from Canadian news or local stories?" (e.g., sharing future plans, location details, private feelings).
· "Why do you think people still overshare, even when they know the risks? The video suggested some people have a 'don't care' mentality, or think 'What I'm doing is very insignificant.'"
· "The video mentions 'fin accounts' or 'spam accounts.' How do these types of accounts affect a person's digital footprint, and how might they be perceived by others?"
· "What are some real-world consequences (beyond just getting 'likes') of having a negative or careless digital footprint in an Ontario context? (e.g., not getting a job, losing a volunteer opportunity, impact on friendships, safety concerns). Think about famous Canadian influencers or athletes who have faced backlash for past online posts."
2. "Virtual is Real" Concept:
· Reiterate the video's message: "Virtual is real."
· Ask: "How does this phrase apply to your life here in Ontario, especially considering how much we rely on online communication and digital platforms?"
Activity: My Digital Legacy Plan (25 minutes):
1. Introduction: "Your digital footprint isn't just a record of the past; it's also your 'digital legacy' – what you're leaving behind for your future self and for others. What kind of legacy do you want to build?"
2. Handout Distribution: Distribute the "My Digital Legacy Plan" handout.
Handout Template:
My Digital Legacy Plan
Name: ___________________________ Date: _________________
Part 1: My Current Digital Footprint - A Quick Check-in
1. Think about your social media profiles, gaming handles, comments, and public posts.
2. What are 3 things you are proud of in your current online presence?
3. What is 1 thing you might be concerned about or wish you could change?
Part 2: My Ideal Digital Persona - What I Want to Project
4. If a future employer, university admissions officer, or community leader in Ontario were to look at your public profiles, what 3 words would you want them to use to describe you?
1. 
2. 
3. 
5. What types of content (photos, opinions, links) would you post or share that align with these words?
6. What types of content would you avoid posting or sharing?
Part 3: Strategies for Building My Digital Legacy
7. Based on the video and our discussion, list 3 concrete actions you will take starting today to manage your digital footprint responsibly:
1. 
2. 
3. 
8. Who is a trusted adult (parent, teacher, counsellor, older sibling) in your life you can talk to if you have questions or concerns about your online safety or digital footprint?

3. Individual Work: Students complete the handout. Encourage thoughtful reflection.
4. Optional Sharing: If time permits and students are comfortable, allow volunteers to share one insight or strategy from their plan (without revealing personal details they are uncomfortable with).
Reflection & Conclusion (10-15 minutes):
· Recap Key Messages: Reiterate the permanence of online content, the risks of oversharing, and the power of conscious choices.
· Call to Action: "Remember the final question from the video: 'What do you want people to remember you on social media as?' Your digital footprint is like a story you're writing about yourself. Make sure it's a story you're proud of, for today and for your future endeavours in Ontario and beyond."
· Remind of Resources (Ontario): Encourage students to utilize school counsellors, teachers, and reputable Canadian organizations like MediaSmarts (www.mediasmarts.ca), a Canadian centre for digital and media literacy, if they ever need guidance or have concerns about their online activities.
Assessment:
· Participation: Observe student engagement in discussions and group activities.
· "My Digital Legacy Plan" Handout: Evaluate the thoughtfulness and completeness of responses, demonstrating understanding of key concepts and commitment to responsible online behaviour.

Correlations with the Ontario Curriculum Outcomes:
Grade 7:
· Language (Media Literacy) - D1.1, D2.3, D3.1:
· D1.1 Explain how various media forms and texts (e.g., social media posts, stories) are created to suit particular purposes and audiences. Students analyze why individuals post certain content and the audience they aim to reach, and the implications of this.
· D2.3 Interpret a variety of media texts, identifying and explaining the messages they convey and the values they express. Students interpret the messages conveyed by their own and others' digital footprints and the values those footprints represent.
· D3.1 Evaluate the effectiveness of media texts, and assess their credibility. Students learn to critically assess the content they encounter and consider its credibility before contributing to their own digital footprint or sharing it.
· Health and Physical Education (Healthy Living) - C2.2, C2.3:
· C2.2 Demonstrate the ability to apply social-emotional learning skills (e.g., self-awareness, responsible decision-making) to enhance their relationships and overall well-being. Applying responsible decision-making to online interactions and understanding the impact on relationships and mental health.
· C2.3 Apply decision-making strategies to assess risks and make choices that enhance their own and others’ safety. Directly applicable to assessing risks of oversharing and making safe online choices regarding personal information.
Grade 8:
· Language (Media Literacy) - D1.1, D2.1, D3.1:
· D1.1 Identify the purpose and audience of a variety of media texts, and explain how the media convey messages, values, and attitudes. Students delve deeper into analyzing the intended and unintended messages communicated through digital footprints and their alignment with personal values.
· D2.1 Demonstrate an understanding of a variety of techniques used in media texts to influence audiences. Students understand how their own posts, or others' posts, can influence perceptions and opinions, even unconsciously.
· D3.1 Evaluate media texts to determine their effectiveness, and identify and explain the overt and implied messages they convey. Students evaluate the effectiveness of their own online presence in conveying their desired persona and identify implicit messages that might be sent through their digital footprint.
· Health and Physical Education (Healthy Living) - C2.2, C2.3:
· C2.2 Demonstrate the ability to apply social-emotional learning skills (e.g., self-management, relationship skills) to enhance their relationships and overall well-being. Managing impulses related to posting and understanding how online actions affect real-world relationships.
· C2.3 Apply decision-making strategies to assess risks and make choices that enhance their own and others’ safety. Focus on the long-term safety implications of digital footprints, including future employment or educational opportunities.
Grade 9:
· English (Media Studies) - 1.1, 1.2, 2.1, 3.1:
· 1.1 Determine the characteristics of a variety of media texts, and assess their purpose and audience. Students analyze their own online profiles and those of others as media texts, understanding their implicit purpose and audience (e.g., peers, future employers).
· 1.2 Determine the conventions and techniques used in a variety of media texts and analyse how they affect the meaning. Students examine how elements like privacy settings, tags, comments, and the ephemeral nature of stories (Snapchat/Instagram) influence the overall meaning and permanence of their digital footprint.
· 2.1 Interpret media texts, comparing and contrasting their own interpretations with those of others. Students interpret how different audiences (peers vs. adults/employers) might interpret their digital footprint differently.
· 3.1 Evaluate the effectiveness of media texts, using a range of criteria (e.g., clarity, bias, appeal, accuracy, timeliness, values, social implications). Students evaluate the effectiveness of their own digital footprint in representing themselves authentically and responsibly, considering social implications.
· Health and Physical Education (Healthy Living) - D2.1, D3.1:
· D2.1 Demonstrate an understanding of the impact of various factors on healthy relationships. Understanding how digital footprint and online behaviour can positively or negatively impact relationships, both online and offline.
· D3.1 Demonstrate an understanding of how to use critical thinking, decision-making, and communication skills to enhance their personal safety. Applying these skills to manage their online identity and protect their personal safety and privacy.
Grade 10:
· English (Media Studies) - 1.1, 1.2, 2.1, 3.1:
· 1.1 Determine the characteristics of a variety of media texts and assess their purpose and audience. Students engage in a sophisticated analysis of their digital footprint as a complex media text, considering its impact on their developing personal brand and future aspirations.
· 1.2 Determine the conventions and techniques used in a variety of media texts and analyse how they affect the meaning. Students critically analyze how privacy settings, content curation, and online interactions act as conventions and techniques that shape the narrative of their digital footprint.
· 2.1 Interpret media texts, comparing and contrasting their own interpretations with those of others. Students articulate their desired digital legacy and consider how it aligns with the interpretations of various audiences, including academic institutions and employers.
· 3.1 Evaluate the effectiveness of media texts, using a range of criteria (e.g., clarity, bias, appeal, accuracy, timeliness, values, social implications). Students develop a refined ability to evaluate their own and others' digital footprints for consistency, authenticity, and potential long-term social and professional implications.
· Health and Physical Education (Healthy Living) - D2.1, D3.1:
· D2.1 Demonstrate an understanding of the impact of various factors on healthy relationships. Students understand the nuanced impact of online behavior on peer relationships, family dynamics, and professional networking.
· D3.1 Demonstrate an understanding of how to use critical thinking, decision-making, and communication skills to enhance their personal safety. Students apply advanced critical thinking to proactively manage their online presence, ensuring long-term personal safety and protecting their digital reputation in preparation for post-secondary education and career paths
