Smart and Safe Online Habits - Lesson Plan - Grade 3
Subject: Health and Physical Education (HPE) Strand: C. Healthy Living Topic: Online Safety – Keeping Personal Information Private Grade Level: 3 Time Allotment: 45-60 minutes
Learning Goals:
· Students will understand what personal information is and why it's important to keep it private online.
· Students will learn strategies for protecting their personal information when using the internet.
· Students will identify trusted adults they can talk to if something online makes them feel unsafe or uncomfortable.
Curriculum Expectations (Ontario HPE, 2019):
· C3.1 describe safe practices and recognize potential dangers in various situations (e.g., ...when on the internet; when around strangers) and describe appropriate ways of responding to dangerous situations.
· C3.2 identify and describe various safety rules and practices that help to prevent injuries in the home, school, and community (e.g., ...not sharing personal information online) and explain why it is important to follow them.
· C1.2 describe how their thoughts and feelings can affect their decision making and actions in various situations (e.g., when making choices about ... behaving safely; when they are facing social pressure).
Materials:
· Projector/Smartboard to display key rules or questions.
· Whiteboard or chart paper and markers.
· Worksheet: "My Safe Online Habits Pledge" (template provided below).
· Pens/pencils.
Success Criteria: I can:
· Explain why it's important to keep my personal information private online.
· Give examples of personal information I shouldn't share online.
· Name a trusted adult I can go to if I feel unsafe online.

Lesson Procedure
1. Introduction (10 minutes)
· Engage: Begin by asking students: "Who here uses the internet? What do you use it for?" (e.g., games, learning, watching videos). Affirm that the internet is amazing but needs care.
· Introduce Topic: "Today, we're going to talk about how to be 'Safe and Smart Online' – just like the video we watched [or transcript you read from]. We'll focus on how to keep ourselves safe, especially by protecting our personal information."
· Define Personal Information: Ask students, "What do you think 'personal information' means? What kind of information is just for you and your family?" (Guide them to think about real name, address, phone number, school, photos).
2. Activity: Rule #1 – Keep Personal Information Private (25 minutes)
· Review Transcript Rule: "The video said, 'Rule number one. One of the most important rules of staying safe online is keeping your personal information private.' Why is this so important?"
· Discuss with students: "Why shouldn't we tell strangers our real name or where we live?" (Strangers might pretend to be friends, trick us, find us).
· "The video suggested using a nickname online. Why is that a good idea?" (It helps keep your real name private).
· Scenario Discussion: Present simple scenarios:
· "Imagine you're playing an online game, and someone asks, 'What's your full name?' What should you do?" (Say no, use nickname).
· "Someone in a game chat says, 'I live in [Your City], what street do you live on?' How would you respond?" (Do not share, tell an adult).
· "You want to create a profile for a game. What information is okay to share, and what should you keep private?" (Nickname, general interests are okay; real name, address, phone number are not).
· Introduce "Ask an Adult": "The video also says, 'If you're not sure whether a link is safe, ask an adult to help you decide.' This applies to sharing information too. Who are the trusted adults you can talk to about online safety?" (Parents, guardians, teachers). Emphasize that it's never wrong to ask for help.
3. Consolidation & Wrap-up (10-15 minutes)
· "My Safe Online Habits Pledge" Worksheet: Distribute the worksheet.
· Have students complete the blanks about what personal information is and two things they will do to keep it private.
· They should also write down the name of a trusted adult.
· Share Out (optional): Invite students to share one thing they wrote on their pledge.
· Reiterate Key Message: "Remember, the internet is a fun place, but we need to be smart. Always keep your personal information private, use a nickname, and talk to a trusted adult if you're ever unsure or uncomfortable."

Assessment
· Informal Observation: Observe student participation in discussions, their understanding of what constitutes personal information, and their ability to identify safe practices.
· Worksheet Review: Collect and review "My Safe Online Habits Pledge" to check if students can identify personal information, state two privacy strategies, and name a trusted adult.
Differentiation
· For students needing extra support: Provide sentence starters or word banks for the worksheet. Pair them with a peer for the discussion. Use visual aids for concepts.
· For students seeking enrichment: Challenge them to think of other types of personal information or to create an illustration representing keeping information private.

Worksheet Template: My Safe Online Habits Pledge (Grade 3)
Name: ____________________________ Date: ______________
My Personal Information: Things that are personal and private about me include my:
1. My real ____________________
2. My ____________________ address
3. My phone ____________________
4. My ____________________ (where I go to school)
My Pledge to Stay Safe Online: To keep my personal information private and stay safe online, I will:
1. Use a ____________________ instead of my real name when playing games or chatting with people I don't know in real life.
2. I will NEVER share my ____________________, address, or phone number with anyone online I don't know.
3. If someone asks me for personal information or if something online makes me feel worried, I will immediately tell a ____________________ adult.
My Trusted Adult: The trusted adult I can talk to about online safety is: ____________________________________

