Digital Citizenship for Kids - Lesson Plan: Grade 4 - Assessing Online Risks & Making Safe Choices
Grade Level: 4 Subject: Health and Physical Education (HPE) Strand: Healthy Living Topic: Assessing Online Risks & Making Safe Choices Time Allotment: 40-50 minutes
Overall Expectations (Ontario HPE Curriculum, Grade 4):
· Healthy Living: D2. demonstrate an understanding of the factors that contribute to healthy development and explain how to make informed choices that enhance their health and well-being.
Specific Expectations (Ontario HPE Curriculum, Grade 4):
· D2.1 describe how to assess and manage risks in a variety of situations (e.g., online, in social situations, when making purchases) and how to respond safely in an emergency.
Learning Goals: Students will be able to:
· Identify the four key "red flags" (signs of a suspicious online interaction) from the transcript.
· Assess the level of risk in various online scenarios.
· Formulate a safe response to different online risks.
Success Criteria: I will know I have been successful if I can:
· Name at least two "red flags" that signal a risky online interaction.
· Categorize online scenarios as low, medium, or high risk.
· Suggest a safe course of action for a given online risk scenario.
Materials:
· Whiteboard or chart paper and markers.
· "Red Flag" visuals (e.g., drawn flags) for each of the four signs from the transcript.
· Scenario Cards (with varied levels of risk, e.g., "Online friend asks for your age," "Someone online compliments you a lot and asks for your social media," "Game asks for your nickname," "Stranger online asks to meet in person").
· Risk Meter (a visual scale from 1-5 or "Low Risk" to "High Risk").
· Worksheet: "My Safe Choices Plan" (a simple template for recording scenario, risk level, and safe action).
Prior Learning: Students should understand what online means, the importance of trusted adults, keeping private information private, and that people can create fake online identities.

Lesson Sequence:
1. Activation (Minds-On) - (10 minutes)
· "What's a Red Flag?" Brainstorm: "Imagine you're walking and you see a red flag waving. What does that usually mean?" (Elicit: stop, danger, warning).
· "Just like in real life, there are 'red flags' online – warning signs that tell us something might be unsafe. Today, we're going to become experts at spotting these online red flags and learning how to make safe choices."
· "The video we watched gave us four important red flags to look out for when someone online might not be who they say they are or if they have bad intentions."
2. Action (Working On It) - (25 minutes)
· Introducing the Four Online Red Flags (from transcript):
· Red Flag 1: How they talk. ("They just sound like a grownup... formal. Real kids use emojis, abbreviations, and memes.") - Discuss examples.
· Red Flag 2: Trying to control you. ("setting rules for when you have to respond, what you should call them, or how you should talk to them.") - Discuss examples.
· Red Flag 3: Very serious questions, too soon. ("asking about things like your age, family, and likes and dislikes" after just a few minutes). - Emphasize "too soon" and "too serious."
· Red Flag 4: Compliments/Making you feel special OR inappropriate photo requests. ("may compliment you a lot and make you feel special." / "major red flag is anytime a stranger asks you to send photos in your underwear or naked.") - Highlight the "major red flag" as a serious warning.
· Teacher Note: For Grade 4, when discussing inappropriate photos, focus on the "never, never, never" aspect and the immediate need to tell a trusted adult. Keep the language direct but age-appropriate, emphasizing "photos of your body that should be private."
· Activity: Risk Assessment & Safe Choices (Small Groups):
· Divide students into small groups. Give each group a set of Scenario Cards and a "Risk Meter."
· For each scenario, students discuss:
1. Are there any "red flags"? Which ones?
2. What is the risk level (low, medium, high)?
3. What is the safest choice/action to take? (Always include telling a trusted adult).
· Students record their findings on the "My Safe Choices Plan" worksheet for 2-3 scenarios.
3. Consolidation (Minds-On/Summary) - (10-15 minutes)
· Class Share & Debrief:
· Bring the class back together. Review one or two scenarios from the worksheet.
· Discuss the different risk levels and why students assigned them.
· Emphasize that the safest choice always involves telling a trusted adult. Refer back to the transcript: "always tell an adult you trust immediately. If this happens... the people around you will be able to protect you."
· Reinforce the "three things to remember" from the end of the transcript: "Number one, never give out personal info online. Number two, if a situation starts to feel weird, it probably is weird. Talk to your family... Number three, leave the conversation right away and ask an adult for help if a stranger ever asks to meet up or come to your house."
· "Super Online Safety" Pledge (Optional): As a class, create a short pledge to remember the red flags and make safe choices online.
· Wrap-up: "You've become fantastic online risk assessors! Knowing the red flags and what to do is a super important healthy choice that keeps you safe online. Always remember to tell a trusted adult if something feels wrong!"
Assessment:
· Formative:
· Observation: Listen to group discussions for accurate identification of red flags and appropriate risk assessment.
· "My Safe Choices Plan" Worksheet: Review for understanding of risks and proposed safe actions.
Differentiation:
· Support for Diverse Learners:
· Simplify scenario cards; use visuals for red flags.
· Provide sentence starters for discussing risk and safe actions.
· Work in a smaller, teacher-led group for the activity.
· Extension for Advanced Learners:
· Have students create their own nuanced online scenarios.
· Discuss how online information (e.g., gaming scores, public profiles) can be used to gather personal details without directly asking.
· Research and present on local/school resources for online safety.
Cross-Curricular Connections:
· Language Arts: Analyzing language in scenarios, discussing, writing.
· Media Literacy: Critical analysis of online interactions.
· Social Studies: Rules and safety in communities

