Teacher Guide: Cyber Safety for Kids (Grades K-2)

Purpose:
This guide provides educators with strategies, key points, and activities to teach young students about staying safe online in an engaging and age-appropriate manner.

Lesson Objectives:
· Students will understand what the internet is and how children use it.
· Students will learn important safety rules for online activities.
· Students will recognize the importance of talking to a trusted adult if they encounter something confusing or upsetting online.
· Students will practice respectful, kind behavior in online interactions.

Preparation:
· Review the cyber safety video beforehand to ensure clarity.
· Prepare picture/flashcards with key safety messages:
· "Keep secrets safe"
· "Ask a grown-up for help"
· "Be kind online"
· "Don’t share private info"
· Download and print the Cyber Safety Pledge poster.
· Arrange drawing supplies for the student activity.
· Ensure any necessary technology (projector, speakers, device) is ready.

Materials Needed:
· Educational cyber safety video
· Flashcards or picture cards
· Printable Cyber Safety Pledge
· Drawing paper and crayons/markers

Lesson Breakdown:
Introduction (5 minutes):
· Begin by asking students:
· “Have you ever used a tablet or computer?”
· “What do you like to do online?”
· Explain briefly: "The internet can be a fun place to learn and play, but we need to follow safe rules to stay happy and safe."
Video Viewing (10 minutes):
· Show the selected cyber safety video.
· Pause briefly to emphasize or clarify important points such as:
· Not sharing private information
· Asking a grown-up for help
· Being respectful and kind
· Use visual cues or gestures to reinforce messages.
Discussion & Reinforcement (10 minutes):
· Review key points:
· Only share secrets or private info with family or trusted adults.
· If something online makes you upset, confused, or uncomfortable, talk to a grown-up.
· Be kind and respectful to others online.
· Use flashcards to prompt discussion:
· Show a card with “Ask a grown-up” — ask children why this is important.
· Show a card with “Be kind” — discuss what kindness means online.
Activity – Draw Your Safe Online Practice (10 minutes):
· Ask students to draw a picture of themselves being safe, kind, or talking to a trusted adult while using a device.
· Encourage them to share their drawings briefly with the class.
Closure & Cyber Safety Pledge (5 minutes):
· Introduce the Cyber Safety Pledge poster.
· Read the pledge aloud together:
“I promise to stay safe online. I will ask a grown-up if I see or hear something confusing or upsetting. I will not share my secrets or private information with anyone online except my family or my teacher. I will be kind and respectful to others online. I will have fun and learn, but I will always ask for help if I need it.” 
· Invite children to sign the pledge or place a sticker next to it.
· Remind students to practice these rules every day.

Assessment:
· Observe students' participation during discussions and activities.
· Review drawings to check understanding of key safety concepts.
· Listen to responses during the pledge and sharing time.

Follow-up Activities:
· Send home the signed Cyber Safety Pledge for family review.
· Post the pledge or safety rules near classroom devices.
· Incorporate songs, stories, or role-playing to reinforce safety habits regularly.

Additional Resources:
· Ontario Digital Literacy Curriculum (K-2): [link or reference material]
· Interactive online safety games for young children (optional)
· Communicating with parents about online safety tips
