Lesson Plan: Digital Safety 101: Your Online Armor
Suggested Grade Level: Grades 7-9
Subject Areas: Health and Physical Education, English Language Arts (Media Literacy), Business Studies (BTT1O)
Learning Objectives: Students will be able to:
1. Define cybersecurity and explain its importance in protecting personal information.
2. Identify potential risks associated with social media use, including oversharing and identity theft.
3. Define cyberbullying and describe its various forms and harmful effects on victims.
4. Formulate effective strategies for preventing cyberbullying and responding to incidents, both as a target and a bystander.
5. Develop a personal commitment to safe and responsible online behavior.
Materials:
· Transcript of "Digital Safety 101" (displayed centrally or one copy per student for reference)
· Whiteboard or chart paper
· Markers
· Handout: "Digital Safety Shield" worksheet (template provided below)
· Optional: Access to devices/internet for quick research on online reporting tools.
Digital Safety Shield Worksheet
Name: ____________________________ Date: ____________________________
Part 1: My Cybersecurity Lock (Protection)
· What is Cybersecurity? (My own words)

· Two ways I can protect my devices and information:
1. 
2. 
Part 2: Social Media Smarts (Using with Care)
· One potential risk of sharing too much personal information on social media:

· What kind of content should I be careful about posting?

Part 3: Stopping Cyberbullying (My Role)
· What is Cyberbullying? (My own words)

· List three things I can do if I or someone I know is being cyberbullied:
1. 
2. 
3. 
· What is one thing I should NOT do if I am being cyberbullied?

Part 4: My Digital Safety Promise
I promise to be smart and cautious online. I will protect my digital identity and help keep my friends safe.
Signed: ____________________________

Lesson Procedure:
Part 1: Your Digital Armor: Cybersecurity (20 minutes)
1. Hook (5 min): Ask students: "If your house holds all your important things, how do you protect it? (Lock the doors, alarm, etc.)." Now ask: "What about your 'digital house' – your computer, phone, social media? How do you protect that from strangers?" Introduce the term "cybersecurity."
2. Introducing the Transcript (5 min): Explain that today's lesson is about understanding digital safety and how to protect themselves online. Distribute the transcript.
3. Defining Cybersecurity (10 min): Read aloud the first section of the transcript (up to "keep your information safe and secure"). Discuss the definition of cybersecurity and why it's essential. Brainstorm examples of "strong passwords" and "security software."
Part 2: Navigating Social Media Risks (20 minutes)
1. Social Media's Appeal (5 min): Read the section about social media's popularity (up to "who share your interests"). Acknowledge its benefits.
2. Oversharing & Risks (15 min): Read the next paragraph ("However, it's important to be aware...").
· Discuss "sharing too much personal information." What are examples of personal info? (e.g., location, daily routine, full name, phone number, school).
· Identify the risks mentioned: cyberbullying, identity theft, online harassment.
· Cultural Reference (Ontario Context): Discuss how sharing location information (e.g., "checking in" at a popular spot like Niagara Falls or the CN Tower, or even their local school) could unintentionally reveal patterns or identity to people with bad intentions. Emphasize that in diverse Canadian communities, being mindful of who sees what is crucial for personal safety.
Part 3: Understanding and Combating Cyberbullying (35 minutes)
1. Defining Cyberbullying (10 min): Read the section defining cyberbullying and its forms (spreading rumors, hurtful comments, embarrassing photos, threats). Highlight that it can happen "anonymously."
2. Harmful Effects (10 min): Read the section on the "very harmful and long lasting" effects. Discuss feelings of sadness, anxiety, depression, and impacts on self-esteem, schoolwork, and social life.
3. Effective Responses (15 min): Read the final section on what to do.
· Discuss the key actions: do not retaliate, document, tell a trusted adult, report to the platform.
· Cultural Reference (Ontario Context): Reinforce trusted adults in Ontario (parents, teachers, guidance counsellors, school social workers). Mention specific resources like Kids Help Phone (1-800-668-6868), a confidential service available to all youth across Canada. Discuss the school's reporting procedures as per the Safe Schools Act.
· Explain why not retaliating is important (prevents escalation, keeps you safe). Why documenting is important (evidence).
Part 4: Your Digital Safety Shield (10 minutes)
1. Reinforcing Precautions (5 min): Read the very last paragraph ("It is so important to be aware of the risks..."). Discuss being careful about what you share, avoiding suspicious emails/links, never cyberbullying, and using reputable sites/apps.
2. Activity: Digital Safety Shield (5 min): Distribute the "Digital Safety Shield" worksheet. Students fill it out as a personal summary of key safety strategies and make a promise to stay safe online.

Correlation with the Ontario Curriculum Guides (English Lesson Plan):
This lesson plan aligns with several outcomes from the Ontario Curriculum Guides for Grades 7-9:
· Health and Physical Education (HPE) – Healthy Living (Personal Safety and Injury Prevention; Healthy Relationships; Mental Health and Well-being):
· Grades 7-9 (D2.1): Describe various forms of bullying, abuse, and harassment, including online forms (e.g., cyberbullying, cyber harassment), and identify effective strategies for preventing and responding to them. Correlation: Direct and central to the entire lesson, covering definition, forms, effects, prevention, and response strategies for cyberbullying.
· Grades 7-9 (D2.3): Identify strategies for preventing and responding to safety issues related to technology use (e.g., identity theft, privacy breaches). Correlation: Addresses cybersecurity, oversharing risks, and protecting personal information online.
· Grades 7-9 (D1.3): Demonstrate an understanding of various strategies for maintaining mental health and well-being. Correlation: Discusses the negative impact of cyberbullying on mental health (sadness, anxiety, depression) and the importance of seeking help.
· English Language Arts – Media Literacy (Grades 7-9):
· 2.2 Making Inferences/Interpreting Messages: Interpret media messages, making inferences about the main idea and some of the ways in which the message is conveyed. Correlation: Students interpret the safety messages within the transcript regarding online behaviour and risks.
· 2.3 Making Connections: Make connections between media texts and their own knowledge and experiences, and with current events. Correlation: Students connect the concepts of social media use, cybersecurity, and cyberbullying to their own digital experiences and the broader online world.
· 3.4 Producing Media Texts: Produce media texts for a variety of purposes and audiences, using appropriate forms, conventions, and techniques. Correlation: (Indirect) Reinforces responsible production and sharing of media (photos, videos, messages) to prevent harm.
· Business Studies (e.g., BTT1O - Introduction to Information Technology in Business, Grade 9):
· A1.1, A1.2: Demonstrate an understanding of the impact of information technology on individuals, society, and the environment; explain the importance of ethical, responsible, and safe practices when using technology. Correlation: Covers the ethical and safety implications of technology use, including cybersecurity and responsible social media interaction

