Lesson Plan: Shielding Your Screen: Practical Online Safety
Grade Level: 8 (adaptable for Grades 7-9) Subject: English Language Arts – Media Literacy / Health & Physical Education Time Allotment: 60-75 minutes
Ontario Curriculum Correlations (Grade 8, English Language Arts & Health and Physical Education):
This lesson focuses on empowering students with practical skills to identify online risks, implement protective measures, and access support, aligning with both media literacy and personal well-being.
· English Language Arts – Media Literacy Strand:
· 1.1 Explain how various media texts are constructed to represent reality in a particular way (e.g., understanding the design of social media to encourage sharing, and how malicious content like scams is crafted).
· 1.2 Explain how different media forms and techniques are used to present ideas, information, and opinions (e.g., analyzing how phishing emails or deceptive links try to trick users).
· 1.5 Evaluate the effectiveness of the presentation and the ideas and information in media texts (e.g., critically assessing online content for potential dangers, like questionable links or suspicious messages).
· 1.7 Demonstrate an understanding of the impact of media texts on themselves and others, and identify ways in which they can be active and responsible media consumers and producers (This central expectation focuses on adopting proactive safety habits and responsible online behaviour).
· Health and Physical Education – Healthy Living Strand:
· D1.1 explain how various factors (e.g., social, emotional, spiritual, cultural, intellectual, physical, environmental, economic) can influence a person’s mental health, and identify strategies for maintaining a positive outlook and seeking support (e.g., recognizing the serious mental health impacts of cyberbullying and the importance of seeking help).
· D2.2 demonstrate the ability to assess situations, make informed decisions, and apply skills to protect themselves and others from abuse, bullying, and harassment (including cyberbullying), and to respond to it effectively (This directly addresses teaching students specific protective cybersecurity habits and clear steps for responding to cyberbullying).
· D3.1 demonstrate an understanding of how to use various strategies and resources to make informed decisions and take responsibility for their own and others’ health and well-being (e.g., identifying trusted adults, utilizing available online safety resources like Kids Help Phone).
Learning Objectives:
Students will be able to:
1. Explain the core purpose of cybersecurity and identify its key components.
2. Recognize the primary dangers associated with social media use, including cyberbullying, privacy concerns, scams/phishing, and addiction.
3. Implement at least three practical cybersecurity habits to protect their personal information and devices.
4. Formulate a clear action plan for responding to cyberbullying, emphasizing documentation and seeking adult support.
Materials:
· Whiteboard or projector
· Markers or pens
· Access to the educational video (or a printed copy of the transcript)
· Copies of the "Shielding Your Screen" quiz (provided below)
· Optional: Chart paper for brainstorming, sticky notes, a few generic examples of phishing emails or suspicious links (for analysis, not clicking), a visual of a strong vs. weak password.
Cultural References (Ontario/Canadian):
· Cybersecurity Analogy: Use the example of securing a home in a Canadian neighbourhood, where community safety is valued, but individual precautions (like locking doors) are still essential.
· Support Resources: Emphasize well-known Canadian support services such as Kids Help Phone (available across Canada, including Ontario), CyberTip.ca (Canadian centre for child protection), and local Ontario school counsellors or teachers as trusted adults.
· Digital Footprint and Future: Discuss how early online habits can impact future opportunities within Canadian society (e.g., volunteer positions, part-time jobs in Ontario).

Lesson Procedure:
Part 1: Introduction – Digital Doors and Locks (10-15 minutes)
1. Hook: Start with the analogy from the video: "Just like we lock our doors at home to prevent burglars, why do we need 'digital locks' for our computers and phones?" Discuss the kinds of "things" (information, privacy) that need protecting online.
2. Introduce Key Terms: Introduce "cybersecurity" and "online safety" as essential concepts for navigating the digital world.
3. Quick Poll: Ask students: "How many of you use a strong, unique password for every online account?" (Expect varied results, highlighting the need for the lesson).
Part 2: Explore – Video Analysis (15 minutes)
1. Watch the video: Play the educational video (or read the transcript aloud with an engaging tone).
2. Initial Reflection: After the video, ask students to share one danger of social media or one cybersecurity tip that stood out to them.
Part 3: Explain – Building Your Digital Shield (20-25 minutes)
1. Cybersecurity: Your Digital Protective Gear:
· Definition: "What is cybersecurity all about?" (Keeping information safe from hackers and harm).
· Practical Tools/Techniques (Proactive Defense):
· Strong Passwords: "What makes a password strong?" Discuss length, variety of characters, avoiding personal info. Emphasize using different passwords for different sites.
· Antivirus Software: Explain its role simply (detects and removes threats).
· Careful Clicking: Discuss the dangers of suspicious links and unknown websites (scams, phishing). Show a generic example of a phishing attempt (e.g., "Click here to win a free iPhone!" from an unknown sender).
2. Social Media Dangers: Identifying the Threats:
· Review Dangers: Go through the video's list: cyberbullying, privacy concerns, scams/phishing, addiction. Briefly define each.
· Focus on Cyberbullying (Identifying and Responding):
· Definition & Examples: "What does cyberbullying look like?" (Mean messages, embarrassing photos/videos, rumors, fake profiles). Emphasize that it's never okay.
· Impact: Discuss the serious emotional and mental health consequences for victims (isolation, embarrassment, depression, anxiety).
· Action Plan (What to DO): "If you or someone you know is being cyberbullied, what are the steps to take?"
· DON'T retaliate: Why not? (Escalates, makes you look bad).
· DO Document: How? (Screenshots, saving messages). Why is this important? (Evidence for adults).
· DO Tell a Trusted Adult: Who are these adults? (Teacher, parent, counsellor). What can they do? (Help with a plan, support).
· Canadian Resources: Reiterate Kids Help Phone or CyberTip.ca as accessible support systems.
3. Digital Permanence: What You Share Stays There:
· Key Message: "What you put on the internet will stay on the internet." Discuss the implications for future reputation, even for things posted now in Grade 8 (e.g., applying for high school clubs, future jobs).
Part 4: Elaborate – Applying Safety Strategies (10 minutes)
1. Scenario Role-Play (Brief):
· Present a simple cyberbullying scenario (e.g., receiving a mean anonymous message). Have students briefly role-play (or discuss as a group) the steps: "What would you do immediately? Who would you tell? What information would you show them?"
· Focus on realistic, actionable responses.
2. Personal Commitment: Ask students to identify one cybersecurity habit they will start or improve today (e.g., change a weak password, review privacy settings, promise to tell an adult if they see cyberbullying).
Part 5: Evaluate – Quiz (10 minutes)
1. Distribute the quiz: Explain that this quiz will help them show what they've learned about online safety and cybersecurity.
2. Collect quizzes: Use the quiz to assess student understanding of the key concepts

