Lesson Plan: Internet Superheroes: Smart and Safe Online Habits
Grade Level: 4 (adaptable for Grades 3-6) Subject: English Language Arts – Media Literacy / Health & Physical Education Time Allotment: 45-60 minutes
Ontario Curriculum Correlations (Grade 4, English Language Arts & Health and Physical Education):
This lesson focuses on developing foundational media literacy skills and promoting personal safety and well-being in the digital world for elementary students.
· English Language Arts – Media Literacy Strand:
· 1.1 Explain how various media texts are constructed to represent reality in a particular way (e.g., understanding that online profiles can be fake, or that pop-up ads try to get attention).
· 1.2 Explain how different media forms and techniques are used to present ideas, information, and opinions (e.g., recognizing that online games might have links to other sites).
· 1.4 Identify the purpose and audience for a variety of media texts (e.g., understanding that some websites are designed for learning, others for games, and some are not for kids).
· 1.5 Evaluate the effectiveness of the presentation and the ideas and information in media texts (e.g., critically assessing if a website or link seems safe).
· 1.7 Demonstrate an understanding of the impact of media texts on themselves and others, and identify ways in which they can be active and responsible media consumers and producers (This expectation is central, focusing on safe online behaviour, responsible sharing, and being a kind online citizen).
· Health and Physical Education – Healthy Living Strand:
· D1.1 explain how various factors (e.g., social, emotional, spiritual, cultural, intellectual, physical, environmental, economic) can influence a person’s mental health, and identify strategies for maintaining a positive outlook and seeking support (e.g., discussing how mean comments online can make someone feel sad, and the importance of telling an adult).
· D2.2 demonstrate the ability to assess situations, make informed decisions, and apply skills to protect themselves and others from abuse, bullying, and harassment, and to respond to it effectively (e.g., learning how to identify cyberbullying and the steps to take to get help).
· D3.1 demonstrate an understanding of how to use various strategies and resources to make informed decisions and take responsibility for their own and others’ health and well-being (e.g., identifying trusted adults, using strong passwords).


Learning Objectives:
Students will be able to:
1. Explain what "internet safety" means and why it's important.
2. Identify at least three rules for staying safe online (e.g., keep personal info private, only talk to people you know, think before you click).
3. Describe what to do if something online makes them feel uncomfortable or if a stranger messages them.
4. Understand the importance of being kind and respectful when online.
Materials:
· Whiteboard or projector
· Markers or pens
· Access to the educational video (or a printed copy of the transcript)
· Copies of the "Internet Superheroes" quiz (provided below)
· Optional: Chart paper, sticky notes, pictures of "safe" vs. "unsafe" icons/links, examples of strong vs. weak passwords.
Cultural References (Ontario/Canadian):
· Trusted Adults: Emphasize the role of parents, guardians, teachers, and school counsellors in Ontario schools as primary trusted adults.
· Online Activities: Relate the discussion to common online activities in Canadian households, such as playing games, watching educational videos, or doing school projects.
· "Real World" Analogy: Connect online safety to real-world safety rules that Canadian children learn (e.g., not talking to strangers, asking permission before going somewhere new).



Lesson Procedure:
Part 1: Introduction – The Amazing Internet (10 minutes)
1. Hook: Ask students: "What do you love to do online?" (Play games, watch videos, learn new things, talk to family). Emphasize that the internet is an "amazing place!"
2. Introduce the Challenge: Just like playing outside, we have rules to stay safe online too. Introduce the idea of "Internet Safety" – using the internet in ways that protect you.
3. Brainstorm (Optional): On chart paper, write "Good Things About the Internet" and "Things We Need to Be Careful About Online."
Part 2: Explore – Video Analysis (15 minutes)
1. Watch the video: Play the educational video (or read the transcript aloud with an engaging tone).
2. Initial Reactions: After the video, ask students: "What was one new rule you heard for staying safe online?" or "What does the video say is the most important thing to remember about your personal information?"
Part 3: Explain – The 6 Golden Rules of Internet Safety (20 minutes)
1. Rule 1: Keep Personal Information Private:
· "What is personal information?" (Full name, address, phone number, school name, pictures).
· "Why is it like a secret you should keep?" (Strangers can use it).
· "What can you use instead?" (Nicknames!).
2. Rule 2: Only Talk to People You Know:
· "Who should you chat with online?" (Family, friends you know in real life, classmates).
· "What if a stranger messages you?" (Do NOT respond, tell an adult!).
· "Why is it dangerous?" (They might pretend to be someone they're not).
3. Rule 3: Think Before You Click:
· "What kind of things pop up online?" (Ads, links).
· "Why do we need to be careful?" (Can lead to unsafe websites, trick us).
· "What's the best thing to do if you're not sure?" (Ask an adult!).
4. Rule 4: Use Strong Passwords:
· "What are passwords like?" (Keys to your online house!).
· "What makes a password strong?" (Mix of letters, numbers, symbols). Give examples (e.g., "password123" vs. "MyDogSpot!7").
· "Who can you share them with?" (Only parents or a trusted adult).
5. Rule 5: Be Kind Online:
· "What does 'be kind' mean online?" (No bullying, no mean comments, no hurtful pictures).
· "What should you do if someone is being mean?" (Tell an adult right away!).
· "Remember, it's important to be a good friend, both online and offline!"
6. Rule 6: Tell an Adult if Something Feels Wrong:
· "What kinds of things might make you feel worried or scared online?" (A message, a video, a pop-up).
· "Who are your trusted adults?" (Parent, teacher, guardian, school counsellor). Emphasize they are always there to help.
· Specifics: Never share personal info/photos with strangers, never agree to meet someone you only know online. Always ask an adult before posting photos/videos.
Part 4: Elaborate – Internet Superheroes in Action (10 minutes)
1. "What Would You Do?" Scenarios: Present a few simple scenarios. Students discuss in pairs or small groups what they would do, applying the rules.
· Scenario 1: "You're playing an online game and a new friend asks for your full name and what school you go to. What do you do?"
· Scenario 2: "You see a pop-up ad that says 'Click here to get free video game money!' You're not sure if it's safe. What do you do?"
· Scenario 3: "Someone in your class posts a mean comment about another student on a group chat. What do you do?"
2. Superhero Pledge: Have students create a personal "Internet Safety Superhero Pledge" with 1-2 rules they promise to follow.
Part 5: Evaluate – Quiz (10 minutes)
1. Distribute the quiz: Explain that this quiz will help them show what they've learned about being an Internet Superhero.
2. Collect quizzes: Use the quiz to assess student understanding of the key concepts
