Issue

Human
Trafficking

Child
Exploitation

Organ
Trafficking

Sex Trafficking

Labor
Trafficking

Cyberstalking

Identity Theft

Crimes, Laws, Acts, Potential Reform
Union of Saints

Explanation

Forced labor or sexual
exploitation of adults
and minors

Sexual or labor
exploitation of minors

lllicit sale or transplant
of organs

Sexual exploitation for
profit

Coerced labor in
industries

Harassment or threats
online or offline

Using someone’s info
for gain

Current U.S. Laws

Trafficking Victims

Protection Act
(TVPA) 2000

Potential Stricter Laws /
Reforms
Harsher penalties, mandatory
victim support services,
expanded prosecution for tech-
assisted trafficking

Stricter sentencing, include

PROTECT Act 2003 digital platforms, mandatory

National Organ
Transplant Act
(NOTA) 1984

TVPA 2000

TVPA 2000

Violence Against

reporting

Criminalize recipients, require
international reporting, harsher
penalties for facilitators
Mandatory training for law
enforcement, harsher
sentencing

Audits for high-risk industries,
enhanced worker protections

Stricter penalties, include

Women Act (VAWA) GPS/Al tracking, mandatory

1994

digital literacy programs

Identity Theft and Mandatory credit monitoring,

Assumption

harsher penalties for repeat



Issue

Ransomware
Attacks

Phishing Scams

Deepfake
Technology

Crimes of Moral
Turpitude

Birthright
Citizenship

(policy)

Visa Fraud

Asylum Fraud

Naturalization
Fraud

lllegal Dumping

Explanation

Deterrence Act
1998

Computer Fraud
and Abuse Act
(CFAA) 1986

CFAA 1986

Digital extortion or data
theft

Fraudulent attempts to
steal data
Non-consensual
creation or distribution
of sexual/defamatory
media

Acts seen as inherently

No federal law yet

dishonest or immoral INA §212(a)(2)
Automatic C|t|zeqsh|p 14th Amendment
for anyone born in U.S.

Misrepresentation to

obtain U.S. entry INA §274C

False claims for INA §208

refugee status

M|§repr_esenta_1tlon to INA §318

gain citizenship

Disposal of waste RCRA 1976

Current U.S. Laws

Potential Stricter Laws /
Reforms

offenders

Mandatory cybersecurity
protocols, stricter penalties for
facilitators

Stricter sentencing, mandatory
reporting by businesses

Federal criminalization,
mandatory takedowns, harsher
civil remedies

Broader inclusion of digital
fraud, stricter enforcement
Potential constitutional
amendment redefining
citizenship criteria

Stricter vetting, harsher
penalties for facilitators
Stricter penalties, expedited
processing for legitimate cases
Mandatory background
checks, harsher sentencing

Mandatory reporting, stricter



Issue Explanation
unlawfully

Air Pollution Emitting harmful
Violations pollutants
Water Pollution Contaminating water
Violations sources
Wildlife lllegal trade in
Trafficking protected species
Hazardous Mishandling dangerous

Waste Violations materials

Bioterrorism Use of pathogens as

weapons
Al-Driven Misuse of Al for fraud,
; harassment, or
Crimes

espionage

Climate Change Spreading false info

Denial about climate
(misinformation)

Synthetic Unsafe use of genetic
Biology Misuse engineering

Space Debris Negligence causing
Mismanagement orbital hazards

Current U.S. Laws

Clean Air Act 1970

Clean Water Act
1972

Lacey Act 1900

RCRA 1976

Bioterrorism
Preparedness and
Response Act 2002

No federal law yet

No federal law yet

No federal law yet

Commercial Space
Launch

Potential Stricter Laws /
Reforms

penalties for repeat offenders

Stricter emissions limits,
harsher penalties

Stricter discharge limits,
enhanced monitoring

International cooperation,
harsher penalties for offenders

Mandatory reporting, stricter
enforcement

Stricter regulations, increased
preparedness funding

Federal legislation
criminalizing malicious Al use,
ethics guidelines

Federal legislation combating
misinformation, public
awareness campaigns
Mandatory safety protocols,
federal regulations for
research

Federal regulations on debris
mitigation, international



Potential Stricter Laws /

Issue Explanation Current U.S. Laws
Reforms
Competitiveness cooperation
Act 2015 P
Issue Explanation Current U.S. Laws Potential Stricter Laws /

Reforms

Mandatory international

llicit trade of organs Endangered Species Act reporting, harsher prison

Animal Organ or body parts from

Trafficking : 1973, Lacey Act 1900 terms, stricter enforcement
animals :
on smuggling networks
Enhanced international
Wildlife Killing protected Lacey Act 1900, Migratory cooperation, stiffer
Poaching species illegally Bird Treaty Act 1918 penalties, mandatory

monitoring and tracking

Stricter import/export
licensing, criminalize online
black-market sales

Federal felony provisions,
Abuse or neglect of Animal Welfare Act 1966, mandatory sentencing,
animals state cruelty laws increased oversight for

breeders and shelters

Animal Welfare Act 1966, Harsher prison terms,
Pittman-Robertson Act mandatory asset forfeiture,
enforcement for illegal  stricter monitoring of social

lllegal Exotic Pet Smuggling or selling Endangered Species Act
Trade wild animals as pets 1973, state exotic pet laws

Animal Cruelty

Dog Fighting/ Organized animal
Cockfighting fighting rings



Issue

lllegal Hunting /
Poaching

Animal
Trafficking
Online

lllegal Animal
Testing

lllegal Wildlife
Trade (Asian
markets)

Poisoning /
Environmental
Harm to Wildlife

Animal
Hoarding

Explanation

Hunting protected
species without
permit

Selling animals
through unregulated
online platforms

Performing
experiments without
ethical approval

Import/export of rare
species for
consumption or
traditional medicine

Deliberate harm to
wild animals via
chemicals or
pollution
Accumulating
animals beyond
capacity to care for

Current U.S. Laws
bloodsports

Migratory Bird Treaty Act
1918, Lacey Act 1900

Endangered Species Act
1973

Animal Welfare Act 1966,
NIH Guidelines

Endangered Species Act
1973, Lacey Act 1900

Migratory Bird Treaty Act
1918, Clean Water Act
1972

State animal welfare
statutes

Potential Stricter Laws /
Reforms

media promotion

Mandatory tracking of
hunters, stricter penalties
for repeat offenders

Mandatory platform
reporting, stiffer penalties
for facilitators, international
cooperation

Mandatory federal
oversight, stiffer penalties
for violations, ethical
review enforcement

Stricter penalties for
imports, mandatory
tracking, ban on high-risk
markets

Stricter enforcement,
criminal liability for
corporations, mandatory
clean-up

Federal intervention

powers, mandatory
rehabilitation for animals,



Issue

lllegal Fishing /
Overfishing

Shark Finning

lllegal Fur Trade

lllegal Trophy
Hunting Imports

Animal
Smuggling via
Airports/Ports

lllegal

Explanation

them

Current U.S. Laws

Exceeding quotas or Magnuson-Stevens
harvesting protected Fishery Conservation and tracking, harsher penalties

species

Removing shark fins
and discarding the
rest at sea

Selling animal pelts
from protected
species

Importing hunted
animal parts without
permits

Transporting
animals without
documentation

Trafficking exotic

Amphibian/Repti reptiles and

le Trade

amphibians

Management Act 1976

Shark Conservation Act
2010

Endangered Species Act

1973, Lacey Act 1900

Endangered Species Act

1973, Lacey Act 1900

Lacey Act 1900,

Endangered Species Act

1973

Lacey Act 1900, CITES

Potential Stricter Laws /
Reforms

penalties for repeat
offenders

Mandatory electronic

for commercial violators

Mandatory vessel
inspections, stiffer criminal
penalties, international
enforcement

Ban online sales, harsher
prison terms, asset
forfeiture

Mandatory customs
inspections, increased
penalties for repeat
offenders

Mandatory inspections,
criminalization of
airline/ship accomplices

Harsher penalties,
mandatory international
cooperation, platform
reporting



Issue

lllegal Elephant
Ivory Trade

lllegal Tiger
Trade

Animal Fighting
Propaganda
Online

lllegal Bird
Trade

lllegal Marine
Mammal Trade

lllegal Hunting
Accessories /
Poaching Tools

Exotic Pet
Abandonment

Explanation

Smuggling ivory or
ivory products

Trafficking tiger
parts

Promotion of fights
via social media

Smuggling exotic or
endangered birds

Trading dolphins,
whales, or seals

Selling traps,
poisons, or weapons
for illegal hunting

Releasing non-
native species into

Current U.S. Laws

African Elephant
Conservation Act 1988,
Endangered Species Act
1973

Endangered Species Act
1973, CITES

State cruelty laws, Animal
Welfare Act 1966

Migratory Bird Treaty Act

1918, Endangered
Species Act 1973

Marine Mammal
Protection Act 1972

Lacey Act 1900, state
wildlife statutes

State animal welfare laws

Potential Stricter Laws /
Reforms

Complete domestic ban,
asset forfeiture, stiffer
sentencing

Stricter penalties,
mandatory registration of
captive tigers, international
cooperation

Mandatory platform
reporting, federal penalties
for content creators

Mandatory tracking, stiffer
penalties for facilitators,
bans on imports without
permits

Harsher prison terms,
mandatory monitoring of
shipping channels
Criminalize sale of tools,
mandatory seizure, stricter
enforcement

Federal penalties,
mandatory rehabilitation,



Potential Stricter Laws /

Issue Explanation Current U.S. Laws R
eforms
the wild ecosystgrr.].r_estoratlon
responsibilities
Issue Explanation Current U.S. Laws Potentlali Stricter Laws /
eforms
Violence Against Include digital harassment,

Domestic Violence
| Coercive Control

Hate Crimes /
Bias-Motivated
Offenses

Drug Trafficking /
Opioid Epidemic

Organized Crime /
Gang Activity

Reproductive

Abuse within
families or intimate
relationships

Women Act (VAWA)  coercive control, mandatory
1994, state domestic reporting, stricter repeat
violence laws offender penalties

Crimes targeting  Matthew Shepard and
individuals based James Byrd Jr. Hate
on race, religion, or Crimes Prevention Act

Include online harassment,
coordinated campaigns,
stricter sentencing

identity 2009
Mandatory rehab programs,
Distribution of harsher penalties for
Controlled : . :
controlled traffickers targeting minors,
Substances Act 1970 : e
substances enhanced synthetic opioid
regulation
Extend to online criminal
C_oo_rdlnated | RICO Act 1970 netwo_rks,_ cybercrime
criminal enterprises coordination, modern slavery
operations

Sale or coercion of FDA regulations, state Federal criminalization,



Issue Explanation
Rights / Trafficking reproductive
of Eggs or :
material
Embryos

Child Exploitation Online abuse or
via Technology coercion of minors

lllegal Wildlife Trafficking
Trade protected species

Hunting protected
species without
authorization

lllegal Hunting /
Poaching

Removing fins and

Shark Finning discarding sharks

Selling pelts from

lllegal Fur Trade protected animals

Bringing hunted
animal parts into
the U.S.

Animal Smuggling Transporting

lllegal Trophy
Hunting Imports

Current U.S. Laws

bioethics laws

Children’s Online

Potential Stricter Laws /
Reforms
mandatory registration and
reporting, harsher penalties
for coercion

Include Al-generated abuse,

Privacy Protection Act virtual reality exploitation,

(COPPA) 1998,
PROTECT Act 2003

Lacey Act 1900,
Endangered Species
Act 1973

Migratory Bird Treaty
Act 1918, Lacey Act
1900

Shark Conservation
Act 2010

Endangered Species
Act 1973, Lacey Act
1900

Endangered Species
Act 1973, Lacey Act
1900

Lacey Act 1900,

stricter platform
accountability

Harsher prison terms, asset
forfeiture, expand online
enforcement

Mandatory tracking, stricter
penalties, enhanced
inspections

Vessel inspections, stricter
criminal penalties,
international enforcement

Ban online sales, harsher
prison terms, asset forfeiture

Customs inspections,
increased penalties, repeat
offender provisions

Mandatory inspections,



Issue
via Airports/Ports
lllegal

Amphibian/Reptile
Trade

lllegal Elephant
Ivory Trade

lllegal Tiger Trade
Animal Fighting
Propaganda

Online

lllegal Bird Trade

lllegal Marine
Mammal Trade

lllegal Hunting

Explanation

animals without
permits

Trafficking exotic
reptiles or
amphibians

Smuggling ivory

Trafficking tiger
parts

Promotion of
animal fights

Smuggling
exotic/endangered
birds

Trading dolphins,
whales, seals

Selling traps,

Potential Stricter Laws /

Current U.S. Laws
Reforms

Endangered Species

Act 1973 criminal liability for facilitators

Harsher penalties,
mandatory international
cooperation, platform
reporting

Lacey Act 1900, CITES

African Elephant
Conservation Act
1988, Endangered
Species Act 1973

Complete domestic ban,
asset forfeiture, stricter
sentencing

Stricter penalties, mandatory
captive tiger registration,
international cooperation

Endangered Species
Act 1973, CITES

State cruelty laws,
Animal Welfare Act
1966

Migratory Bird Treaty Mandatory tracking, stiffer
Act 1918, Endangered penalties for facilitators, ban
Species Act 1973 imports without permits
Harsher prison terms,
monitoring of shipping
channels

Lacey Act 1900, state Criminalize sales, mandatory

Platform reporting, federal
penalties for content creators

Marine Mammal
Protection Act 1972



Issue

Accessories /
Poaching Tools

Exotic Pet
Abandonment

Cyberbullying /
Online
Harassment

Revenge Porn/
Non-consensual
Intimate Imagery

Voyeurism / Non-
consensual
Recording

Cyber Espionage /
Surveillance
Abuse

Terrorism /
Domestic &
Foreign

Espionage /

Explanation Current U.S. Laws

poisons, or
weapons for illegal wildlife statutes
hunting

Releasing non-
native species into
the wild

State animal welfare
laws

State laws (e.g.,

Online harassment o jitornia Penal Code

or threats §653.2)
Sharlng sgxual State laws, 15 U.S.C.
images without §6851

consent

Video Voyeurism
Prevention Act 2004,
18 U.S.C. §1801

Unauthorized CFAA 1986, federal
spying or data theft espionage statutes

USA PATRIOT Act
Violent acts to 2001, Antiterrorism
intimidate or coerce and Effective Death

Penalty Act 1996

Espionage Act 1917,

Secret recording in
private areas

Spying for foreign

Potential Stricter Laws /
Reforms

seizure, stricter enforcement

Federal penalties, mandatory
rehabilitation, ecosystem
restoration responsibilities

Federal standardization,
mandatory reporting,
education programs

Federal criminal law,
mandatory takedowns, cover
Al-generated deepfakes

Include digital
devices/drones, stricter
penalties for repeat offenses

Include Al/loT attacks,
corporate accountability,
mandatory reporting
Broaden definitions, include
cyberterrorism, online
recruitment, stricter
sentencing

Include Al-assisted



Issue

Treason

Death Penalty for
Extreme Acts
(War/Terrorism/Sla

very)

Modern Slavery /
Forced Labor

lllegal Firearms /
Arms Trafficking

Corruption /
Bribery

Corporate Fraud /
Securities
Manipulation

Immigration
Fraud / False

Explanation

powers

Capital punishment Federal Death Penalty

for severe crimes

Exploitation of
workers

Selling guns
outside legal
channels

Public or corporate
officials accepting
undue benefits

Financial crimes
harming investors

Using fake
documents

Current U.S. Laws

18 U.S.C. §2381

Act 1994, state laws

TVPA 2000, state labor
laws

Gun Control Act 1968,
Brady Handgun
Violence Prevention
Act 1993

Foreign Corrupt
Practices Act 1977,
state anti-bribery
statutes
Sarbanes-Oxley Act
2002, Securities
Exchange Act 1934

INA §212(a)(6), §274C

Potential Stricter Laws /
Reforms
espionage, digital
infrastructure betrayal,
stricter penalties

Clear criteria for war crimes,
terrorism, or slavery-forced
operations, enhanced
procedural safeguards

Mandatory supply-chain
audits, stricter penalties for
corporate complicity

Ghost guns regulation, cross-
border enforcement, stiffer
penalties

Mandatory disclosure,
harsher prison terms,
criminalize digital/tech-
related kickbacks

Broaden liability for Al-driven
trading fraud, stricter
penalties for repeat offenders
Harsher sentencing,
prosecution of smuggling



Potential Stricter Laws /

Issue Explanation Current U.S. Laws

Reforms

Documentation networks, digital identity
checks

Online Sexual Federal law covering Al
Exploitation / Non-consensual  State revenge porn content, mandatory
Deepfake creation/distribution laws, 15 U.S.C. §6851 takedown, stronger civil
Pornography remedies

Stricter border enforcement,
mandatory international
cooperation, harsher
penalties
lllegal dumping, Clean Air Act 1970, Harsher penalties for
emissions, or toxic Clean Water Act 1972, corporations, mandatory
waste RCRA 1976 reporting, federal oversight
Federal Wire Act 1961,

Child Abduction/ Minors unlawfully International Parental
International taken across Kidnapping Crime Act
Trafficking borders 1993, TVPA 2000

Environmental
Crimes / Pollution

Crypto & online enforcement,

lllegal Gambling/ Underground Unlawful Internet mandatory reporting. harsher
Betting Syndicates gambling networks Gambling enaltiesry P 9
Enforcement Act 2006 "
lllegal Drug o _ Controlled !\/Iandatpry minimums,
Overdose / Distribution causing international cooperation,
» Substances Act 1970, : .
Fentanyl fatalities community prevention
PR DEA enforcement

Distribution programs

Use of pathogens Bioterrorism Stricter regulations on

Bioterrorism :
as weapons Preparedness and pathogens, increased



Issue

Al-Driven Crimes

Synthetic Biology
Misuse

Climate Change
Misinformation

Space Debris
Mismanagement

Issue

War Crimes / Acts
Against Civilians

Terrorism

Explanation

Misuse of Al for

fraud, harassment, No federal law yet

or espionage
Unsafe use of
genetic engineering

Spreading false
info about climate

Commercial Space

Negligence causing Launch
orbital hazards
2015

Explanation

Targeting civilians,
property, or
infrastructure in ucmJ
conflict

Funding or

Current U.S. Laws

Response Act 2002

No federal law yet

No federal law yet

Competitiveness Act

Current U.S. Laws

War Crimes Act 1996,

USA PATRIOT Act

Potential Stricter Laws /
Reforms

funding for preparedness

Federal criminalization,
ethics guidelines, mandatory
reporting

Mandatory safety protocols,
federal regulations for
research

Federal legislation combating
misinformation, public
awareness campaigns

Federal regulations,
mandatory debris mitigation,
international cooperation

Potential Stricter Laws /
Reforms

Extend definitions for
modern warfare,
cyberattacks, terrorism;
mandatory accountability for
contractors

Include cryptocurrency &



Issue Explanation

Financing /
Support Networks groups

Cyberterrorism/

Critical
defense, or
Infrastructure .
communications
Attacks

Espionage via

Child Trafficking Organized networks
Rings exploiting minors

Online
Radicalization /

) extremist
Recruitment
movements
Human Organ Large-scale

Trafficking
Networks trade

facilitating terror

Disrupting utilities,

Spying through
Digital Platforms digital means

Recruiting for
terrorism or

Current U.S. Laws

2001, Anti-Terrorism
Act 1982

CFAA 1986, Patriot Act
2001

Espionage Act 1917

TVPA 2000, PROTECT
Act 2003

Patriot Act 2001, state
laws

exploitation of organ NOTA 1984, TVPA 2000

Potential Stricter Laws /
Reforms

crowdfunding, stricter
penalties for repeat
facilitators

Mandatory breach
reporting, harsher penalties,
corporate liability for
contractors

Include Al-assisted
espionage, digital
infrastructure betrayal,
stricter sentencing

Harsher sentencing,
mandatory international
coordination, enhanced
victim support

Federal standardization,
stricter platform
accountability, monitoring
Al-driven recruitment

International cooperation,
mandatory tracking of
transplant tourism, harsher
penalties



Issue Explanation Current U.S. Laws

Deceptive acts using
Moral Turpitude — digital means

Digital Fraud affecting immigration INA §212(a)(2)
or licensure
Ending Birthright Limiting automatic
Citizenship citizenship for U.S.- 14th Amendment

(Policy Debate) born children

Trafficking children

for adoption without TVPA 2000, state

lllegal Adoption /

Child Sales adoption laws
consent
Coercing
Reproductive reproduction or :
Coercion / Forced trafficking F.DA rggulatlons, state
: bioethics laws
IVF reproductive
materials
Cyber Espionage Thett of trade Economic Espionage
) : secrets through
in Corporations : Act 1996
hacking
lllegal Animal Unapproved testing Animal Welfare Act
Experimentation on animals 1966

lllegal Wildlife Selling protected Endangered Species
Trafficking Online species via internet Act 1973, Lacey Act

Potential Stricter Laws /
Reforms

Include Al scams, cyber
identity theft, stricter
enforcement and penalties

Constitutional amendment
proposals, strict legal
safeguards

Stricter vetting, harsher
penalties, mandatory
federal oversight

Criminalize coercion,
mandatory reporting,
international enforcement

Harsher penalties for Al-
assisted theft, cross-border
enforcement

Federal oversight,
mandatory ethical reviews,
harsher penalties

Platform reporting, stiffer
sentences, international



Issue Explanation Current U.S. Laws
1900

lllegal Exotic Pet Smuggling rare or  Endangered Species
Sales endangered pets Act 1973, state laws

Animal Fighting Dog/cockfighting and Animal Welfare Act
Rings similar crimes 1966, state laws

Magnuson-Stevens
lllegal Fishing/ Harvesting beyond Fishery Conservation
Overfishing quotas and Management Act

1976

Lacey Act 1900,
Migratory Bird Treaty
Act 1918

African Elephant
Smuggling elephant Conservation Act 1988,
tusks Endangered Species
Act 1973

lllegal Poaching
of Protected
Species

Killing endangered
or protected wildlife

lllegal Ivory Trade

Endangered Species

lllegal Tiger Trade Trafficking tiger parts Act 1973, CITES

Smuggling rare or  Migratory Bird Treaty

lilegal Bird Trade protected birds Act 1918, Endangered

Potential Stricter Laws /
Reforms

cooperation

Mandatory licensing,
criminalize online black
markets

Harsher prison terms,
mandatory asset forfeiture,
monitoring social media

Electronic tracking, stricter
commercial penalties,
ecosystem protection

Mandatory tracking,
international cooperation,
stiffer criminal penalties

Complete domestic ban,
asset forfeiture, enhanced
enforcement

Mandatory captive tiger
registration, stricter
international penalties

Mandatory tracking, stricter
penalties, bans on



Issue

lllegal Marine
Mammal Trade

lllegal Hunting
Accessories /
Poaching Tools

Exotic Pet
Abandonment

Cyberbullying /
Online
Harassment

Revenge Porn/
Non-Consensual
Intimate Imagery

Voyeurism / Non-
Consensual
Recording

Cyber

Explanation Current U.S. Laws

Species Act 1973

Trading dolphins, Marine Mammal
whales, or seals Protection Act 1972
Selling traps, Lacey Act 1900, state

poisons, or weapons wildlife laws

Releasing non-native State animal welfare
animals into the wild laws

State laws (e.g.,
California Penal Code
§653.2)

Online harassment,
stalking, threats

Sharing sexual
images without
consent

State laws, 15 U.S.C.
§6851

Video Voyeurism
Prevention Act 2004,
18 U.S.C. §1801

Unauthorized spying CFAA 1986, federal

Secret recording in
private areas

Potential Stricter Laws /
Reforms

import/export without
permits

Harsher prison terms,
monitoring shipping
channels

Criminalize sales,
mandatory seizure, stricter
enforcement

Federal penalties,
mandatory rehabilitation,
ecosystem restoration

Federal standardization,
mandatory reporting,
education programs

Federal criminal law,
mandatory takedowns,
cover Al-generated
deepfakes

Include digital
devices/drones, stricter
penalties for repeat
offenders

Include Al/loT attacks,



Potential Stricter Laws /

Issue Explanation Current U.S. Laws R
eforms
Espionage / .
Surveillance or data theft espionage statutes corpgrate accoun_tablhty,
Abuse mandatory reporting

Federal Wire Act 1961

lllegal Gambling /o nd Unlawful Internet

Online Betting

* Crypto & online
enforcement, mandatory

Syndicates gambling operations Gambling Enforcement reporting, harsher penalties
Act 2006
lllegal Drug Distribution causin Controlled Substances m;qggiﬁ)rxaTérggn uer?ast’ion
Distribution / = 9 Act 1970, DEA . peration,
fatalities community prevention
Fentanyl enforcement
programs
Use of pathogens as Bioterrorism Stricter regulations on
Bioterrorism wea or?s 9 Preparedness and pathogens, increased
P Response Act 2002 funding for preparedness
Misuse of Al for Federal criminalization,
Al-Driven Crimes fraud, harassment, No federal law yet ethics guidelines,
or espionage mandatory reporting
.. : Mandatory safety protocols,
::nynthetlc Biology Uns.afe g.enetlc No federal law yet federal regulations for
isuse engineering
research
: : : Federal legislation
Climate Change  Spreading false info No federal law yet combating misinformation,

Misinformation  about climate :
public awareness



Issue

Space Debris
Mismanagement

lllegal Firearms /
Arms Trafficking

Corporate
Corruption /
Bribery

Corporate Fraud /
Securities
Manipulation

Immigration
Fraud / False
Documentation

Child Abduction /
International
Trafficking

Explanation

Negligence causing
orbital hazards

Selling guns outside
legal channels

Public or corporate
officials accepting
undue benefits

Financial crimes
harming investors

Using fake
documents

Minors unlawfully
taken across borders

Current U.S. Laws

Commercial Space
Launch
Competitiveness Act
2015

Gun Control Act 1968,
Brady Handgun
Violence Prevention
Act 1993

Foreign Corrupt
Practices Act 1977,
state anti-bribery
statutes
Sarbanes-Oxley Act
2002, Securities
Exchange Act 1934

INA §212(a)(6), §274C

International Parental
Kidnapping Crime Act
1993, TVPA 2000

Potential Stricter Laws /
Reforms

campaigns
Federal regulations,
mandatory debris

mitigation, international
cooperation

Ghost guns regulation,
cross-border enforcement,
stiffer penalties

Mandatory disclosure,
harsher prison terms,
criminalize digital/tech-
related kickbacks

Liability for Al-driven trading
fraud, stricter penalties,
whistleblower protections

Harsher sentencing,
prosecution of smuggling
networks, digital identity
checks

Stricter border enforcement,

mandatory international
coordination, harsher



Explanation Current U.S. Laws

Clean Air Act 1970,
Clean Water Act 1972,
RCRA 1976

Lacey Act 1900,
Migratory Bird Treaty
Act 1918

Endangered Species
Act 1973, Lacey Act

lllegal dumping,

Environmental 0 .
emissions, or toxic

Crimes / Pollution

lllegal Hunting /
Poaching

Hunting protected
species illegally
lllegal Wildlife Trafficking
endangered animals

lllegal Animal Animal Welfare Act

Experimentation

Non-approved
testing on animals

Animal Fighting Dog/cockfighting and Animal Welfare Act

organized fighting 1966, state laws

Explanation Current U.S. Laws

Organized Human Large-scale networks

R TVPA 2000, PROTECT
exploiting adults and

Act 2003
TVPA 2000, Fair Labor

Trafficking
Networks

Forced Child Labor Exploitation of

Potential Stricter Laws /
Reforms

penalties

Harsher penalties for
corporations, mandatory
reporting, federal oversight

Mandatory monitoring,
international cooperation,
stiffer criminal penalties

Harsher penalties,
international cooperation,
online platform enforcement

Federal oversight,
mandatory ethics reviews,
harsher penalties

Harsher prison terms, asset
forfeiture, monitoring social
media

Potential Stricter Laws /
Reforms

Harsher sentencing,
international coordination,
mandatory victim support

Stricter monitoring,



Issue

Explanation Current U.S. Laws

children for work Standards Act (FLSA)

Sexual Exploitation Grooming, abuse, or PROTECT Act 2003,

of Children Online

Digital Identity
Theft

Cryptocurrency
Fraud

Ransomware as a
Service (RaaS)

Deepfake
Exploitation

Revenge Porn with
Al

Cyber Espionage

coercion online COPPA 1998

Identity Theft and
Assumption
Deterrence Act 1998

Stealing personal
information online

Fraud using digital ~ State fraud laws, federal
currencies guidance

Organized online

) CFAA 1986
extortion

Using Al to create
non-consensual
sexual/defamatory
media

Al-generated sexual
content shared
without consent

Theft of trade secrets Economic Espionage

No federal law yet

State laws, 15 U.S.C.
§6851

Potential Stricter Laws /
Reforms

corporate liability,
mandatory reporting

Include Al-facilitated
abuse, mandatory
reporting by platforms

Mandatory victim support,
harsher penalties for
repeat offenders

Federal criminalization,
mandatory reporting,
harsher penalties

Mandatory cybersecurity
protocols, stricter
sentencing, international
cooperation

Federal criminalization,
mandatory takedown, civil
remedies

Federal criminalization,
mandatory reporting and
takedowns

Harsher penalties, include



Issue

Against
Corporations

Industrial
Espionage

lllegal Immigration
Facilitation

Naturalization
Fraud

Asylum Fraud /
False Claims

lllegal
Reproductive
Material Trade

Moral Turpitude in
Professional
Licensing
Corporate
Corruption via

Explanation

digitally

Stealing corporate
secrets via
employees or
insiders

Smuggling or
assisting illegal entry

Misrepresentation to
gain citizenship

False refugee
applications

Trafficking eggs,
sperm, embryos

Fraud, deceit, or
unethical conduct
affecting licenses

Bribes or kickbacks
using digital

Current U.S. Laws

Act 1996

Economic Espionage
Act 1996

INA §212(a)(6), §274C

INA §318

INA §208

FDA regulations, state
bioethics laws

INA §212(a)(2)

FCPA 1977, state anti-
bribery laws

Potential Stricter Laws /
Reforms

Al-assisted attacks,
cross-border enforcement

Stricter corporate liability,
whistleblower protections,
Al surveillance
accountability

Harsher penalties for
facilitators, digital
document verification

Stricter vetting, harsher
sentencing, prosecution
of networks

Stricter penalties,
expedited processing for
legitimate cases

Federal criminalization,
mandatory reporting,
international cooperation
Broaden scope to digital
fraud, Al manipulation,
stricter enforcement
Criminalize digital/crypto
kickbacks, mandatory



Issue

Technology

Environmental
Crime - Toxic
Dumping

Air Pollution
Violations —
Industrial

Water Pollution —
Industrial
Discharges

lllegal Wildlife
Trade — Online
Platforms

lllegal Exotic Pet
Trade

lllegal Animal
Organ Trade

lllegal Hunting /
Poaching — High-
Value Species

Explanation
platforms

lllegal disposal of

hazardous materials

Emission of harmful

pollutants

Contamination of
rivers, lakes, or
oceans

Selling endangered
species online

Smuggling rare or
endangered pets

Harvesting organs
from endangered
animals

Killing elephants,
rhinos, or tigers

Current U.S. Laws

RCRA 1976

Clean Air Act 1970

Clean Water Act 1972

Endangered Species
Act 1973, Lacey Act
1900

Endangered Species
Act 1973, state laws

Endangered Species
Act 1973, Lacey Act
1900

Endangered Species
Act 1973, Lacey Act
1900

Potential Stricter Laws /
Reforms

disclosure

Mandatory reporting,
stricter penalties for
repeat offenders

Stricter emissions limits,
mandatory monitoring,
harsher penalties

Stricter discharge limits,
mandatory reporting,
enhanced inspections

Mandatory platform
monitoring, international
cooperation, stricter
penalties

Stricter import/export
controls, criminalize
online sales

International cooperation,
mandatory reporting,
harsher prison terms
Mandatory tracking,
international cooperation,
stricter criminal penalties



Issue Explanation
Animal Fighting Dog/cockfighting
Rings — Online promoted on social
Promotion media

lllegal lvory / Rhino Smuggling ivory or
Horn Trade horns

lllegal Tiger Trade

— Parts and Skins Trafficking tiger parts

Smuggling rare or

lllegal Bird Trade endangered birds

lllegal Marine
Mammal Trade

Trading dolphins,
whales, or seals

lllegal Hunting
Accessories /
Poaching Tools

Exotic Pet

Selling traps,
poisons, or weapons

Current U.S. Laws

Animal Welfare Act
1966, state cruelty laws

African Elephant
Conservation Act 1988,
Endangered Species
Act 1973

Endangered Species
Act 1973, CITES

Migratory Bird Treaty
Act 1918, Endangered
Species Act 1973

Marine Mammal
Protection Act 1972

Lacey Act 1900, state
wildlife laws

Releasing non-native State animal welfare

Potential Stricter Laws /
Reforms

Mandatory platform
reporting, federal
penalties for content
creators

Complete domestic ban,
asset forfeiture,
international enforcement

Harsher penalties,
mandatory captive tiger
registration, international
enforcement

Mandatory tracking,
stricter penalties, bans on
import/export without
permits

Harsher prison terms,
monitoring of shipping
channels

Criminalize sales,
mandatory seizure,
stricter enforcement

Federal penalties,



Issue
Abandonment

Cyberbullying /
Online Threats

Ransomware
Attacks Targeting
Critical
Infrastructure

Deepfake Political
Manipulation

Al-Assisted
Corporate Fraud

Climate Change
Misinformation
Campaigns

Synthetic Biology
Abuse

Explanation

animals into the wild

Harassment,
stalking, or threats
online

Extortion disrupting
utilities or defense

Al-generated content
affecting elections

Using Al to
manipulate finances
or securities

Spreading false
climate info

Misuse of engineered
organisms

Current U.S. Laws

laws

State laws (e.g.,
California Penal Code
§653.2)

CFAA 1986, Patriot Act
2001

No federal law yet

Securities Exchange
Act 1934, Sarbanes-
Oxley Act 2002

No federal law yet

No federal law yet

Potential Stricter Laws /
Reforms

mandatory rehabilitation,
ecosystem restoration

Federal standardization,
mandatory reporting,
education programs

Mandatory cybersecurity
protocols, stricter
sentencing, corporate
accountability

Federal criminalization,
mandatory takedown,
transparency
requirements

Federal oversight,
harsher penalties,
mandatory auditing

Federal legislation, public
awareness campaigns,
platform reporting

Mandatory safety
protocols, federal
regulation, criminal
penalties



Issue Explanation Current U.S. Laws
Bioterrorism : : Bioterrorism
Mishandling
Preparedness athoaens or toxins Preparedness and
Violations P 9 Response Act 2002

Gun Control Act 1968,
Brady Handgun
Violence Prevention
Act 1993

Selling firearms
outside legal
channels

lllegal Firearms /
Gun Trafficking

Officials accepting
undue benefits
digitally

FCPA 1977, state anti-
bribery laws

Corporate Bribery /
Corruption

Organ Trafficking —

Human & Animal Exploitation for profit Endangered Species

Act 1973

Moral Turpitude in Fraud or deceit
Immigration affecting legal status INA §212(a)(2)
Naturalization
Fraud

Misrepresentation for

citizenship INA §318

Asylum Fraud /
Human Trafficking
Claims

False refugee or

trafficking claims INA §208, TVPA 2000

NOTA 1984, TVPA 2000,

Potential Stricter Laws /
Reforms

Stricter oversight,
increased penalties,
mandatory reporting

Ghost guns regulation,
cross-border
enforcement, stiffer
penalties

Mandatory disclosure,
harsher prison terms,
criminalize digital/crypto
bribes

International coordination,
mandatory reporting,
harsher penalties

Include cyber fraud, Al-
assisted deception,
stricter enforcement

Stricter vetting, harsher
sentencing, criminalize
facilitators

Stricter penalties,
expedited processing for
legitimate cases



Issue

lllegal Drug
Trafficking
Networks

lllegal Gambling
Syndicates

Environmental
Crime — Toxic
Waste / Dumping

lllegal Hunting /
Poaching of
Endangered
Species

lllegal Wildlife
Trade — Online &
Offline

Issue

Cyberterrorism/
Infrastructure

Explanation

Distribution of opioids
or controlled
substances

Underground or
online betting
operations

lllegal hazardous
material disposal

Killing protected
species

Trading endangered
or exotic animals

Explanation

Disrupting utilities,
defense, or

Current U.S. Laws

Controlled Substances
Act 1970

Federal Wire Act 1961,
Unlawful Internet
Gambling Enforcement
Act 2006

RCRA 1976

Endangered Species
Act 1973, Lacey Act
1900

Endangered Species
Act 1973, Lacey Act
1900

Current U.S. Laws

Potential Stricter Laws /
Reforms

Mandatory minimums,
community prevention,
international enforcement

Crypto & online
enforcement, mandatory
reporting, harsher
penalties

Harsher corporate
penalties, mandatory
reporting, federal
oversight

Mandatory monitoring,
international cooperation,
stricter penalties

Platform monitoring,
stiffer sentences,
international enforcement

Potential Stricter
Laws / Reforms

CFAA 1986, Patriot Act Mandatory breach

2001

reporting, stricter



Issue Explanation

communication
systems

Al-generated sexual
content without
consent

Attacks

Deepfake Sexual
Exploitation

Online Human
Trafficking
Recruitment

Using internet to
recruit victims

Stealing personal

Digital Identity information online for

Fraud )

gain
Cryptocurrency Using d.'g'tal

. currencies to conceal

Money Laundering

funds
Ransomware Targeting hospitals
Against Healthcare geting P

and clinics
Systems

Al-Assisted Political
Manipulation

Using Al to spread
misinformation or

Current U.S. Laws

State revenge porn
laws, 15 U.S.C. §6851

TVPA 2000, PROTECT
Act 2003

Identity Theft and
Assumption
Deterrence Act 1998

State fraud laws, federal

guidance

CFAA 1986, Patriot Act

2001

No federal law yet

Potential Stricter
Laws / Reforms

penalties, corporate
accountability

Federal criminalization,
mandatory takedowns,
civil remedies

Stricter platform
monitoring, mandatory
reporting, international
coordination

Mandatory credit
monitoring, harsher
penalties for repeat
offenders

Federal criminalization,
mandatory reporting,
cross-border
enforcement

Mandatory
cybersecurity protocols,
stricter penalties,
mandatory reporting

Federal criminalization,
transparency



Issue

Corporate
Espionage via Al

lllegal Immigration
Facilitation
Networks

Explanation
manipulate votes

Using Al to steal trade
secrets

Smuggling or assisting
illegal entry

Naturalization Fraud Misrepresentation to

Networks

Asylum Fraud /
Trafficking Claims

lllegal Organ

gain citizenship

False refugee or
trafficking claims

Exploitation of organ

Trafficking Networks trade for profit

Forced Labor in
Supply Chains

Coercion of workers in
industries

lllegal Animal Organ Harvesting organs

Current U.S. Laws

Economic Espionage
Act 1996

INA §212(a)(6), §274C

INA §318

INA §208, TVPA 2000

NOTA 1984, TVPA 2000

TVPA 2000, state labor
laws

Endangered Species

Potential Stricter
Laws / Reforms

requirements,
mandatory takedowns

Federal oversight,
harsher penalties,
mandatory auditing

Harsher penalties for
facilitators, digital
identity verification
Stricter vetting, harsher
sentencing, criminalize
facilitators

Stricter penalties,
expedited processing,
international
coordination

International
cooperation, mandatory
tracking, harsher prison
terms

Mandatory supply-chain
audits, stricter
corporate liability

International



Issue

Trade

lllegal Hunting /
Poaching of High-
Value Species

Animal Fighting
Rings — Digital
Promotion

lllegal Ivory / Rhino
Horn Trade

lllegal Tiger Trade

lllegal Bird Trade

lllegal Marine

Explanation

from endangered
animals

Killing elephants,
rhinos, tigers

Promoting
dog/cockfighting
online

Smuggling ivory or
horns

Trafficking tiger parts
or skins

Smuggling
rare/endangered birds

Trading dolphins,

Potential Stricter
Laws / Reforms

cooperation, mandatory
reporting, harsher
penalties

Mandatory tracking,
international
cooperation, stiffer
penalties
Mandatory platform

reporting, federal
penalties

Current U.S. Laws

Act 1973, Lacey Act
1900

Endangered Species
Act 1973, Lacey Act
1900

Animal Welfare Act
1966, state laws

African Elephant
Conservation Act 1988
Endangered Species
Act 1973

Domestic ban, asset
' forfeiture, international
enforcement

Harsher penalties,
captive tiger
registration,
international
enforcement

Migratory Bird Treaty Mandatory tracking,
Act 1918, Endangered stricter penalties,
Species Act 1973 import/export bans

Marine Mammal Harsher prison terms,

Endangered Species
Act 1973, CITES



Issue

Mammal Trade

lllegal Hunting
Accessories /
Poaching Tools

Exotic Pet
Abandonment

Environmental
Crimes — Toxic
Waste / Industrial
Dumping

Air Pollution
Violations —
Industrial Emissions

Water Pollution —
Industrial
Contamination

lllegal Wildlife Trade
— Online Platforms

Explanation
whales, or seals

Selling traps, poisons,
or weapons

Releasing non-native
species into the wild

lllegal disposal of
hazardous materials

Emission of harmful
pollutants

Discharging pollutants
into water sources

Selling endangered
species online

Current U.S. Laws
Protection Act 1972

Lacey Act 1900, state
wildlife laws

State animal welfare
laws

RCRA 1976, Clean
Water Act 1972

Clean Air Act 1970

Clean Water Act 1972

Endangered Species
Act 1973, Lacey Act
1900

Potential Stricter
Laws / Reforms
monitoring shipping
channels
Criminalize sales,

mandatory seizure,
stricter enforcement

Federal penalties,
mandatory
rehabilitation,
ecosystem restoration

Harsher corporate
penalties, mandatory
reporting, federal
oversight

Stricter emissions
limits, mandatory
monitoring, harsher
penalties

Stricter discharge limits,
mandatory reporting,
enhanced inspections

Mandatory platform
monitoring, stiffer
sentences, international



Issue Explanation Current U.S. Laws
lllegal Exotic Pet Smuggling rare or Endangered Species
Trade endangered pets Act 1973, state laws

State laws (e.g.,
California Penal Code
§653.2)

Cyberbullying / Harassment, stalking,
Online Threats or threats online

Revenge Porn / Non-

Consensual Intimate Sharing sexual images State laws, 15 U.S.C.

I without consent §6851

magery

Voyeurism / Non- Secret recording in Video Voyeurism
Consensual fivate areas 9 Prevention Act 2004,
Recording P 18 U.S.C. §1801
Cyber Espionage/ Unauthorized spying CFAA 1986, federal
Surveillance Abuse or data theft espionage statutes
Ransomware Extortion and

Targeting disruption of CFAA 1986, Patriot Act

2001
Government government systems
Al-Assisted Using Al for Securities Exchange
Financial Fraud embezzlement, insider Act 1934, Sarbanes-

Potential Stricter
Laws / Reforms

cooperation

Stricter import/export
controls, criminalize
online sales

Federal
standardization,
mandatory reporting,
education programs

Federal criminal law,
mandatory takedowns,
Al content included

Include drones/digital
devices, stricter
penalties

Include Al/loT attacks,
corporate
accountability,
mandatory reporting
Mandatory
cybersecurity protocols,
stricter sentencing
Federal oversight,
mandatory auditing,



Issue

Digital Espionage in
National Security

lllegal Immigration
Facilitation

Naturalization Fraud
Networks

Asylum Fraud /
Human Trafficking
Claims

Forced Labor/
Modern Slavery

lllegal Firearms /
Gun Trafficking

Explanation

trading, or market
manipulation

Cyber spying against
U.S. infrastructure

Smuggling or assisting
illegal entry

Misrepresentation to
gain citizenship

False refugee or
trafficking claims

Exploitation of adults
or children

Selling firearms
outside legal channels

Current U.S. Laws

Oxley Act 2002

Espionage Act 1917,
CFAA 1986

INA §212(a)(6), §274C

INA §318

INA §208, TVPA 2000

TVPA 2000, state labor
laws

Gun Control Act 1968,
Brady Handgun
Violence Prevention
Act 1993

Potential Stricter
Laws / Reforms

harsher penalties

Include Al-assisted
attacks, stricter
sentencing, corporate
liability

Harsher penalties for
facilitators, digital
identity verification
Stricter vetting, harsher
sentencing, criminalize
facilitators

Stricter penalties,
expedited processing,
international
coordination

Mandatory supply-chain
audits, stricter
corporate liability

Ghost guns regulation,
cross-border
enforcement, stiffer
penalties



Potential Stricter

Laws / Reforms
Mandatory disclosure,
FCPA 1977, state anti- harsher prison terms,

Issue Explanation Current U.S. Laws

Corporate Bribery / Officials accepting

Corruption via undue benefits bribery laws criminalive didital/crvpto
Technology digitally y _ g ryp
bribes
International

NOTA 1984, TVPA
Exploitation for profit 2000, Endangered
Species Act 1973

coordination,
mandatory reporting,
harsher penalties
Include cyber fraud, Al-
INA §212(a)(2) assisted deception,

Organ Trafficking —
Human & Animal

Moral Turpitude in

: . Fraud or deceit
Immigration /

affecting legal status

Licensure stricter enforcement
e . Mandatory minimums,
lllegal Drug grlsc;[cr;r?turgﬁgdc’f opioids Controlled Substances community prevention,
Trafficking Networks Act 1970 international
substances
enforcement
Federal Wire Act 1961, Crypto & online
lllegal Gambling Underground or online Unlawful Internet enforcement,
Syndicates betting operations Gambling Enforcement mandatory reporting,
Act 2006 harsher penalties
Environmental Harsh(.ar corporate
Crime — Toxic lllegal hazardous RCRA 1976, Clean penaltlles, mandatory
material disposal Water Act 1972 reporting, federal

Dumping / Pollution oversight



Issue

Forced Marriage /

Child Marriage

Sex Trafficking via

Social Media

Child
Pornography
Production

Sexual
Exploitation of
Minors

Revenge Porn
with Minors

Cyberbullying
Leading to Self-
Harm

Explanation

Coercion of minors

or adults into
marriage

Using online

platforms to recruit

or exploit victims

Creating sexual
content involving
minors

Abuse or coercion

for sexual
purposes

Sharing sexual
content of minors
without consent

Online harassment

causing
psychological
damage

Current U.S. Laws

TVPA 2000, state

marriage laws

TVPA 2000, PROTECT

Act 2003

PROTECT Act 2003, 18

U.S.C. §2251

TVPA 2000, PROTECT

Act 2003

State laws, 15 U.S.C.

§6851

State laws (e.g.,

California Penal Code

§653.2)

Potential Stricter Laws /
Reforms

Federal criminalization of
child marriage, stricter
penalties for coercion,
mandatory reporting

Platform monitoring, Al
detection tools, mandatory
reporting, international
cooperation

Include Al-generated
content, stricter sentencing,
mandatory content removal

Federal task force
expansion, stricter penalties,
mandatory victim
rehabilitation

Federal criminalization,
mandatory takedowns, Al
detection integration

Federal standardization,
mandatory intervention
programs, school reporting
mandates



Issue

Deepfake Child
Exploitation

Al-Assisted
Grooming of
Minors

Child Abduction
via Technology

Digital
Kidnapping
(Virtual
Exploitation)

Reproductive
Coercion / Forced
IVF

lllegal Egg /
Sperm Trade

Explanation

Al-generated
sexual content
involving minors

Using Al chatbots
or programs to
manipulate
children

Luring minors
online for
trafficking

Coercion or
manipulation
through digital
platforms

Coercing
individuals to
provide
reproductive
material

Sale or trafficking
of reproductive
material

Current U.S. Laws

No federal law yet

No federal law yet

TVPA 2000, PROTECT
Act 2003

State cybercrime laws

FDA regulations, state
bioethics laws

FDA regulations

Potential Stricter Laws /
Reforms

Federal criminalization,
mandatory takedowns, civil
remedies

Federal criminalization,
mandatory platform
monitoring, stricter penalties

Federal coordination,
mandatory international
cooperation, stricter
sentencing

Federal law covering online
coercion, Al-facilitated
crimes, mandatory platform
accountability

Criminalization of coercion,
mandatory reporting,
international enforcement

Federal criminalization,
mandatory tracking, stiffer
penalties



Issue Explanation Current U.S. Laws

Coercion into
Forced Surrogacy surrogacy State reproductive laws
arrangements

Human Trafficking Coerced work in
for Labor TVPA 2000, FLSA

Exploitation industries

Forced Domestic Coercion into TVPA 2000, state labor
Labor domestic servitude laws

Cyber Espionage Theft of trade Economic Espionage

in Corporations  secrets digitally = Act 1996

Stealing corporate

Industrial Economic Espionage

i secrets via

Espionage nsiders Act 1996
Cryptocurrenc_:y Fraud using digital State fraud laws, federal
Scams Targeting : :

. currencies guidance
Victims
Ransomware Disruption of CFAA 1986. Patriot Act
Targeting hospitals and 2001 ’
Healthcare clinics

Al-Driven Political Manipulating No federal law yet

Potential Stricter Laws /
Reforms

Federal criminalization,
mandatory reporting, stiffer
penalties for coercion

Mandatory supply-chain
audits, stricter corporate
liability, international
coordination

Stricter penalties, mandatory
reporting, victim
rehabilitation

Include Al-assisted thefft,
harsher penalties, cross-
border enforcement

Stricter corporate liability,
whistleblower protections, Al
monitoring

Federal criminalization,
mandatory reporting, stricter
enforcement

Mandatory cybersecurity
protocols, stricter penalties,
mandatory reporting

Federal criminalization,



Issue

Disinformation

Deepfake Election

Interference

Corporate Fraud
Using Al

lllegal Human
Organ Trade

lllegal Animal
Organ Trade

lllegal Hunting /
Poaching —
Endangered
Species

lllegal Wildlife
Trade — Online
Platforms

Animal Fighting

Explanation

public opinion with

Al

Al-generated
content affecting
elections

Al-assisted
embezzlement or
financial
manipulation

Trafficking human

organs

Harvesting organs

from endangered
animals

Killing elephants,
rhinos, or tigers

Selling
endangered
animals online

Dog/cockfighting

Current U.S. Laws

No federal law yet

Securities Exchange
Act 1934, Sarbanes-
Oxley Act 2002

NOTA 1984, TVPA 2000

Endangered Species
Act 1973, Lacey Act
1900

Endangered Species
Act 1973, Lacey Act
1900

Endangered Species
Act 1973, Lacey Act
1900

Animal Welfare Act

Potential Stricter Laws /
Reforms

transparency mandates,
mandatory takedowns

Federal criminalization,
mandatory disclosure,
platform monitoring

Mandatory auditing, federal
oversight, harsher penalties

International cooperation,
mandatory tracking, harsher
prison terms

International cooperation,
mandatory reporting, harsher
penalties

Mandatory tracking,
international enforcement,
stiffer penalties

Platform monitoring,
international enforcement,
mandatory reporting

Harsher prison terms, asset



Issue

Rings

lllegal Tiger Trade

lllegal Ivory /
Rhino Horn Trade

lllegal Bird Trade

lllegal Marine
Mammal Trade

lllegal Hunting
Accessories /
Poaching Tools

Exotic Pet
Abandonment

Environmental
Crimes - Toxic

Explanation

and similar
activities

Trafficking tiger
parts or skins

Smuggling ivory or Conservation Act 1988,

horns

Smuggling rare or
endangered birds

Trading dolphins,
whales, or seals

Selling traps,
poisons, or
weapons

Releasing non-

native animals into State animal welfare laws

the wild

lllegal disposal of
hazardous

Current U.S. Laws
1966, state laws

Endangered Species
Act 1973, CITES

African Elephant

Endangered Species
Act 1973

Migratory Bird Treaty
Act 1918, Endangered
Species Act 1973

Marine Mammal
Protection Act 1972

Lacey Act 1900, state
wildlife laws

RCRA 1976, Clean
Water Act 1972

Potential Stricter Laws /
Reforms

forfeiture, online promotion
monitoring

Harsher penalties, captive
tiger reqistration,
international enforcement

Domestic ban, asset
forfeiture, international
enforcement

Mandatory tracking, stricter
penalties, import/export bans

Harsher prison terms,
monitoring shipping
channels

Criminalize sales, mandatory
seizure, stricter enforcement

Federal penalties,
mandatory rehabilitation,
ecosystem restoration

Harsher corporate penalties,
mandatory reporting, federal



Issue

Dumping

Air Pollution
Violations

Water Pollution
Violations

lllegal Firearms /
Gun Trafficking

Corporate Bribery Officials accepting

| Corruption via
Technology

Moral Turpitude —
Immigration /
Licensure

lllegal Gambling /
Online Syndicates

Explanation

materials

Industrial
emissions
exceeding legal
limits

Contamination of
water sources

Selling firearms
outside legal
channels

undue benefits
digitally

Fraud or deceit
affecting legal
status

Underground or
online betting
operations

Current U.S. Laws

Clean Air Act 1970

Clean Water Act 1972

Gun Control Act 1968,
Brady Handgun

Violence Prevention Act
1993

FCPA 1977, state anti-
bribery laws

INA §212(a)(2)

Federal Wire Act 1961,
Unlawful Internet

Gambling Enforcement
Act 2006

Potential Stricter Laws /
Reforms

oversight

Stricter monitoring,
mandatory reporting, harsher
penalties

Stricter limits, mandatory
reporting, enhanced
inspections

Ghost guns regulation,
cross-border enforcement,
stiffer penalties

Mandatory disclosure,
harsher prison terms,
criminalize digital/crypto
bribes

Include cyber fraud, Al-
assisted deception, stricter
enforcement

Crypto & online
enforcement, mandatory
reporting, harsher penalties



Issue

lllegal Drug
Trafficking
Networks

Environmental
Crime - Industrial
Pollution

Issue

Cyber Espionage
Targeting
Government
Agencies

Ransomware
Against Critical
Infrastructure

Al-Assisted
Financial Fraud

Deepfake Political
Manipulation

Explanation Current U.S. Laws

Distribution of
controlled
substances

Controlled Substances
Act 1970

Toxic emissions or Clean Air Act 1970,
ileqal dumpin Clean Water Act 1972,
9 PINY  RCRA 1976

Explanation Current U.S. Laws
Digital theft of
sensitive Espionage Act 1917,
government CFAA 1986
information

Extortion disrupting

Potential Stricter Laws /
Reforms

Mandatory minimums,
community prevention,
international enforcement

Harsher corporate penalties,
mandatory reporting, federal
oversight

Potential Stricter Laws /
Reforms

Include Al-assisted
espionage, stricter
sentencing, corporate liability

Mandatory cybersecurity

utilities, CFAA 1986, Patriot Act protocols, corporate

transportation, or 2001
communications

Using Al to Securities Exchange
manipulate markets Act 1934, Sarbanes-
or embezzle funds Oxley Act 2002

Al-generated
content to influence No federal law yet
public opinion or

accountability, stiffer
penalties

Mandatory auditing, federal
oversight, harsher penalties

Federal criminalization,
mandatory disclosure,
platform monitoring



Issue

Cyberbullying
Leading to
Psychological
Harm

Online Human
Trafficking
Recruitment

Child
Pornography
Production
Sexual
Exploitation of
Minors

Revenge Porn
Involving Minors

Al-Assisted
Grooming of
Minors

Digital
Kidnapping /
Online Coercion

Explanation Current U.S. Laws
elections

Online harassment State laws (e.g.,
causing trauma or  California Penal Code
self-harm §653.2)

Recruiting victims for
exploitation via the
internet

Creating sexual
content involving
minors

Abuse or coercion TVPA 2000, PROTECT
for sexual purposes Act 2003

TVPA 2000, PROTECT
Act 2003

PROTECT Act 2003, 18
U.S.C. §2251

Sharing sexual
content of minors
without consent

Using Al chatbots or

programs to No federal law yet
manipulate children

Using technology to

manipulate or State cybercrime laws
abduct victims

State laws, 15 U.S.C.
§6851

Potential Stricter Laws /
Reforms

Federal standardization,
mandatory intervention
programs, school reporting
mandates

Stricter platform monitoring,
Al detection tools,
mandatory reporting

Include Al-generated
content, stricter sentencing,
mandatory content removal

Federal task force
expansion, stricter penalties,
victim rehabilitation

Federal criminalization,
mandatory takedowns, Al
content detection

Federal criminalization,
mandatory platform
monitoring, stricter penalties
Federal criminal law
covering online coercion, Al-
facilitated crimes, mandatory



Issue Explanation

Coercion of minors
or adults into

Forced Marriage /
Child Marriage

marriage

Reproductive Coercmg individuals
) to provide

Coercion / Forced :

reproductive
IVF :

material

Sale or trafficking of
lllegal Egg / reproductive
Sperm Trade :

material

Coercion into

Forced Surrogacy surrogacy

arrangements
Human
Trafficking for Coerced work in
Labor industries

Exploitation

Forced Domestic Coercion into
Labor domestic servitude

Organized Human Large-scale
networks exploiting

Trafficking

Current U.S. Laws

TVPA 2000, state
marriage laws

FDA regulations, state
bioethics laws

FDA regulations

State reproductive laws

TVPA 2000, FLSA

TVPA 2000, state labor
laws

TVPA 2000, PROTECT
Act 2003

Potential Stricter Laws /
Reforms

platform accountability

Federal criminalization of
child marriage, mandatory
reporting, harsher penalties

Criminalization of coercion,
mandatory reporting,
international enforcement

Federal criminalization,
mandatory tracking, stricter
penalties

Federal criminalization,
mandatory reporting, stiffer
penalties for coercion

Mandatory supply-chain
audits, stricter corporate
liability, international
coordination

Stricter penalties, mandatory
reporting, victim
rehabilitation

Harsher sentencing,
international coordination,



Issue Explanation

Networks adults and minors

lllegal Human
Organ Trade

Trafficking human
organs

Harvesting organs
from endangered
animals

lllegal Animal
Organ Trade

lllegal Hunting /
Poaching — High-
Value Species

Killing elephants,
rhinos, tigers

lllegal Wildlife :

Trade — Online Selllmg endgngered
animals online

Platforms

Animal Fighting Promoting

Rings — Digital dog/cockfighting

Promotion online

lllegal Tiger Trade or skins

lllegal Ivory / Smuggling ivory or
Rhino Horn Trade horns

Current U.S. Laws

Potential Stricter Laws /
Reforms

mandatory victim support
International cooperation,

NOTA 1984, TVPA 2000 mandatory tracking, harsher

Endangered Species
Act 1973, Lacey Act
1900

Endangered Species
Act 1973, Lacey Act
1900

Endangered Species

Act 1973, Lacey Act
1900

Animal Welfare Act
1966, state laws

Trafficking tiger parts Endangered Species

Act 1973, CITES

African Elephant
Conservation Act
1988, Endangered
Species Act 1973

prison terms

International cooperation,
mandatory reporting, harsher
penalties

Mandatory tracking,
international cooperation,
stiffer criminal penalties

Platform monitoring,
international enforcement,
mandatory reporting

Harsher prison terms, asset
forfeiture, online monitoring

Harsher penalties, captive
tiger registration,
international enforcement

Domestic ban, asset
forfeiture, international
enforcement



Issue

lllegal Bird Trade

lllegal Marine
Mammal Trade

lllegal Hunting
Accessories /
Poaching Tools

Exotic Pet
Abandonment

Environmental
Crimes — Toxic
Dumping

Air Pollution
Violations —
Industrial

Water Pollution
Violations —
Industrial

lllegal Firearms /
Gun Trafficking

Explanation Current U.S. Laws
Smuggling Migratory Bird Treaty
rare/endangered Act 1918, Endangered
birds Species Act 1973

Trading dolphins, Marine Mammal
whales, or seals Protection Act 1972

Selling traps, Lacey Act 1900, state
poisons, or weapons wildlife laws

Releasing non- :
: : . State animal welfare
native animals into

the wild laws

lllegal disposal of = RCRA 1976, Clean
hazardous materials Water Act 1972

Emission of harmful Clean Air Act 1970
pollutants

Contamination of

rivers, lakes, or Clean Water Act 1972
oceans

Selling firearms Gun Control Act 1968,
outside legal Brady Handgun

Potential Stricter Laws /
Reforms

Mandatory tracking, stricter
penalties, import/export bans

Harsher prison terms,
monitoring shipping
channels

Criminalize sales, mandatory
seizure, stricter enforcement

Federal penalties,
mandatory rehabilitation,
ecosystem restoration

Harsher corporate penalties,
mandatory reporting, federal
oversight

Stricter emissions limits,
mandatory monitoring,
harsher penalties

Stricter limits, mandatory
reporting, enhanced
inspections

Ghost guns regulation,
cross-border enforcement,



Issue

Corporate Bribery Officials accepting

| Corruption via
Technology

Moral Turpitude —
Immigration /
Licensure

lllegal Gambling /
Online
Syndicates

lllegal Drug
Trafficking
Networks

Cyber Espionage
Targeting
Corporations

Industrial
Espionage

Cryptocurrency

Explanation Current U.S. Laws

Violence Prevention

channels Act 1993

FCPA 1977, state anti-

undue benefits bribery laws

digitally

Fraud or deceit

affecting legal status INA §212(a)(2)

Federal Wire Act 1961,

Underground or Unlawful Internet

online betting

operations Gambling
P Enforcement Act 2006
Distribution of Controlled

opioids or controlled

Substances Act 1970
substances

Theft of trade Economic Espionage
secrets digitally Act 1996

Stealing corporate = Economic Espionage
secrets via insiders Act 1996

Potential Stricter Laws /
Reforms

stiffer penalties

Mandatory disclosure,
harsher prison terms,
criminalize digital/crypto
bribes

Include cyber fraud, Al-
assisted deception, stricter
enforcement

Crypto & online
enforcement, mandatory
reporting, harsher penalties

Mandatory minimums,
community prevention,
international enforcement

Include Al-assisted thefft,
harsher penalties, cross-
border enforcement

Stricter corporate liability,

whistleblower protections, Al
monitoring

Fraud using digital  State fraud laws, federal Federal criminalization,



Explanation Current U.S. Laws

Scams currencies guidance

Ransomware
Targeting

Extortion and
disruption of

Potential Stricter Laws /
Reforms

mandatory reporting, stricter
enforcement

Mandatory cybersecurity

CFAA 1986, Patriot Act protocols, stricter

Government
Systems

government
operations

Using Al to
manipulate finances
or mislead
shareholders

Securities Exchange
Act 1934, Sarbanes-
Oxley Act 2002

Al-Driven
Corporate Fraud

Digital Espionage
Against National
Security

Cyber spying on
critical infrastructure CFAA 1986

Espionage Act 1917,

Forced Labor /
Modern Slavery

Exploitation of adults TVPA 2000, state labor
or children

lllegal Organ
Trafficking —
Human & Animal

NOTA 1984, TVPA
Exploitation for profit 2000, Endangered
Species Act 1973

Explanation Current U.S. Laws

Cyberterrorism Disrupting utilities,

sentencing, corporate
accountability

Federal oversight,
mandatory auditing, harsher
penalties

Include Al-assisted attacks,
stricter sentencing, corporate
liability

Mandatory supply-chain
audits, stricter corporate
liability

International coordination,
mandatory reporting, harsher
penalties

Potential Stricter
Laws / Reforms

CFAA 1986, Patriot Act Mandatory breach



Issue

Targeting
Infrastructure

Al-Assisted
Political
Disinformation

Deepfake Election
Interference

Ransomware
Against Healthcare

Al-Driven Financial
Fraud

Cyber Espionage
Targeting
Government
Agencies
Industrial
Espionage

Explanation Current U.S. Laws

defense, or

. 2001
communications

Using Al to manipulate
public opinion or
elections

No federal law yet

Al-generated content

affecting elections No federal law yet

Disrupting hospitals,
clinics, and patient

2001
systems

Al used to manipulate Securities Exchange
markets, embezzle, or Act 1934, Sarbanes-
commit insider trading Oxley Act 2002

Digital theft of
sensitive government
information

Espionage Act 1917,
CFAA 1986

Theft of trade secrets Economic Espionage
through insiders or Act 1996

CFAA 1986, Patriot Act

Potential Stricter
Laws / Reforms

reporting, harsher
penalties, corporate
accountability

Federal criminalization,
mandatory disclosure,
platform monitoring

Federal criminalization,
mandatory takedowns,
transparency
requirements

Mandatory cybersecurity
protocols, stricter
penalties, reporting
requirements

Mandatory auditing,
federal oversight,
harsher penalties

Include Al-assisted
espionage, stricter
sentencing, corporate
liability

Stricter corporate liability,
whistleblower



Issue Explanation

technology
Using digital

Cryptocurrency

Fraud scams or money
laundering

Human Trafficking Coercion or

for Sexual recruitment of adults

Exploitation or minors

Forced Child Labor Epr0|tatlon of minors
in labor

Sex Trafficking via Online recruitment for
Social Media sexual exploitation

Reproductive
Coercion / Forced
IVF

Coercing reproduction
or trafficking
reproductive materials

lllegal Egg / Sperm Sale or trafficking of

Current U.S. Laws

currencies to commit State fraud laws, federal

guidance

TVPA 2000, PROTECT
Act 2003

TVPA 2000, FLSA

TVPA 2000, PROTECT
Act 2003

FDA regulations, state
bioethics laws

FDA regulations

Potential Stricter
Laws / Reforms

protections, Al
monitoring

Federal criminalization,
mandatory reporting,
stricter enforcement

Mandatory international
coordination, platform
monitoring, stricter
penalties

Mandatory supply-chain
audits, stricter corporate
liability, mandatory
reporting

Al detection tools,
mandatory platform
reporting, international
cooperation

Federal criminalization,
mandatory reporting,
international
enforcement

Mandatory federal



Issue

Trade

Forced Surrogacy

Child Pornography
Production

Revenge Porn/
Non-Consensual
Intimate Imagery

Voyeurism / Non-
Consensual
Recording

Cyberbullying /

Explanation

reproductive material

Coercion into
surrogacy
arrangements

Creating sexual
content involving
minors

Sharing sexual
content without
consent

Secret recording in
private areas

Online harassment,

Online Harassment stalking, or threats

lllegal Human
Organ Trade

Trafficking human
organs

Current U.S. Laws

State reproductive laws

PROTECT Act 2003, 18
U.S.C. §2251

State laws, 15 U.S.C.
§6851

Video Voyeurism

Prevention Act 2004, 18

U.S.C. §1801

State laws (e.g.,
California Penal Code
§653.2)

NOTA 1984, TVPA 2000

Potential Stricter
Laws / Reforms

tracking, criminal
penalties, stricter
oversight

Federal criminalization,
mandatory reporting,
stiffer penalties for
coercion

Include Al-generated
content, stricter
sentencing, mandatory
content removal

Federal criminalization,
mandatory takedowns,
Al detection included

Include drones/digital
devices, stricter
penalties for repeat
offenders

Federal standardization,
mandatory reporting,
education programs
International
cooperation, mandatory



Issue

lllegal Animal
Organ Trade

lllegal Hunting /
Poaching —
Endangered
Species

lllegal Wildlife
Trade — Online
Platforms

Animal Fighting
Rings

lllegal Tiger Trade

lllegal Ivory / Rhino Smuggling ivory or

Horn Trade

Explanation

Harvesting organs

from endangered
animals

Killing elephants,
rhinos, tigers

Selling endangered

animals online

Dog/cockfighting and

organized fights

Trafficking tiger parts

or skins

horns

Current U.S. Laws

Endangered Species
Act 1973, Lacey Act
1900

Endangered Species
Act 1973, Lacey Act
1900

Endangered Species
Act 1973, Lacey Act
1900

Animal Welfare Act
1966, state laws

Endangered Species
Act 1973, CITES

African Elephant

Potential Stricter
Laws / Reforms

tracking, harsher prison
terms

International
coordination, mandatory
reporting, harsher
penalties

Mandatory tracking,
international
enforcement, stiffer
penalties

Platform monitoring,
international
enforcement, mandatory
reporting

Harsher prison terms,
asset forfeiture, online
promotion monitoring
Harsher penalties,
captive tiger registration,
international
enforcement

Domestic ban, asset

Conservation Act 1988, forfeiture, international



Issue

lllegal Bird Trade

lllegal Marine
Mammal Trade

lllegal Hunting
Accessories /
Poaching Tools

Exotic Pet
Abandonment

Environmental
Crimes — Toxic
Dumping /
Pollution

Air Pollution
Violations —
Industrial

Water Pollution
Violations —

Explanation

Smuggling rare or
endangered birds

Trading dolphins,
whales, or seals

Selling traps, poisons,

or weapons

Releasing non-native
animals into the wild

lllegal disposal of

hazardous materials

Emission of harmful

pollutants

Contamination of
rivers, lakes, or

Current U.S. Laws

Endangered Species

Act 1973

Migratory Bird Treaty
Act 1918, Endangered

Species Act 1973

Marine Mammal

Protection Act 1972

Lacey Act 1900, state

wildlife laws

State animal welfare

laws

RCRA 1976, Clean

Water Act 1972

Clean Air Act 1970

Clean Water Act 1972

Potential Stricter
Laws / Reforms

enforcement

Mandatory tracking,
stricter penalties,
import/export bans

Harsher prison terms,
monitoring shipping
channels

Criminalize sales,
mandatory seizure,
stricter enforcement

Federal penalties,
mandatory rehabilitation,
ecosystem restoration

Harsher corporate
penalties, mandatory
reporting, federal
oversight

Stricter emissions limits,
mandatory monitoring,
harsher penalties
Stricter limits, mandatory
reporting, enhanced



Issue

Industrial

lllegal Firearms /
Gun Trafficking

Explanation

oceans

Selling firearms

Current U.S. Laws

Gun Control Act 1968,
Brady Handgun

outside legal channels Violence Prevention

Corporate Bribery / Officials accepting

Corruption via
Technology

Moral Turpitude —
Immigration /
Licensure

lllegal Gambling /
Online Syndicates

lllegal Drug
Trafficking
Networks

Cyber Espionage
Targeting
Corporations

undue benefits
digitally

Fraud or deceit
affecting legal status

Act 1993

FCPA 1977, state anti-
bribery laws

INA §212(a)(2)

Federal Wire Act 1961,

Underground or online Unlawful Internet

betting operations

Distribution of opioids
or controlled
substances

Theft of trade secrets
digitally

Gambling Enforcement
Act 2006

Controlled Substances
Act 1970

Economic Espionage
Act 1996

Potential Stricter
Laws / Reforms

inspections
Ghost guns regulation,
cross-border

enforcement, stiffer
penalties

Mandatory disclosure,
harsher prison terms,
criminalize digital/crypto
bribes

Include cyber fraud, Al-
assisted deception,
stricter enforcement

Crypto & online
enforcement, mandatory
reporting, harsher
penalties

Mandatory minimums,
community prevention,
international
enforcement

Include Al-assisted theft,

harsher penalties, cross-
border enforcement



Issue

Industrial
Espionage

Cryptocurrency
Scams / Fraud

Ransomware
Targeting
Government
Systems

Al-Driven
Corporate Fraud

Digital Espionage
Against National
Security

Forced Labor /
Modern Slavery

lllegal Organ
Trafficking —

Explanation

Stealing corporate
secrets via insiders

Using digital

currencies to commit

fraud

Extortion and
disruption of
government

operations

Current U.S. Laws

Economic Espionage
Act 1996

State fraud laws, federal
guidance

CFAA 1986, Patriot Act
2001

Using Al to manipulate Securities Exchange

finances or mislead
shareholders

Cyber spying on

critical infrastructure

Exploitation of adults

or children

Exploitation for profit

Act 1934, Sarbanes-
Oxley Act 2002

Espionage Act 1917,
CFAA 1986

TVPA 2000, state labor
laws

NOTA 1984, TVPA 2000,
Endangered Species

Potential Stricter
Laws / Reforms

Stricter corporate liability,
whistleblower
protections, Al
monitoring

Federal criminalization,
mandatory reporting,
stricter enforcement

Mandatory cybersecurity
protocols, stricter
sentencing, corporate
accountability

Federal oversight,
mandatory auditing,
harsher penalties

Include Al-assisted
attacks, stricter
sentencing, corporate
liability

Mandatory supply-chain
audits, stricter corporate
liability

International
coordination, mandatory



Issue Explanation

Human & Animal

Issue Explanation
Deepfake Sexual Al-generated non-
Exploitation — consensual sexual
Adults content
Al-Assisted Using Al to coerce

) sexual favors
Sextortion )

online
Online

Cyber Grooming of manipulation for

Minors sexual purposes
o Online

Digital manipulation or

Kidnapping / abduction of

Coercion

victims

Forced Marriage / Coercion into
Child Marriage marriage

Reproductive Coercing

Potential Stricter

Current U.S. Laws

Act 1973

Current U.S. Laws

State revenge porn laws,
15 U.S.C. §6851

No federal law yet

PROTECT Act 2003,
TVPA 2000

State cybercrime laws

TVPA 2000, state
marriage laws

FDA regulations, state

Laws / Reforms

reporting, harsher
penalties

Potential Stricter Laws /
Reforms

Federal criminalization,
mandatory takedowns, Al
detection integration

Federal criminalization,
mandatory reporting, stiffer
penalties

Include Al-assisted
grooming, mandatory
platform monitoring,
international coordination

Federal criminal law covering
online coercion, Al-facilitated
crimes

Federal criminalization,
stricter penalties, mandatory
reporting

Federal criminalization,



Issue

Coercion / Forced
IVF

lllegal Egg / Sperm
Trade

Forced Surrogacy

Human Trafficking
for Sexual
Exploitation

Forced Child Labor

Sex Trafficking via
Online Platforms

Child Pornography
Production

Revenge Porn/

Explanation

individuals to
provide
reproductive
material

Sale or trafficking
of reproductive
material

Coercion into
surrogacy
arrangements

Coercion or
recruitment for

Act 2003
sexual purposes

Exploitation of
minors in labor

Recruitment for TVPA 2000, PROTECT

sexual exploitation Act 2003

Creating sexual
content involving
minors

Sharing sexual

Current U.S. Laws

bioethics laws

FDA regulations

State reproductive laws

TVPA 2000, PROTECT

TVPA 2000, FLSA

PROTECT Act 2003, 18
U.S.C. §2251

State laws, 15 U.S.C.

Potential Stricter Laws /
Reforms

mandatory reporting,
international enforcement

Federal tracking, criminal
penalties, stricter oversight

Federal criminalization,
mandatory reporting, harsher
penalties

International coordination,
platform monitoring, stricter
penalties

Supply-chain audits, stricter
corporate liability, mandatory
reporting

Al detection tools, mandatory
reporting, international
cooperation

Include Al-generated
content, stricter sentencing,
mandatory removal

Federal criminalization,



Issue

Non-Consensual
Intimate Imagery

Voyeurism / Non-
Consensual
Recording

Cyberbullying /

Explanation

content without
consent

Secret recording
in private areas

Online
harassment

Online Harassment causing trauma or

Cyber Espionage
Targeting
Corporations

Industrial
Espionage

Cryptocurrency
Fraud / Scams

Ransomware
Targeting
Government
Systems

Al-Driven

self-harm

Digital theft of
trade secrets

Stealing corporate
secrets via
insiders

Using digital
currencies to
commit fraud

Extortion and
disruption

Manipulating

Current U.S. Laws

§6851

Video Voyeurism
Prevention Act 2004,
18 U.S.C. §1801

State laws (e.g.,
California Penal Code
§653.2)

Economic Espionage
Act 1996

Economic Espionage
Act 1996

State fraud laws, federal
guidance

CFAA 1986, Patriot Act
2001

Securities Exchange

Potential Stricter Laws /
Reforms

mandatory takedowns, Al
detection included

Include drones/digital
devices, stricter penalties

Federal standardization,
mandatory intervention
programs, school reporting

Include Al-assisted theft,
harsher penalties, cross-
border enforcement

Stricter corporate liability,
whistleblower protections, Al
monitoring

Federal criminalization,
mandatory reporting, stricter
enforcement

Mandatory cybersecurity
protocols, stricter
sentencing, corporate
accountability

Federal oversight,



Issue

Corporate Fraud

Digital Espionage
Against National
Security

Forced Labor /
Modern Slavery

lllegal Human
Organ Trafficking

lllegal Animal
Organ Trade

lllegal Hunting /
Poaching —
Endangered
Species

lllegal Wildlife
Trade — Online
Platforms

Animal Fighting

Explanation

finances or
misleading
shareholders
Cyber spying on
critical
infrastructure

Exploitation of
adults or children

Trafficking human
organs

Harvesting organs
from endangered
animals

Killing elephants,
rhinos, tigers

Selling
endangered
animals online

Dog/cockfighting

Current U.S. Laws

Act 1934, Sarbanes-
Oxley Act 2002

Espionage Act 1917,
CFAA 1986

TVPA 2000, state labor
laws

NOTA 1984, TVPA 2000

Endangered Species
Act 1973, Lacey Act
1900

Endangered Species
Act 1973, Lacey Act
1900

Endangered Species
Act 1973, Lacey Act
1900

Animal Welfare Act

Potential Stricter Laws /
Reforms

mandatory auditing, harsher
penalties

Include Al-assisted attacks,
stricter sentencing, corporate
liability

Mandatory supply-chain
audits, stricter corporate
liability

International coordination,
mandatory tracking, harsher
prison terms

International cooperation,
mandatory reporting, harsher
penalties

Mandatory tracking,
international enforcement,
stricter penalties

Platform monitoring,
international enforcement,
mandatory reporting

Harsher prison terms, asset



Issue

Rings

lllegal Tiger Trade

lllegal Ivory / Rhino Smuggling ivory or Conservation Act 1988,

Horn Trade

lllegal Bird Trade

lllegal Marine
Mammal Trade
lllegal Hunting
Accessories /
Poaching Tools

Exotic Pet
Abandonment

Environmental
Crimes - Toxic
Dumping /

Explanation

and organized
fights

Trafficking tiger
parts or skins

horns

Smuggling rare or
endangered birds

Trading dolphins,
whales, or seals
Selling traps,
poisons, or
weapons
Releasing non-

native animals into
the wild

lllegal disposal of
hazardous
materials

Current U.S. Laws
1966, state laws

Endangered Species
Act 1973, CITES

African Elephant

Endangered Species
Act 1973

Migratory Bird Treaty
Act 1918, Endangered
Species Act 1973
Marine Mammal
Protection Act 1972

Lacey Act 1900, state
wildlife laws

State animal welfare
laws

RCRA 1976, Clean
Water Act 1972

Potential Stricter Laws /
Reforms

forfeiture, online promotion
monitoring

Harsher penalties, captive
tiger reqistration,
international enforcement

Domestic ban, asset
forfeiture, international
enforcement

Mandatory tracking, stricter
penalties, import/export bans

Harsher prison terms,
monitoring shipping channels

Criminalize sales, mandatory
seizure, stricter enforcement

Federal penalties, mandatory
rehabilitation, ecosystem
restoration

Harsher corporate penalties,
mandatory reporting, federal
oversight



Potential Stricter Laws /

Issue Explanation Current U.S. Laws
Reforms

Pollution
Air Pollution Emission of Stricter emissions limits,
Violations — Clean Air Act 1970 mandatory monitoring,

g harmful pollutants :
Industrial harsher penalties
Water Pollution Contamination of Stricter limits, mandatory
Violations — rivers, lakes, or  Clean Water Act 1972 reporting, enhanced
Industrial oceans inspections

Selling firearms Gun Control Act 1968, Ghost guns regulation
Brady Handgun ’

outside legal . . cross-border enforcement,
Violence Prevention

channels Act 1993 stiffer penalties

lllegal Firearms /
Gun Trafficking

Mandatory disclosure,

Corporate Bribery / Officials accepting FCPA 1977, state anti- harsher prison terms,

Corruption via

Technology digital benefits bribery laws gr[minalize digital/crypto
ribes

Moral Turpitude — Fraud affecting Include cyber fraud, Al-

Immigration / legal status or INA §212(a)(2) assisted deception, stricter

Licensure licensing enforcement

Federal Wire Act 1961,
Unlawful Internet
Gambling Enforcement
Act 2006

lllegal Drug Distribution of Controlled Substances Mandatory minimums,

Underground or
online betting
operations

Crypto & online enforcement,
mandatory reporting, harsher
penalties

lllegal Gambling /
Online Syndicates



Potential Stricter Laws /

Issue Explanation Current U.S. Laws
Reforms
Trafficking controlled community prevention,
Act 1970 ) .
Networks substances international enforcement
. Expansion to modern
War Crimes —

Targeting civilians War Crimes Act 1996, slavery, digital warfare,

CT"T'.es Against in armed conflict Geneva Conventions mandatory international
Civilians :
prosecution
War Crimes Federal prosecution,
. Exploiting civilians War Crimes Act 1996, international coordination,
Organ Harvesting / : PN
T for organs or labor Geneva Conventions life imprisonment or death
Exploitation :
penalty for egregious acts
Terrorism Providing funds to Patriot Act 2001, Anti- "clude digital/crypto
Financing & : ) financing, mandatory
terrorist groups Terrorism Act 1992 : :
Support disclosure, harsher penalties
Chemicall/ Deployment or Chemlca_l Weapons Harsher septencmg,
. . NN Convention mandatory international
Biological distribution of . :
Implementation Act enforcement, life
Weapons Use hazardous agents

1998, 18 U.S.C. §175  imprisonment

Federal criminalization,
international coordination,
mandatory reporting

Cyber Terrorism
Supporting War
Crimes

Digital attacks CFAA 1986, Patriot Act
aiding conflict 2001



Issue

Al-Assisted
Identity Theft

Al-Generated

Child Exploitation

Cyber Extortion
via Ransomware

Deepfake
Revenge Porn

Al-Assisted
Sextortion

Cyber Grooming
of Minors

Explanation

Using Al to steal
personal data for
financial gain

Producing sexual
content of minors
with Al

Coercing
organizations for
payments using
digital attacks

Al-generated
sexual content to
harm individuals

Coercing sexual
favors using Al
technology

Online
manipulation for
sexual purposes

Digital Kidnapping Using technology
/ Online Coercion to abduct or

Current U.S. Laws

Identity Theft and
Assumption
Deterrence Act 1998

No federal law yet

CFAA 1986, Patriot Act
2001

State revenge porn laws,
15 U.S.C. §6851

No federal law yet

PROTECT Act 2003,
TVPA 2000

State cybercrime laws

Potential Stricter Laws /
Reforms

Mandatory credit monitoring,
harsher penalties for repeat
offenders, federal
coordination

Federal criminalization,
mandatory takedowns, civil
remedies

Mandatory reporting, stricter
corporate liability, harsher
sentencing

Federal criminalization,
mandatory takedowns, Al
content detection

Federal criminalization,
mandatory reporting,
international coordination

Include Al-assisted
grooming, mandatory
platform monitoring, stricter
penalties

Federal criminal law covering
online coercion, Al-facilitated



Issue

Forced Marriage /
Child Marriage

Reproductive
Coercion / Forced
IVF

lllegal Egg /
Sperm Trade

Forced Surrogacy

Explanation
manipulate victims

Coercion into
marriage

Coercing
individuals to
provide
reproductive
material

Sale or trafficking
of reproductive
material
Coercion into

surrogacy
arrangements

Sex Trafficking via Recruiting adults

Online Platforms

Forced Labor /
Modern Slavery

lllegal Human
Organ Trade

or minors online

Exploitation of
adults or children

Trafficking human
organs for profit

Current U.S. Laws

TVPA 2000, state
marriage laws

FDA regulations, state
bioethics laws

FDA regulations

State reproductive laws

TVPA 2000, PROTECT
Act 2003

TVPA 2000, state labor
laws

NOTA 1984, TVPA 2000

Potential Stricter Laws /
Reforms

crimes

Federal criminalization,
mandatory reporting, harsher
penalties

Federal criminalization,
mandatory reporting,
international enforcement

Mandatory federal tracking,
criminal penalties, stricter
oversight

Federal criminalization,
mandatory reporting, harsher
penalties

Al detection tools, mandatory
reporting, international
coordination

Mandatory supply-chain
audits, stricter corporate
liability

International coordination,
mandatory tracking, harsher



Potential Stricter Laws /
Reforms

prison terms

Harvesting organs Endangered Species International enforcement,
from endangered Act 1973, Lacey Act mandatory reporting, harsher
species 1900 penalties

Issue Explanation Current U.S. Laws

lllegal Animal
Organ Trade

lllegal Hunting /

Poaching — Killing elephants, Endangered Species = Mandatory tracking,

Endanaered rhinos. tigers Act 1973, Lacey Act international cooperation,
ng 19 1900 stiffer penalties

Species

lllegal Wildlife Selling Endangered Species Platform monitoring,

Trade — Online endangered Act 1973, Lacey Act international enforcement,

Platforms animals digitally 1900 mandatory reporting

Animal Fighting Dog/cockﬂ_ghtlng Animal Welfare Act Harsher prison terms, asset
. and organized : : .

Rings fights 1966, state laws forfeiture, online monitoring

Harsher penalties, captive
tiger registration,
international enforcement

Trafficking tiger Endangered Species

lllegal Tiger Trade parts or skins Act 1973, CITES

African Elephant Domestic ban, asset

lllegal Ivory / Smuggling ivory or Conservation Act 1988, forfeiture. international
Rhino Horn Trade horns Endangered Species ’
Act 1973 enforcement

Smuggling rare or Migratory Bird Treaty = Mandatory tracking, stricter

llegal Bird Trade endangered birds Act 1918, Endangered penalties, import/export bans



Issue

lllegal Marine
Mammal Trade

lllegal Hunting
Accessories /
Poaching Tools

Exotic Pet
Abandonment

Environmental
Crimes — Toxic
Dumping /
Pollution

Air Pollution
Violations —
Industrial

Water Pollution
Violations —
Industrial

lllegal Firearms /
Gun Trafficking

Explanation

Trading dolphins,
whales, or seals
Selling traps,
poisons, or
weapons

Releasing non-
native species into
the wild

lllegal disposal of
hazardous
materials

Emission of
harmful pollutants

Contamination of
rivers, lakes, or
oceans

Selling firearms
outside legal
channels

Current U.S. Laws

Species Act 1973

Marine Mammal
Protection Act 1972

Lacey Act 1900, state
wildlife laws

State animal welfare
laws

RCRA 1976, Clean
Water Act 1972

Clean Air Act 1970

Clean Water Act 1972

Gun Control Act 1968,
Brady Handgun
Violence Prevention
Act 1993

Potential Stricter Laws /
Reforms

Harsher prison terms,
monitoring shipping channels

Criminalize sales, mandatory
seizure, stricter enforcement

Federal penalties, mandatory
rehabilitation, ecosystem
restoration

Harsher corporate penalties,
mandatory reporting, federal
oversight

Stricter emissions limits,
mandatory monitoring,
harsher penalties

Stricter limits, mandatory
reporting, enhanced
inspections

Ghost guns regulation,
cross-border enforcement,
stiffer penalties



Issue

Corporate
Bribery /
Corruption via
Technology

Moral Turpitude —
Immigration /
Licensure

lllegal Gambling /
Online Syndicates

lllegal Drug
Trafficking
Networks

Cyber Espionage
Targeting
Corporations

Industrial
Espionage

Cryptocurrency
Scams / Fraud

Explanation

Officials accepting FCPA 1977, state anti-

digital benefits bribery laws
Fraud affecting
legal status or INA §212(a)(2)

licensing

Underground or
online betting

operations Act 2006

Distribution of
controlled
substances

Theft of trade
secrets digitally

Act 1970

Act 1996

Stealing corporate Economic Espionage

secrets via insiders Act 1996

Using digital
currencies to

commit fraud guidance

Current U.S. Laws

Federal Wire Act 1961,
Unlawful Internet
Gambling Enforcement

Controlled Substances

Economic Espionage

State fraud laws, federal

Potential Stricter Laws /
Reforms

Mandatory disclosure,
harsher prison terms,
criminalize digital/crypto
bribes

Include cyber fraud, Al-
assisted deception, stricter
enforcement

Crypto & online enforcement,
mandatory reporting, harsher
penalties

Mandatory minimums,
community prevention,
international enforcement

Include Al-assisted theft,
harsher penalties, cross-
border enforcement

Stricter corporate liability,
whistleblower protections, Al
monitoring

Federal criminalization,

mandatory reporting, stricter
enforcement



Issue

Ransomware
Targeting
Government
Systems

Al-Driven

Corporate Fraud

Digital Espionage
Against National

Security

Forced Labor/
Modern Slavery

War Crimes —
Crimes Against
Civilians

War Crimes —
Organ
Harvesting /
Exploitation

Terrorism

Explanation

Extortion and
disruption of
government

operations

Using Al to
manipulate
finances or
mislead
shareholders
Cyber spying on
critical
infrastructure

Exploitation of

adults or children

Targeting civilians

in armed conflict

Exploiting civilians
for organs or labor

Providing funds to

Current U.S. Laws

CFAA 1986, Patriot Act
2001

Securities Exchange
Act 1934, Sarbanes-
Oxley Act 2002

Espionage Act 1917,
CFAA 1986

TVPA 2000, state labor
laws

War Crimes Act 1996,
Geneva Conventions

War Crimes Act 1996,
Geneva Conventions

Patriot Act 2001, Anti-

Potential Stricter Laws /
Reforms

Mandatory cybersecurity
protocols, stricter sentencing,
corporate accountability

Federal oversight, mandatory
auditing, harsher penalties

Include Al-assisted attacks,
stricter sentencing, corporate
liability

Mandatory supply-chain
audits, stricter corporate
liability

Expand to modern slavery,
digital warfare, mandatory
international prosecution
Federal prosecution,
international coordination, life
imprisonment or death
penalty for egregious acts

Include digital/crypto



Issue

Financing &
Support

Chemical/
Biological
Weapons Use

Cyber Terrorism
Supporting War
Crimes

Explanation
terrorist groups

Deployment or
distribution of
hazardous agents

Digital attacks
aiding conflict

Current U.S. Laws

Terrorism Act 1992

Chemical Weapons
Convention
Implementation Act
1998, 18 U.S.C. §175

CFAA 1986, Patriot Act
2001

Potential Stricter Laws /
Reforms

financing, mandatory
disclosure, harsher penalties

Harsher sentencing,
mandatory international
enforcement, life
imprisonment

Federal criminalization,
international coordination,
mandatory reporting



