Understanding the Cold War, “Click
Farms,” and Fake Viewer/Data Trafficking

Educational Overview

The rise of social media platforms has created new concerns involving information warfare,
maligned mass influence campaigns, algorithm manipulation, fake engagement systems, and
cyber-enabled labor operations. Some analysts and policymakers describe these
developments as part of a “digital Cold War” between major global powers.

This overview summarizes public reporting and policy discussions related to:
* TikTok and geopolitical tensions
+ “Click farms” and fake engagement systems
* Viewer/data trafficking
» Foreign influence concerns

» Cybersecurity and online manipulation

1. The “Digital Cold War”

A growing number of researchers, journalists, and policymakers have described modern
technology competition as a new form of Cold War centered around:

» Data control

* Artificial intelligence

+ Social media influence
* Cybersecurity

* Algorithmic persuasion
* Information dominance

Several reports argue that platforms such as TikTok have become symbolic battlegrounds in
this geopolitical competition.

Key Themes Discussed by Analysts

* National security concerns involving data collection
» Concerns about foreign influence operations

* Psychological influence through algorithms



* Youth-targeted media ecosystems
* Information shaping and narrative control

» Platform dependency and digital infrastructure competition

Sources

https://blogs.lse.ac.uk/europpblog/2025/01/27 /the-tiktok-saga-shows-the-app-cold-war-has-
turned-hot-now-the-eu-must-respond/

https://www.sbs.com.au/news/article/a-new-digital-cold-war-is-brewing-and-tiktok-is-at-the-
centre-of-it-experts-say/jj3da4sxm

https://www.latimes.com/entertainment-arts/story/2022-03-31/as-russias-invades-ukraine-
cold-war-culture-has-surfaced-on-tiktok-with-a-gen-x-lens

2. What Are “Click Farms”?

“Click farms” are organized systems designed to artificially increase:

* Views

* Likes

* Followers

* Shares

+ Comments

+ Traffic statistics

* Advertising engagement
These operations may use:

* Large numbers of phones or computers

* Automated bots

» Scripted interactions

» Coordinated human workers

* VPN masking systems

+ Fake account networks

Common Purposes

* Manipulating popularity metrics


https://www.latimes.com/entertainment-arts/story/2022-03-31/as-russias-invades-ukraine-cold-war-culture-has-surfaced-on-tiktok-with-a-gen-x-lens
https://www.latimes.com/entertainment-arts/story/2022-03-31/as-russias-invades-ukraine-cold-war-culture-has-surfaced-on-tiktok-with-a-gen-x-lens
https://www.sbs.com.au/news/article/a-new-digital-cold-war-is-brewing-and-tiktok-is-at-the-centre-of-it-experts-say/jj3da4sxm
https://www.sbs.com.au/news/article/a-new-digital-cold-war-is-brewing-and-tiktok-is-at-the-centre-of-it-experts-say/jj3da4sxm
https://blogs.lse.ac.uk/europpblog/2025/01/27/the-tiktok-saga-shows-the-app-cold-war-has-turned-hot-now-the-eu-must-respond/
https://blogs.lse.ac.uk/europpblog/2025/01/27/the-tiktok-saga-shows-the-app-cold-war-has-turned-hot-now-the-eu-must-respond/

* Making content appear “viral”

* Influencing recommendation algorithms
* Advertising fraud

* Political amplification campaigns

* Reputation manipulation

* Monetization schemes

Example Indicators

» Sudden unexplained spikes in engagement
* Repetitive or bot-like comments

* Mass-created accounts

* Non-organic audience growth

* High view counts with low meaningful interaction

3. Fake Viewer & Data Trafficking Concerns

“Fake viewer trafficking” generally refers to systems that artificially generate or route online
engagement in order to:

* Inflate audience metrics

* Manipulate platform visibility
* Influence public perception

* Generate advertising revenue
* Harvest behavioral data

Some cybersecurity experts warn that large-scale engagement manipulation can also
contribute to:

* Disinformation campaigns
* Consumer manipulation
* Social engineering

* Psychological operations

* Spam and fraud ecosystems



Related Cybersecurity Concerns

According to publicly reported DOJ and cybersecurity investigations, some operations have
involved:

* Remote worker fraud schemes

* Fake identities

* Device farms

» Coordinated cyber labor networks

 Digital laundering of online activity

Sources

https://www.usatoday.com/story/news/nation/2025/02/12/arizona-woman-created-laptop-farm-
to-aid-north-korean-it-workers-doj/78482203007/

https://cybersecuritynews.com/u-s-doj-announces-nationwide-actions/

4. TikTok and National Security Debate

TikTok has become the subject of significant debate in the United States and internationally.

Major Areas of Concern Raised by Policymakers

* Foreign ownership concerns

» User data access

* Algorithmic influence

* Youth exposure to mass media systems
* Content recommendation power

* Influence operations

» Cybersecurity vulnerabilities

Legal and Political Developments

The U.S. government and courts have debated legislation involving:
* Potential bans
* Forced divestiture

* National security reviews


https://cybersecuritynews.com/u-s-doj-announces-nationwide-actions/
https://www.usatoday.com/story/news/nation/2025/02/12/arizona-woman-created-laptop-farm-to-aid-north-korean-it-workers-doj/78482203007/
https://www.usatoday.com/story/news/nation/2025/02/12/arizona-woman-created-laptop-farm-to-aid-north-korean-it-workers-doj/78482203007/

Data governance requirements

Sources

https://www.cbc.ca/news/world/tik-tok-crackdown-becomes-law-1.7183042

https://www.scotusblog.com/cases/tiktok-inc-v-qarland/

https://www.yahoo.com/news/supreme-court-debated-cat-videos-195437293.html

https://bitsfrombytes.com/is-tiktok-getting-banned-last-update/

5. Information Warfare & Psychological
Influence

Modern information warfare does not necessarily rely on traditional military conflict. Instead,
experts increasingly discuss:

Narrative manipulation
Algorithmic conditioning
Attention capture
Emotional amplification
Viral outrage cycles
Memetic warfare

Influence through entertainment ecosystems

Psychological Concerns Often Discussed

Shortened attention spans
Emotional overstimulation
Addictive engagement loops
Desensitization to shocking content

Mass behavioral shaping through algorithms

Researchers and policymakers continue debating how much influence social platforms may
have on:

Public opinion
Youth culture

Political polarization


https://bitsfrombytes.com/is-tiktok-getting-banned-last-update/
https://www.yahoo.com/news/supreme-court-debated-cat-videos-195437293.html
https://www.scotusblog.com/cases/tiktok-inc-v-garland/
https://www.cbc.ca/news/world/tik-tok-crackdown-becomes-law-1.7183042

¢ Consumer behavior

* Social cohesion

6. Educational Discussion Points

Questions for Further Study

1. How do algorithms shape public perception?

. What role do fake engagement systems play online?
. How can citizens identify manipulated content?

. What safeguards should exist for youth online?

. How should democratic societies respond to foreign influence concerns?

o 0~ ODN

. Where is the balance between free speech and national security?

Additional Video Sources

https://m.youtube.com/watch?v= ZuwBeiTI84&ra=m

https://m.youtube.com/watch?v=LFt0OrkiQwkg&ra=m

Conclusion

The discussion surrounding TikTok, click farms, fake viewers, and data trafficking reflects
concerns about digital influence in the modern era. Governments, cybersecurity experts,
journalists, and researchers continue debating how social media platforms affect:

* National security

* Public discourse

* Information integrity

* Youth culture

* Democratic systems

* Global technological competition

Understanding these systems requires careful analysis, media literacy, cybersecurity
awareness, and critical thinking about how digital platforms shape modern society.


https://m.youtube.com/watch?v=LFt0rkjQwkg&ra=m
https://m.youtube.com/watch?v=_ZuwBeiTI84&ra=m

THE EVOLUTION OF CLICKS

From Human Taps to Automated Farms

\ ¥

HUMAN-POWERED AUTOMATED FARMS
People manually tapping ﬁ Software bots and hardware
phones to generate clicks, farms automate clicks at scale
views, and engagement. 24/7 with minimal human input.

HOW PHONE BOT FARMS WORK
( o MANY PHONES o BOT SOFTWARE

Hundreds of smartphones Custom software automates Bots perform actions Artificial engagement
are connected and tasks like clicking, scrolling, 24/7 to simulate real boosts views, likes,
controlled remotely. liking, and watching. user engagement. shares, and rankings.

WHY IT MATTERS

DISTORTS DATA UNFAIR ADVANTAGE HARD TO DETECT . . IMPACTS TRUST
Inflates numbers and Fake engagement Advanced farms mimic .- Erodes trust in content,
misleads platforms pushes real creators real behavior and avoid creators, and digital

and users. down. detection. platforms.

P STAY SMART v Look beyond the numbers

- . ~  Not everything you see online is real. + Support real creators
w Support authentic content and think critically about the numbers. v Report suspicious activity
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