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The potential use of aerial drones—or small unmanned or uncrewed aerial systems (sUAS)—to
attack or disrupt outdoor public gatherings or sports events at stadiums (stadia), race tracks, or
other outdoor venues is a serious public safety concern. It is also a concern to the operators of
these facilities since it can have devastating business consequences that amplify the threat to
human life. Terrorist threats employing weaponized consumer drones have been a growing
concern since the mid-1990s.

Terrorist and Criminal Drone Use

Both terrorist and criminal armed groups (CAGs) have embraced drones to further their goals
Indeed, significant terrorist drone incidents include attempts by the Japanese cult Aum
Shinrikyo to weaponize a remote control helicopter to deploy the nerve agent sarin in 1994, a
thwarted multi-drone assault by al-Qaeda in Pakistan, the continued deployment of commercial
off-the-shelf (COTS) and artisanal drones by the Islamic State (IS) in Irag and Syria.! In Northern
Iraq and Syria, the IS branch known as the Islamic State of Iraq and the Levant flew modified
commercial drones (especially Chinese Da-Jiang Innovations (DJI) Phantom quadcopter), as well
as bespoke drones yielding 60 to 100 drone attacks per month during its heyday in 2017.2

Drones were also used in an assassination attempt directed against Venezuelan President
Nicolas Maduro on 4 August 2018. In that incident, two small explosive-laden DJI M600 drones
were detonated during an outdoor speech in Caracas; up to 8 persons were injured.3 In
addition, drones have been used to target military Russian bases in Syria and an Indian Air
Force base in Jammu, Kashmir.# In Mexico, criminal cartels have used drones to attack the
home of the Baja California Public Safety Secretary, attack police and military vehicles, and
attack rival cartels and gangs.” In Ukraine, Ukrainian forces are using COTS drones to counter
the Russian invasion, with modified drones (including DJI Mavic 3 drones) adapted to drop
improvised munitions (based on grenades).® In addition, Ukraine’s Aerorozvidka (aerial
reconnaissance) volunteers have shown how consumer drones can be adapted into loitering
munitions capable of precision strikes, help acquire targets, direct artillery fire, conduct battle
damage assessment, and deliver grenades on target.”
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Drone incidents have also become a concern at sporting events and public gatherings. Recently
(30 July 2022), British police seized a drone that had been flown proximate to the
Commonwealth Games festival site on Birmingham city center.® “Police protecting spectators
and ensuring the safe running of the Commonwealth Games in Birmingham [...] were quick to
seize a drone and its pilots after the unmanned vehicle flew dangerously close to crowds; such
incidents at sporting events are not new, [...] but do highlight the potential threat posed by
drones in crowded public spaces.”® Anti-drone laser weapons systems are slated to be deployed
to defend the 2024 Olympics in Paris.*?

Protecting Sports Events and Venues from Drone Threats

Major sports events and public gatherings have long-been recognized as potential targets for
terrorist attack. The threat against major sporting events (MSEs) has been clear since the 1972
Munich Olympic Attacks when eight Palestinian terrorists representing ‘Black September’ broke
into the Olympic Village killing two members of the Israeli team and taking nine hostages who
were ultimately killed.** Additional attacks against sports events include armed assault against
the Sri Lankan cricket team, and Togo’s football team, and the bombing of the Boston
Marathon.'? On 13 November 2015 three Islamic State suicide bombers attacked the Stade de
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France (France’s National Stadium) during the France vs. Germany game.*® Threat analysts have
been publicly warning about the threat and vulnerability of terrorist drone attacks directed
against MSEs. The technology is affordable and accessible.'*

Drones (sUAS) can be used to collect intelligence, surveillance, and reconnaissance (ISR)
information for future targeting; to smuggle contraband (including drugs and small arms) into a
facility (as is often seen at prisons and jails), to distract and cause a diversion for another
means of attack (such as armed assault), to deliver explosives (such as grenades or improvised
explosive devices — IEDs) or other threat agents (such as weaponized chemical, biological or
radiological agents or materials), or to amplify the effects of those other means by filming and
disseminating an attack on social media as a form of propaganda or information operation.

The Remote Control Project identified three types of countermeasures that can be used to
address threats from non-state actors such as terrorist, insurgents, criminals, and activists
deploying aerial drones (sUAS) for attacks and ISR. These are: Regulatory Countermeasures,
Passive Countermeasures, and Active Countermeasures:®

e Regulatory countermeasures include enhanced legislation and regulations restricting
drone use, limiting drone capability, establishing no-fly zones (for high risk events such as
National Special Security Events), and requiring drone identification signals, and
licensing.

e Passive Countermeasures involve deploying commercial sensor systems (especially multi-
sensor systems) to detect, track, and identify drones within a defensive perimeter or no-
fly zone and conceivably the use early warning systems, radio frequency and GPS at
special events as allowed by legislation and regulations (in the US this is limited and
controlled by the Federal Aviation Administration — FAA); defining the appropriate and
lawful use of these technologies requires additional legislative and regulatory action.

e Active Countermeasures involves the deployment of less-lethal anti-drone systems, i.e.,
directional radio frequency jammers, laser, and computer malware, for use in dense
urban terrain (in the US this is limited and controlled by the Federal Aviation
Administration — FAA). Other active measures deployed outside the US include, the use
of directed energy (laser) or kinetic weapons (including shotguns and antiaircraft guns),
the use of capture nets, drone-on-drone countermeasures, and the use of predatory
birds such as hawks or eagles to take down potential threat drones. Clear guideline on
the use of force by the police, military, or other security services against hostile drones
as a last resort when human life is threatened are essential; in the US these parameters
remain unarticulated and still require legislative and regulatory clarity.

Sports venues are increasingly aware of potential drone threats from hostile actors. This
awareness is also increasingly accompanied by police/law enforcement drone (UAS) teams that
use UAS to protect the public from illegal or dangerous drone incursions as well as a range of
other law enforcement missions (such as search and rescue, reconnaissance during high risk
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events). For example, the Arlington, Texas Police use their own drones to augment commercial
detection devices at AT&T Stadium during Dallas Cowboy Games—that is they can use their
own piloted drone equipped with a camera to visually interrogate an unauthorized drone and
its operator.'® The FAA has authorized a temporary flight restriction (TFR) restricting flights
within three nautical miles of a stadium hosting an NFL (National Football League), MLB (Major
League Baseball, or NCCA Division A (National Collegiate Athletic Association) game starting one
hour before the game starts—at AT&T Stadium that means an average of two unauthorized
drones per Cowboys game/TFR.” According to the Federal Aviation Administrations (FAA):

Stadiums and Sporting Events

Flying drones in and around stadiums is prohibited starting one hour before and
ending one hour after the scheduled time of any of the following events:

e Major League Baseball

e National Football League

e NCAA Division One Football

o NASCAR Sprint Cup, Indy Car, and Champ Series races

Specifically, UAS operations are prohibited within a radius of three nautical miles of
the stadium or venue. The FAA and SMA [Stadium Managers Association] have
developed a toolbox for stadium management and team representatives to use for
media and outreach purposes.®

This paper specifically addresses passive countermeasures. It does so by looking at a specific
case. The case selected involves the presence of consumer drones entering the airspace around
the stampede/crushing incident at the Travis Scott Concert at the Houston Astroworld Festival.
The festival occurred on 5 November 2021 at NRG Park in Houston, Texas. A stampede led to a
mass casualty incident (MCI), leaving eight dead on scene and two additional deaths in
hospital.’® This report does not dissect that event on the ground, but rather looks at the
increase of drone traffic above and proximate to the incident ground in order to discuss
operational issues (including recognizing threats and mitigating incidents) and demonstrate the
capabilities and limitations of drone detection technology (which are specifically discussed in
greater detail in Part 3 of this series).

Crafting an Operational Response to Drone Threats

Anticipating and responding to drone (sUAS) threats at stadia, sports venues, and public
gatherings requires a foundation in awareness. First, facility and event operators, as well as
public safety agencies (police/law enforcement, fire service, emergency medical service), and
event crowd management/security staff need to recognize the threat, appreciate the baseline
level of threat, and be aware of the specific tactics, techniques, and procedures (TTPs) that can
be directed against them by potential threat actors. Next, they need to be aware of the
limitations of the drones (sUAS) that can be directed against their facilities (this includes range,
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speed, altitude, payload capacity, and potential weapons effects. Next, they need to recognize
the range of potential threat actions (described above) and place specific drone actions and
signatures into context. Finally, they need to know the range of countermeasures available to
them (under the law and regulatory framework where they operate) and have an
understanding of the technology available to detect potential drone threats.?°

Active drone countermeasures are limited in the US:

Domestically, counter-UAS activities may be restricted or prohibited by existing federal
laws such as the Aircraft Sabotage Act or the Computer Fraud and Abuse Act.
However, four federal agencies—the Departments of Defense, Energy, Justice, and
Homeland Security—have been authorized to deploy counter-UAS technologies under
certain circumstances, such as to protect sensitive government facilities, including
domestic military bases and prisons, or to provide security during sports
championships.??

According to the Government Accountability Office (GAO), counter-UAS technologies fall into
two broad categories: detection and mitigation. Detection technologies include infrared
devices to track heat signature, radio frequency (RF) systems to track control systems, acoustic
sensors to recognize UAS motors, radar, and of course visual sighting. Mitigation technologies
can intercept or repel unauthorized UAS by jamming signals. Using nets, or kinetic means such
as lasers or projectiles. Only four federal agencies are authorized to conduct counter-UAS (C-
UAS) operations and no state or local agencies have that authority.?? The Preventing Emerging
Threats Act of 2018 gives the DHS statutory authority to counter credible UAS threats (C-UAS).?

DHS may employ the following actions: 1) Detect, identify, monitor UAS, 2) Warn UAS
operator(s), 3) Disrupt control of the UAS, 4) Seize or exercise control of the UAS, 5) Seize of
confiscate the UAS, and 6) Use reasonable force to interdict (i.e., disable, damage, or destroy
the UAS).24

Authorities

Authorized Department of Homeland Security Components may protect Covered
Facllitles and Assets from unlawful UAS activity with the following actions:

Detect, identify, Warn the operator Disrupt control Seize or exercise Seize or otherwise Use reasonable

monitor, and track of the unmanned  of the unmanned control of the confiscate force to disable,
the unmanned aircraft system aircraft system unmanned the unmanned damage, or destroy

aircraft system or unmanned or unmanned aircraft system aircraft system the unmanned
or unmanned aircraft. aircraft. or unmanned or unmanned aircraft system or
aircraft. aircraft. aircraft. unmanned aircraft.

Figure 1: Department of Homeland Security Counter-UAS Authorities; Source DHS
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These C-UAS actions can be conducted during certain protection and security missions of the
Coast Guard, Customs and Border Protection, Secret Service, and Federal Protective Service.
They can also be deployed during authorized joint DHS and DOJ missions such as National
Special Security Events (NSSEs), Special Event Assessment Rating Events (SEARs), state, local,
tribal territorial (SLTT) mass gatherings at request of a state’s governor, and active federal law
enforcement investigations, emergency responses (including disaster response) or security
operations.?”

As consumer-grade UAS proliferate the potential for serious safety and security issues arising
from rogue drone use is growing. Many observers believe that local police, sheriff’s
departments, and law enforcement agencies (LEAs) are not adequately equipped to address the
potential threats.?® LEAs—especially those protecting mass gatherings, special events, and
sports venues need additional training and policy to effectively respond. Some recent
initiatives, such as the White House “Domestic Counter Unmanned Aircraft Systems National
Action Plan” seek to remedy this shortfall.?’ The FAA is also evaluating detection and mitigation
systems toward filling the strategic gap in assessing UAS detection and C-UAS programs.?8

C-UAS Challenges

The challenges involved in C-UAS action (detection and mitigation) include effectiveness
(including limited detection capability and false positives or negatives); unintended effects
(interfering with proximate communications and navigation systems, kinetic unintended
consequences from errant projectiles or fallen drones); and limited legal authorities and
organizational capacity.?®

The federal agencies authorized to protect covered facilities and assets from UAS threats are
the Departments of Defense (DOD), Energy (DOE), Justice (DOJ), and Homeland Security
(DHS).2° The legal framework covering the technical tools, systems, and capabilities for
detecting and mitigating UAS (i.e., C-UAS) are articulated in the United States Code
administered by the DOJ and in federal regulations administered by the FAA (Federal Aviation
Administration, DHS, and FCC (Federal Communication Commission).3! Civil liability may also
accompany unauthorized counter-UAS (C-UAS) mitigation actions, including unlawful
interception of wire, oral, or electronic communications.3? Additional Federal legislation and
regulatory guidance is needed to clarify the scope of potential actions by state, local, territorial,
and tribal (SLTT) agencies when addressing hostile drone/UAS threats.33

Taking Action
Once a rogue or hostile drone (UAS) enters an area of interest (the designated defensive
perimeters for a named area of interest (NAI)), it is imperative to determine the drone’s

“intent” and threat potential. Threat can be assessed in terms of Path, Pace, Proximity, drone
Potential, Payload, and crowd size or People, and Swarm(ing) capacity.3*
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e Path: For Path, the drone could be going away or meandering from the NAI, the drone
could be tangentially crossing outside the perimeter, tangentially approaching the
primary perimeter, or directly, loitering on a potential target.

e Pace: Pace could range from hovering to slow, medium, or fast speed (defined in
nautical miles).

e Proximity: Proximity is defined by position outside the perimeters or within defined
tertiary, secondary, and primary perimeters (each acting as tripwires for defensive
actions as the drone closes on the area of maximum exposure).

e Potential: Drone Potential can be defined as standard COTS drone, Premium COTS
drone, slightly modified drone, or a heavily modified drone.

e Payload: Payload could be small, medium or large in terms of potential munition
capacity, as well as evidence of possible aerosol dispersal capacity for chemical,
biological agents, or radiological sources (i.e., a radiological dispersal device or RDD).

e People: The crowd size or number of people could range from an average or small event
to a minor, moderate, or major entertainment, sport or political event.

e Swarm(ing): Presence of multiple co-ordinated drones with central control or artificial
intelligence (Al) control.

Known threat communications or intelligence, as well as designated high threat time frames,
could raise threat potentials for observed drone incursions. The impact or criticality of an
incursion could range from a low risk annoyance or distraction (or reconnaissance event), a
disruptive event with minor casualty expectations (injuries and deaths), or a major disruption
with high casualty expectations. These can be assessed, rated and provided to a designated
decision authority to determine scope of action, warning, evacuation, or active
countermeasures, ranging from locating, disrupting, or destroying the drone.

In the case of UAS or drone(s) conducting reconnaissance or recce, that is, being utilized for
intelligence, surveillance, or reconnaissance (ISR). Terrorist or hostile ISR can be broken down
into observable components. These are casing, reconnaissance, and surveillance, with casing
(which is the term used by police for reconnaissance) including both reconnaissance
(observation at a single point in time) and surveillance (an on-going observation/collection
effort). Hostile recon or recce occurs during five discrete phases of activity (four pre-attack and
one post-attack). These are: Pre-attack recon supporting, 1) target selection, 2) mission
planning, 3) pre-execution (confirmation of favorable attack conditions), and 4) refreshing
standing attack plan(s). Post-attack recon, 5) is essentially “battle damage assessment” (BDA).
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Recon discrimination requires the following components:

e Specificity and sensitivity are key elements in signature discrimination. Factors involved
are: geospatial intelligence (GEOINT)—activity and target (a baseline is needed)—and
actor(s)—which include agents(s), operative(s), and exploited person(s). Discriminating
among the various types of actors performing ISR requires social network analysis
and/or human intelligence. Together assessment of GEOINT and actor(s) equals
“geosocial” intelligence.

e Specific factors that aid in discrimination of recon phases include loiter time,
persistence/repetition, and specificity. Additional information valuable to assigning a
signature include the tools (cameras, video, sensors, etc. used during the recon, as well
as the number of persons involved or observed).3*

Once a potential hostile drone recon is detected and documented, it must be shared with the
facility/event manager, its security director, and local LEAs. It must also be shared with the
security directors proximate to mass gathering venues, and both DHS and Federal Bureau of
Investigation (FBI) threat assessment squads at local field offices and regional fusion centers.3®
Threats must be evaluated according to intent and “communicated threats are normally
assessed from three viewpoints: operational practicality, technical feasibility, and the
behavioral resolve of the individual(s) communicating the threat.”?” Furthermore threats can be
further assessed in terms of risk and criticality or level of impact on people, an agency or venue,
and their relative vulnerability. These in turn can be rated high medium or low.38

Once a rogue and potentially hostile drone is detected by sensors and signature identification
signals, its track must be recognized and visualized on a graphic user interface so a threat
analyst and decision authority can determine countermeasures or protective actions
(evacuation, in place protection, requesting and staging specialized resources, and emergency
medical response, etc. All of these are time critical actions. These can be aided by technical
capabilities such as geospatial mapping and evacuation modelling.3°

A discussion of technical aspects of drone detection counter-drone actions is provided in the
next segment, Part 3 of this series.
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