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Detecting and countering drone threats at public stadiums and large events is  a necessary 
component of modern emergency operations and crisis management. Large event and stadium 
security regularly deploys drone detection technologies and may soon deploy counter drone 

technologies. This final technical paper in our series on drones as potential threats to public 
stadiums will discuss: 1) examples of specific technologies incident commanders will need to 
integrate drone threat awareness into their planning and operations, 2) provide an overview of 
drone detection technologies; 3) provide specific examples of drone detection through the lens 
of the Astroworld event on 5 November 2021, and finally 4) provide policy and operational 
recommendations for a path forward to secure public stadiums and mass events as drones 
become an increasingly important part of the threat environment. 

 

Drone Detection Methods 
 

There are four primary detection methods for drones: radio frequency identification (RFID), 
radar, optical, audio, layered defenses.1 First, radio frequency (RF) technology is effectivel y the 

drone self-reporting data as required by new regulations as it transmits between drone and pilot. 
RF detection equipment is passive and detects the connection between the drone and its “pilot 
to determine the location of the drone and in some cases, the pilot’s location.”2 The second 

detection method, radar, which can be both two and three dimensional, detects the physical 
presence of the drone. The third is optical, which visually detects the drone. This method is 
difficult because it results in false positives such as a bird or bag in the sky. Research sponsored 
by Department of Homeland Security, Science and Technology Directorate (S&T) with Sandia 
National Laboratories is under way to use machine learning and neural networks to differentiate 

drones. One method is Temporal Frequency Analysis (TFA) which follows the drone over time 
and identifies its movements as indicative of a drone versus another object.3 Fourth, there is 

audio which can hear the drone. Common issues that arise in urban environments is background 
noise. A fifth lesser discussed detection method is thermal sensors. Thermal sensors can detect 

the heat signatures of drones, but tests as of 2017 indicated that due to noise, human 
interpreters were needed for drone detection. Interestingly, “batteries not motors” were the 
primary source of heat for the drones and the authors who tested the thermal sensors planned 
future research to mask heat signatures.4 

 

Each of these have advantages. Audio may detect the drones despite cloud cover, a situation 
wherein radar or optical may have difficulty. RFID may gain self-reported data where all other 
methods fail, yet could ignore the most malicious actor drones with their broadcast intentionally 
removed for the delivery of bombs or chemical weapons. These detection methods all fit into a 
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layered approach to defense-in-depth wherein security cannot be assured by any single detection 
method but rather by overlaying multiple methods.5 

 

New regulations going into effect in 2022 require drones to electronically identify themselves so 
that drone detection equipment can have basic information about the drone and its pilot.  On 

the other hand, it is obvious that malicious actors may seek to design drones that do not self - 
report or strip such mechanisms from existing commercial “off-the-shelf” (COTS) drones. In those 

cases, layered detection methods that include RFID, optical sensors, radar, laser imaging, 
detection and ranging (LIDAR), and acoustic sensors can all be used to detect drones. 6  Indeed, 
one obvious critical infrastructure protection algorithm will be to compare RFID (self -reported 
drones) to radar detected drones. 

 

A recent US Appeals Court ruling upheld the Federal Aviation Administration’s (FAA’s) new rules 
requiring drone manufacturers to produce drones that broadcast their location and that of the 
pilot while in the air. Congress had directed the FAA to write these rules in 2016 legislation. In 
2018 Congress gave authority to the Department of Justice (DOJ) and Department of Homeland 
Security (DHS) to “disable or destroy threatening drones.” Senator Gary Peters (D) and Ron 
Johnson (R) have introduced (though not yet passed) new legislation to expand that authority to 
the Transportation Security Administration (TSA) and airports.7 Others have pointed out that the 
Department of Energy (DOE) also has counter UAS legal authorization, which is logical given that 
it is often forgotten that the DOE oversees US nuclear power plants and other critical 
infrastructure facilities. Researchers seeking to secure Saudi oil and gas are testing artificial 
intelligence systems to detect and recognize potentially threatening drones.8 

 
Adaptation and Evasion 
 
Radar detected drones without RFID signatures will likely pose immediate red flags for further 

surveillance. On the other hand, depending on government and private sector security responses 
to such drones, malign actors may engage in what Michael Kenney calls “competitive 

adaptation.”9 Malicious actors may decide it is better to announce their presence and minimize 
risk by blending into the sea of legal/licit drones. In effect, terrorists and criminals may let the 
good guys drown in data. In turn legal actors will need to produce behavioral models and 
algorithms indicating illicit drone activity to ferret out high probability illicit conduct, etc. This 
project seeks to add to this literature by exploring the relationship between drones and public 

stadia as an example of critical infrastructure through geospatial modeling. 
 

Incorporating Drones into the Public Stadium Security: Planning 
 

One advantage to providing security for public stadiums is their location is fixed and thus 
preplanning allows incident commanders to understand the environment through mapping. 
Security planners should create detailed maps via drone aerial surveys that consist of a combined 

sensor package of laser imaging, detection and ranging (LIDAR) and high-definition photographic 
capability to produce surface and terrain models, orthophotos, and 3D models of the area of 

interest. 10 Having this done prior to an event allows for the capture of a timely depiction of the 
scene and provides a foundation to build situation intelligence in response to any emergency that 
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may arise. 
 
Applying a 3D capable Geographic Information System (GIS) with a graphic user interface (GUI) 
that can ingest the data collected prior to the event and live data and sensor feeds displayed in 
real time during the event will provide analysts and decision makers a comprehensive situation 

intelligence capability in the event of a drone or multiple drone incursion into the airspace over 
the stadium or large-scale outdoor event. Making the detection data available live to first 

responders and security personnel will decrease the response time needed to act upon drone 
threats. In the series of photos below examples of drone detection data is integrated into the 3D 
GIS for a realistic view of the unfolding situation. The deployment of drones with live streaming 
high-definition video sensors can aid in the discovery of intruder pilots and hasten the disruption 
of the intrusion. 

 

An integrated drone defense strategy should combine the sensor packages described earlier in 
this paper with the ground truth provided by geospatial data. Security planners should also 
integrate the locations of the following items into their 3D GIS maps prior to events for 
integration into their operational graphic user systems: 1) Security stations, 2) Evacuation routes, 
3) Staging areas, 4) Emergency medical stations, 5) Counter drone sensor locations, 6) Responder 
drone launch locations, 7) Fire Department stations, 8) Hospital and first aid stations, 9) Access 
roads and transportation stops, and 10) Airport flight path proximity information, etc. These site 
attributes can be documented in pre-incident planning tools such as Response Information 

Folders (Target Folders) and contingency planning playbooks for a range of threat conditions.11 
 

Making this pre-planning information available to emergency responders increases awareness of 
potential threat situations that could arise at at-risk venues. It also enhances the ability to 
effectively respond and interdict or mitigate the effects of an incursion. 

 

Mapping the Event Drones: Astroworld as a Notional Case 
 

The images below are examples of GIS mapping of drone activity over the Astroworld site during 
and after the concert. The images are visual representations of increased drone activity during 
and after the concert and should be viewed as slices in time. It should also be noted that the 
drone detections happen by the millisecond and thus not every depiction is a unique drone. 
Indeed, our analysis of the data indicated 25 unique drones and 46 unique flights which increased 

in frequency during and the day after the concert, likely due to increased media attention. 
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Figure 1. Drones over Astroworld (T1) Labels and point data show drone detection in proximity of the area of 
interest (Authors’ Analysis) 

 

 

 
 

Figure 2. Drones over Astroworld (T2). As more drone detections occur their data is displayed (Authors’ Analysis). 
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Figure 3. Drones Over Astroworld (T3). This image shows a compilation of the data over the area of interest. 
(Labels are the drone types detected by the sensors; Authors’ Analysis). 

 
 

 
 

Figure 4. Drones Over Astroworld (T4). Image depicting Integrated GIS and Drone Detections over area of interest 
on Analyst Workstation (Authors’ Analysis). 
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Figure 5. Image displaying the complete attribute table of identified drone detection data on Analyst Workstation 

(Authors’ Analysis). 

 

 

This subsection has depicted ex post facto GIS mapping drone data over the Astroworld event. 
This analysis demonstrated the presence of drones at public events and their potential security 
implications have been discussed in previous sections. One of the key research findings, 
discussed previously, is that drone traffic will increase as local and social media raise 
community awareness of a nearby event. Interviews conducted for this paper with security 
professionals similarly indicated drone pilots use their drones to surveille and sometimes live 
broadcast their footage of emergency response personnel, including of special weapons team 
response to hostage situations. This could result in hostage takers or other nefarious actors 
accessing tactical information about emergency responders that can endanger the lives of 
civilians and law enforcement. The next section will discuss the operational real -time 

integration of 3D mapping, drone detection, and other data streams, into usable interfaces for 
emergency responders. 

 
Operational Integration 

 

Integrating drone data into the broader stream of multisource streams is a key challenge for 
incident commanders and emergency responders. Graphic User Interfaces (GUIs) with real time 

integration make this viable. While this project is agnostic to any brand or software, the 
following section provides visual examples of software platforms that integrate multiple data 

streams. The image below notionally (not Astroworld) demonstrates the live integration of 
maps, 3D modeling, closed circuit television (CCTV) and Cell phone footage being integrated in 
real time for a command center. This modeling includes using friendly or “blue” drones to 
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interrogate/provide data on potential intruder drones. These can also be distributed to users 
on edge devices such as cell phones and tablets for collaborative threat assessment and 
response planning. 

 

 

Figure 6. Integrated Analyst Workstation for Assessing Drone Incursion (Authors’ Analysis). 

 

 

Integrating Drone Detection Layers 

 

The next set of images are examples of drone detection images in 3 detection layers as 
provided by Airsight via their Airguard software platform.12 The first layer of detection is an 
Aeroscope (RFID) which detects all Da-Jiang Innovations (DJI) drones with accurate GPS 
information. According to their website it is a DJI Aeroscope sensor, and gathers information 
on 80% of drones.13 The image below represents the type of visual interface generated. 
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Figure 7. Depiction of Airsight Layer 1 Drone Detection.14 
 

 

Airsight then uses a second layer of detection in the form of a directional finding sensor to 
detect non DJI drones though only in specific direction and without accurate GPS information. 

This is a DJI Aeroscope with a passive sensor and multiple radios; gathering information on 95% 
of drones.15 

 

In a third layer of detection, Airsight uses radars that can track objects in the air for an accurate 
depiction of non DJI drones. This layer also includes cameras and can detect 99% of drones.16 

Their system then can integrate the three layers of detection visually. The picture below 
demonstrates the visual representation of Layer 1 (Aeroscope detection), Layer 2 (directional 

detections from 3 sensors in yellow cones), and Layer 3 (adds cameras) detection. 
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Figure 8. Image Depicting Airsight Layer 1, 2 and 3 Detection. 
 
 

Due to the potential for false positives in radar detection, e.g., birds, layer 3 also includes a 
camera to eliminate these false positives. The image below is an example of a camera cued by 
the radar to get visual confirmation/make a determination on the drone. 

 

 

 

Figure 9. Airsight Layer 3 Detection with Camera Interrogation. 
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This section provided a discussion and visual representation of the technologies needed to 
operationally secure public stadiums and mass events in the context of potential drone threats. 
It has demonstrated the complexity and varied nature of the data streams which include drone 
multiple layers of drone detection data, CCTV, first responder body cameras, GIS mapping, etc. 
This complexity must be visually represented and integrated to incident commanders in real time 
to be able to respond to drone threats which require rapid response. Future operational 
integration systems will no doubt incorporate artificial intelligence to assist incident commanders 

in synthesizing and rapidly reacting to drone threats to public stadiums. This will be especially 
important in the context of drone swarms and future threats. The next section concludes with 
policy recommendations based on this 3-part technical paper series. 

 

Summation: Innovation and Algorithms 

 
GUI visualization systems which can integrate multiple data streams in real time are critical for 

emergency managers. Many technologies exist that can be integrated into data streams such as 
real time monitoring of Open Source Intelligence (OSINT) and social media intelligence 

(SOCMINT), as well as integrating cell phone footage from emergency management and security 
personnel team members on the ground assessing a potential threat drone.  The future lies in 
the ability to integrate all of these data streams into something security personnel can use and 

react to quickly enough for drone threats. To this end, algorithms that can determine likely threat 
drones, blacklists (threat drones), whitelists (authorized drones), geofencing areas, are all 

incumbent on systems that will be able to integrate large quantities of data into usable forms for 
the human mind to process. 17 No doubt artificial intelligence will become an increasingly 

important part of processing these data streams. 
 

Policy Recommendations 
 

1. Develop and improve information sharing via Cloud based graphic user interface (GUI) 

drone detection analytical systems. These can integrate drone detection, commercial 

flight, geospatial intelligence, and critical infrastructure location information. They will 

be critical to the operational success of onsite incident command for public stadia and 

large public events. Early examples of such platforms include Cirrus a GUI system 

developed at the Texas A&M Corpus Christi Lone Star UAS Center (LSUASC) of 

Excellence and Innovation which integrates commercial flight data, and drone detection 

data based on local fixed and mobile antennas, into a real time geospatial 

representation. Another example of a real time GUI style system is the URSA analytical 

drone detection platform.18 

 

2. These platforms could integrate data on potential blind spots in counter drone 
technologies such as power lines generating electromagnetic interference for radar 

systems.19 
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3. We recommend creating an aerial survey and producing a digital twin of the location in 
the hours prior to pre-planning the event. This allows incident commanders and their 
staff to more effectively and rapidly respond to drone threats. 

 

4. Develop behavioral and movement profiles for potential malicious drone use  including 
illicit intelligence, surveillance, and reconnaissance (ISR) for terrorist activity. Where 
possible develop these into automated algorithms that can alert humans to potential 

problematic activity for further sifting. The future of drones will require separating much 
wheat from chaff. Useful algorithms identified in interviews for this project included 
flagging drones that exceeded their max commercially viable flight time/altitude/or other 
capability. 

 

5. Consider statutorily expanding counter drone measures to local, state, and more federal 
agencies. One possible model might be to create taskforces wherein agencies with 
counter drone technology authorization, work with local and state agencies to effectively 

expand the implementation of counter-drone technologies at public stadia and airports. 

 
6. Legislators should consider further regulations which could require manufacturers to 

build programmable no fly zones or “geofencing” capabilities (the capacity of government 
officials to automatically prevent flights into restricted airspace).20 This capacity could 

also be built into drones at the manufacturing stage for the US market. 
 

7. Separately, Congress should consider the role of for-profit and nonprofit organizations in 
the implementation of counter drone (C-UAS) measures. As is oft quoted, 85% of US 
critical infrastructure is private,21 and thus the role of non-profit and for-profit entities 
which may be the first line of detection, should be considered in future deliberations on 
counter-drone authorization. 

 
8. Future research should assess drone threats involving UAS, surface and subsurface 

vessels, and unmanned ground vehicles at ports, railways, and other transportation 
critical infrastructures. In particular future research should assess the threats of drone 

swarm attacks on these infrastructures.22 
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DISCLAIMER 

 

The technologies and platforms discussed here are only examples of the types of drone 
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detection, counter-drone and real time data integration tools useful for securing US critical 
infrastructure related to stadiums and mass gatherings. Nothing in this three-part technical 
paper series should construed as an endorsement of a particular brand or firm. 
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