[image: cid:image002.png@01D359A2.2D330A10]
Red Bee Media 


This is an electronic version of the transcript of a live event.

All reasonable endeavours were taken to assure the accuracy of the content.
However, due to the nature of capturing a live speaker's words, it is possible that it may contain errors and mistranslations. Red Bee Media accepts no liability for any event or action resulting from this transcript.
The transcript must not be published without Red Bee Media's written permission,
which may be withheld at its absolute discretion.





>> 
>> 
>> 
>> 
>> 
>> 
>> 
>> 
>> 
>> 
>> 
>> 
>> 
>> 
>> 
>> 
>> 
>> 
>> 
>> 
>> 
>> 
>> 
>> 
>> 
>> 
>> 
>> 
>> 
>> 
>> 
>> 
>> 
>> 
>> 
>> 
>> 
>> DONNA AUSTIN: If folks could take their seats and we will get started on the next session. Our next session is is the Internet Ready for Q-Day. I assume that's Queensland Day is it? Apparently not. I will hand over to Professor Robin Doss to introduce himself and his panellists. 
>> ROBIN DOSS: Thanks, Donna. Welcome back everyone post-lunch session on the last day of a forum is always an interesting time to have an in-depth discussion on a challenging topic. will do our best to keep it engaging. As Donna mentioned I am Robin Doss, I am based at Deakin Cyber Research & Innovation Hub. I have the pleasure of moderating this discussion this afternoon. Before I introduce the panel, what are we dealing with, in terms of the topic of our discussion? We know sufficiently capable quantum computer will break much of the underpinning current Internet. What we don't know is when such a computer will become available but we know that migrating systems that support Internet to post quantum grip to go Rafi will take years. The question we are grappling with and wrestling with a panel as part of the session is will we be ready when Q Day arrives. We will unpack what that means in a minute. To help us answer the question I have an experienced and accomplished panel that will help us this afternoon. In terms of introduction, we have Emeritus Professor Glenn Wightwick representing (INAUDIBLE QUESTION) He is the chief innovation officer there. Then we have Dr Warren Armstrong, Vice President of engineering with Quintessence Labs. I also have my Deakin Cyber Research & Innovation Hub colleague Dr Syed Shah on the panel. We also have two panellists joining online from CSIRO Technology, we have Dr Dongxi Liu principal research scientist and from UNSW Institute for Cyber we have Associate Professor Sushmita Ruj joining us. We would love for each of you in the audience to be part of the discussion. We have Menti if we can bring that up. We want your input and views as the conversation progresses this afternoon. If you would jump on Menti, that would be great. As you join, if we can go to the first question on the Menti. We would like to gauge the familiar later level of the audience so the answers from the panel can take that into account as familiar with topics like quantum computing and post quantum cryptography would be good to gauge. I will start with Glenn, to set the scene, what is quantum computing and how is it different to classical computing? 
>> GLENN WIGHTWICK: Thank you for opportunity to be on the panel. Most people are familiar with the concept of classical computing, which is the model of computing that has been used since the invention of deja vu tall computers around World War II. As we all know, inside all our computers, whether our iPhone or big machines in data centres these days is billions of transiters operating on binary data. Zeros and ones and we string those together to represent information and we use Tran sifters as the basic unit of computing inside processors to process information and send around Internet. Whether you are listening to music on Spotify or doing an LLM computation in a data centre for AI, that is how computers have operated the world of classical computing. There was quantum mechanics in the 30s which is a branch of miss Somebody realised that you might be able to exploit properties of quantum mechanics to represent information differently so the concept is you have a Q bit as distinct from a quantum bit and rather than it being able to represent information as zeros or one, or one it could potentially represent - and it sounds wacky and weird - zero and one simultaneously. If you can assemble enough Q bits together you can respect exponentially more information or state than you can with a classical computer. That leads to a potential property of a quantum computer to be able to do computations at a bigger and faster scale than today's classical computers. Where that relates back to cryptography and if we could build a quantum computer today we could apply one to essentially factorise the product of very large prime numbers which are the core mechanism on which most of our algorithms operate. If you could do that you could potentially break the crypographic schemes of the way we store and protect information flowing around the Internet or stored on databases. That is the interest and quick five minute stretch of the difference between a quantum and classical computer. 
>> ROBIN DOSS: Great job for breaking that down so clearly. Sushmita, following up on the comments and picking up on the Q Day theme. From a crypto-perspective, what is Q day and what does it mean from a threat perspective? 
>> SUSHMITA RUJ: Thanks Robin. Thanks everyone for coming to the panel today. I am sorry that I can't join in person, I love in person discussions. Q Day is a day when everything stops. It is not that, but it is a day sometime in the future when it is foreseen that quantum computers as Glenn just explained can break classic typtography. That is kind of a myth in the sense that it is not going to happen on one fine day you wake up and see everything broken and everyone is able to read your messages and impersonate you or read all the - your bank account is hacked. It won't be as catastrophic as that. To just answer Robin's question when you're expecting Q Day, we are not very sure. I will tell you why we are not very sure, as Glenn just said, a lot of these advances in quantum computing also addresses or makes it possible or impossible for cryptography algorithms to be broken. When I talk about cryptography, maybe one sentence in cryptography, when you transmit any secure message or you are using your bank accounts, you are talking on an end to end encryption service you are using Kyrgios to go if I. There are two broad classes of encryption and authentication techniques. One is using a public key algorithm and also is a Rick algorithm. Many of the algorithms have been shown to be broken by the quantum computers and a well-known algorithm shows analogy rich that has a capability of breaking cryptography. It means if the underlying Kyrgios to go if I is broken it is going to be catastrophic. In a couple of sentences, just to mention that not all cryptography is broken by quantum computing. When I say "Broken" it means the same algorithms cannot be used anymore. What it implies is suppose you are using encryption and sending a message, someone can read your messages and be able to decrypt your messages. If you think of Q Day it doesn't happen in a day as I said. An attacker can keep all the encrypted messages stored for a long period of time and they can start as soon as now. When you have a quantum computer some time in the future, that is when you use the quantum computing power to break the encrypted messages. The Q Day as we say is sometime in the future but as we often talk now that there are problems with this - the problems that we need to solve and we don't know and we will talk more about the time lines as we go. In a nutshell, Q Day is something to be worried about because it leads to several attacks. Harvest now and encrypt later, so you keep the messages later and decrypt at a future point of time. I will stop there because we will elaborate on these in the next few minutes. 
>> ROBIN DOSS: Warren, following up on the comments and talking about harvest now and decrypt later. As you engage with organisations, how do you see the level of understanding of this emerging threat? 
>> WARREN ARMSTRONG: It is variable and it varies across geography and industry sectors and size of organisations. We are engaged in several countries around the world, different region and we can see a reason bell level of awareness in the US. Some in Australia. Singapore's on the ball and Malaysia is getting into it. Some EU countries also. Other countries, there is not so much visibility, places like New Zealand and Indonesia. When it comes to sectors, it is really the critical industry sectors and banking is all over it. Those things that are ASX top 50 companies. I will get into this later but it is because the government's aspect and perspective. It talks about other companies not in the critical industry area and a lot of the time their mental band width is taken up by dealing with AI threats and it can be kicked down the road, she will be right, mate, we will get there but it takes a lot of planning and that the awareness of that is perhaps not very deep. 
>> GLENN WIGHTWICK: I wonder whether it is worth explaining the concept of harvest do you, decrypt later? If you have data stored on your computer today and you think it is safe and it is safe from current computing technology. Someone could take a copy of that data, steal it from you. They can't access that today but they could hold onto that data for some point in the future when a quantum computer is available and they could then break the encryption. It might be sensitive personal medical data or something like that and you don't want people to have access to that and you think it is OK today but 20 years or 10 years down the track or whenever that point is someone can get into that. That is the concept of harvest now and decrypt later. 
>> ROBIN DOSS: Exactly right. Thanks Glenn. Elevating from the data layer to the infrastructure layer perhaps, from an order perspective, broadly speaking Internet infrastructure, Warren talked about the transition challenge, where do you see the greatest practical risks from that transition? 
>> GLENN WIGHTWICK: Our focus is on maintaining a stable domain system. The harvest do you decrypt later doesn't matter to the DNS because the data that is in the DNS isn't encrypted. Where encryption is used is with the DNS security extensions where we apply a digital signature so you can prove or be confident that the information in the domain system hasn't been altered along the way. You could imagine a scenario in the future where someone could use a quantum computer to break the cryptography. They could resign the information in the DNS, changing records to point to a different computer, insert that into the domain name system and in theory they could redirect me if I was going to ANZ, I could be pointed offer to a different site and someone could steal my credentials and my money. That is from a domain name system where people are concerned about. The other implication for the domain name system is in moving to new algorithms that are ant yum safe, the post quantum cryptography algorithms we have to select those carefully so they work in the DNS infrastructure. If we come up with analogy rich that required keys to be 10 meg bites in size, that would overload the domain name system and make it inefficient. There is work going on at ICAN to think about what the appropriate deployment of post quantum algorithms or cryptography algorithms are and then there is the big migration problem that you alluded to earlier. 
>> ROBIN DOSS: Dongxi. When we often talk about post quantum migration the focus is about how we can replace the algorithms but Glenn touched upon the fact that it is broader than that. Can you speak to what we need to consider beyond just the algorithms? 
>> DONGXI LIU: Thanks. Hello. That is a good question. Because the crypto-system can have several layers, to add to the other crypto-graphic algorithms like the encryption of the... (Inaudible) algorithm we have the protocols so we could have several quantum-safe algorithm as a standard but it doesn't manage protocols. Protocols are managed by IATF, that is for Internet security for 3G PPs for 5G and 6G telecommunication network. That means protocols the standards come from different parties. Protocols and we have applications. For the PQC migration we cannot simply replace the quantum safe algorithms. So IATF standardised a new... (Inaudible) for quantum safe case and for the TRS and IATF and making new standards so we need to consider to replace new versions of the protocols. For the 5G network, so the protocol uses some prequantum algorithm to protect the progress of users for and the DS also needs to be considered. In the application, we have encrypted communication like a signal app or WhatsApp so this application also depends on the public cryptography. So they also need to be updated. I think that's all. Quite broad even for some satellite communication or aeroplane communication also depends on but it is quite broad. The majority of the TS for Internet security and infrastructure. 
>> ROBIN DOSS: Thanks. The impact is broad and far-reaching. A deep dive, Syed, what does it mean for DNS specifically in terms of some of the points Glenn mentioned in terms of increased size of signatures and public sizes and so on. 
>> SYED SHAH: Thanks for offering this opportunity. Glenn briefly touched upon the main issues we are facing with DNS and security extension DNS-Sec. I will try and explain it so people understand what the main problem is and where it lies. DNS, along with the extension call DNS-Sec is one of the cornerstones of the modern Internet. For the people who may not be familiar with the DNS, domain name system, briefly it is a globally distributed system that helps translating domain names like auIGF to corresponding IP addresses. We would understand the translation process is crucial for the modern Internet, otherwise we need to remember IP addresses which is a cumbersome task. For security reasons this translation process needs to be tamper proof, otherwise there is no trust in the IP addresses and it could open the door for takers. The current standard DNS-Sec, this is incorporating signatures and corresponding public keys in the return DN S response messages. The issue arises with post quantum digital signature algorithm. These new algorithms have very large signatures and in most cases very large public keys which result in DNS responses which often exceed the packet limit resulting in issues such as packet fragmentation which is not good for security reasons or defaulting which may not be considered as an op mall decision for the DNS connection. In view of this problem we need to explore new solutions for post quantum DNS. If you look there are multiand potential options include modifying the existing DNS protocol to allow for the fragmentation at the application level if that is feasible and if it works in practice. You could think of adopting new transport protocols which offers the confidentiality and similarly at the IATF I have seen work on the authentication for DNS which could eliminate the need for signatures in some cases to establish integrity within the DN S. Each solution that I have just mentioned has its own pros and cons which can only be fullery underwhen they are tested. 
>> ROBIN DOSS: Warren, Syed mentioned we have the algorithms that have gone through a select standardisation process. We have challenges in terms of how we incorporate them into something like DNS. Are we underestimating the challenge of the PQC transition from an ra operability performance operational perspective? 
>> WARREN ARMSTRONG: Everyone is aware it is a huge challenge. Look at the examples of migration, like retiring M D5 and moving forward to UTLS versions, it has been six versions since one was deprecated and 20% of serves still offer it. It is still a big challenge. As has been alluded to, a lot of it comes down to the size of the signatures coming out of the post quantum algorithms. Not so much the processing time because that can be than one in some cases. It is the size of the data that is generated. There is a lot of work to do to figure out how do you handle fragmentation when you have packets that are bigger. There is a bigger challenge which is half challenge and half opportunity which is to structure things not just for this transition but for the next transition. One of the things to be aware of is these algorithms that are standardised today have had a relatively limited examination in the public literature. We think they are secure but we don't know. We can't prove they are secure and we don't know what is around the corner. There was analogy rich that made it almost all the way through and fell at the final hurdle because of a mathematical technique that had nothing to do with quantum. It was pure crypto-analysis and we don't know when that will happen again. There could be breakthroughs and what is important is not the algorithms it is the agility and the ability to swap algorithms on the fly at the protocol and application level. That is where a lot of the work is going to come. That work could have an ongoing payoff beyond the current algorithms. 
>> ROBIN DOSS: Having heard from the panellists we would like to get your reflection on what has been discussed so far. Let's go to Menti. A question that we would like your input into as it comes up "What is the single most important action Internet community can take now to prepare for Q-Day?" Discussion. Education. Panic. I was expecting that. Investment. As the thoughts are coming in. Testing was also mentioned. 
>> GLENN WIGHTWICK: The only point I can think of, in the past where we had something possibly of the same ilk was as we were coming up to Y2K and most people understand if a lot of work hadn't been done to remediate code there would have been lots of problems. Because that transition to Y2K had a very definite point in time there was a focus of urgency for organisations to either rewrite their code or, in many cases, just abandon it and migrate to new systems. My worry here is that because we don't, as you just pointed out, Q-Day won't be an instant in time, it will be some point where that capability exists and we don't know how we will find out about that because various governments will keep some of the work that is on quantum computing. You can see the political implications and national security implications of it. How do we motivate the community to be prepared to start doing the planning and education - all the testing and those sorts of things? I don't know the answer to that but I feel like as a country we need to work across all the different relevant stakeholders and have some national plan in place. ASD from my understanding in a couple of discussions are focused and across this but it is going to take a whole of industry endeavour to get there. 
>> ROBIN DOSS: Great. Thanks, Glenn. Keep the thoughts coming in. A bit of a quick fire response to each of the panellists. In terms of our readiness and how we are approaching the transition to Q Day on a scale of 1 to 10 if 1 is completely unprepared and 10 is fully prepared, how well are we currently prepared? Glenn. 
>> GLENN WIGHTWICK: I reckon somewhere between 1 and 2. 
>> WARREN ARMSTRONG: Maybe 3. 
>> SYED SHAH: I wouldn't give a one second answer. Given the precise rating to a readiness level is difficult and that is primarily due to the reason that there is uncertainty around the Q Day itself. If you would still press me to give a rating I would give a rating around 4, 4-5. I would comprehend it that somewhat prepared but not as prepared if it were to happen tomorrow. 
>> ROBIN DOSS: We are increasing. Online now. Sushmita on a scale of 1-10 how are we? 
>> SUSHMITA RUJ: Maximum 2. 
>> DONGXI LIU: For me I think it is a 4. 
>> ROBIN DOSS: All right. We are bunching up towards the lower end of the scale there. Sushmita, if you would he lab rite on your score. What is the single biggest obstacle that is preventing seamless migration? 
>> SUSHMITA RUJ: It is a scale and the complexity of the problems we have in Internet. We have algorithms but putting the algorithms together and making sure all parts of the Internet work together seamlessly is really a very big challenge. That is why the score is 2. We do have algorithms now - some of them are standardised algorithms and many other countries have their own efforts. To make the entire Internet ready is not an easy task. 
>> ROBIN DOSS: Absolutely. Thanks. Syed, you on the middle end of the scale, the highest score. 
>> SYED SHAH: I shouldn't have done that. I would take a couple of minutes to explain why I have given a higher rating as compared to my colleagues. The positive side is we have algorithms for key encapsulation which is a good thing. We have algorithms but the expanding context and algorithms create down stream problems. I have seen testing and deployment by different big Internet providers as well with different testing which is a good thing. This migration like other people have said that is far from completion and the reason for that is Internet has a very large base, there are VPNs and software and legacy devices and you name it. Finding and replacing each and every bit is a measure undertaking and this itself is regarded as a multiyear task. The reason I haven't given it a score higher than 5 is there is a big uncomfortable element that I explained at the beginning. Q Day itself is surrounded by insecurity. Companies have said 2030 for themselves but what happens if there is a nefarious and a creator of a quantum computer but nobody knows about this? If we aren't sure about the time line, it is difficult to put a precise score on the readiness level at this point of time. 
>> ROBIN DOSS: Thanks. I want to move the conversation to who is responsible for the migration? Dongxi, that responsibility for migrating the Internet to a quantum-safe state who is responsible for this, who should be held accountable? 
>> DONGXI LIU: Generally, many stakeholders need to be responsible. At this stage because we already have the standardise algorithm, we have some guidelines from the government. I think the major responsible parties should make their product ready to be deployed for quantum safety. When they have quantum safe products so many companies just replace. 
>> ROBIN DOSS:. Warren, following up on that, in terms of the role of government in this. Do you see establishment of quantum readiness milestones as something that is mandatory for critical infrastructure, including for Internet infrastructure? 
>> WARREN ARMSTRONG: Yes. Government has a crucial role to play for a few reasons. Firstly, because by elevating this to a governance issue, it elevates the visibility of the problem at the board level within organisations. It means it is easier to assign resources, be that people or budget to the problem. People are drowning under a bunch of cyber issues and something that is a vague blob in the distance, it might be tomorrow or five or 10 years, it doesn't get priority. If it is elevated to governance level it becomes easier to do that. Government can also act - and I say this aware of the irony of speaking from somewhere who writes in a commercial company, government can act as a neutral arbiter. If we rock up and say "You need to buy this product to make yourself post quantum secure". We are just trying to sell a product but if government validates the problem and says you need to do something about the problem because it is real, that helps to drive that through. On the other hand, the level of government involvement needs to be carefully calibrated. Technology moves fast and I alluded to things - the need for crypt graphic agility. The hope for what sort of algorithms that need to be used but the fact you need to plan, that level of driving needs to come from the government. 
>> ROBIN DOSS: Thanks, Warren. Glenn. 
>> GLENN WIGHTWICK: I am trying to think of different participants in the whole ecosystem. As a couple of points, some of the large CLOUD providers, the Googles and Amazon, they understand this and they are working on this and there is no question they will be able to satisfactorily migrate and transition. Similarly, we can never forget the fact that vendors look at something like this as a great opportunity to sell hardware and software so expect a friendly call from your IT sales person to demand that you upgrade etc. That is probably not a bad thing in this context. We talk about the role of government in helping to facilitate that. Where I am worried about is in the rest of it, the legacy, the stuff that we know that is out there today that is decades old that is already out of date as you were pointing out. The small businesses and the Australian economy dominated by small businesses, how do we make sure that the small businesses are doing what steps are required? Even getting the attention of boards is difficult. I know you write about normal issues and discussions around cyber security and things like that. Maybe we have to elevate it onto the core of that cyber security agenda. From conversations that we have had with ASD recently, they are aware of this and to drive it into the critical infrastructure space which is where it needs to be, sooner rather than later. 
>> ROBIN DOSS: Picking up on that two speed economy that you mentioned there. With the migration effort is there a risk of creating a two speed Internet where we have large well resourced operators migrating but perhaps smaller operators and developing economies not migrating. Investment came up as one of contributions - 
>> GLENN WIGHTWICK: I think there is absolutely a big challenge. When you think of the digital divide that exists in parts of Australia with peoples' access to computing resources and networking resources in rural and remote communities and so on. I just think of the millions of - we have 4.4 million domains under management at auDA and three million of them are Dotcom.au. That is a lot of small businesses that operate in Australia. How do we get all those organisations ready for this? Maybe we need to do this with a campaign to continue to drive improvements in the broader cyber security posture of those organisations as well. 
>> ROBIN DOSS: Thanks, Glenn. Let's move to Menti for a second. We have a scenario that we would like to you consider and respond to. Imagine that a credible announcement confirms that has arrived indeed. What do you expect to happen in the first 24 hours? - Q-Day. We mean a quantum computer has been demonstrated and widely deployed. 
>> GLENN WIGHTWICK: It was going to be the Trump quantum computer, that is the one that comes to mind. 
>> ROBIN DOSS: As the responses are coming in, from a security perspective, what do you expect to be the first major security implications or consequence that we might grapple with, Warren? 
>> WARREN ARMSTRONG: It comes to who gets access to it. You can have an announcement. 99% sure the announcement won't come from any government agency. If they do make a breakthrough, they will keep it to themselves. It probably comes from a big commercial agency. Maybe an academic group. It is probably Google or Microsoft, someone like that. First question is what would they do with that? Probably try and monetise it. We have seen what happens with AI. There are already small scale quantum computers you can purchase access to in a CLOUD scenario and I would imagine something like that is on the path. That opens up to a lot of potential nefarious users. Maybe one of the first things - I am going to go left field, everyone will say that banks will fall over - but one thing that may also go is the ability to rely on audit records. You can no longer digitally sign financial audit records, or log file from your servers, if you can no longer rely on those that could have a big impact on not just cyber security but also big on the financial system as well. That could be one of the first things that goes. It is not necessarily that anyone breaks it but trust goes. 
>> ROBIN DOSS: Yes. 
>> GLENN WIGHTWICK: Another possibility, depending, as you point out, Warren, depends on who has access to the computer or quantum computers. Let's say this wasn't a good government and another government, or organisation had been harvesting a lot of data, possibly you would expect to see some increase in ransomware type threats where people are saying "I have got the data from you and I have been able to decrypt it, here is a copy of the sensitive information, are you willing to pay me X amount of dollars to not disclose that?" 
>> ROBIN DOSS: Anything you would like to add online? 
>> SUSHMITA RUJ: Depending upon the region where we are it could be riots. Very simple, you have the information and it is a very sensitive information and it could be a lot of nation states, the disputes, it could be riots among different sectors of people. It could be a family feud. It could be anything. There is a lot of sensitive information out there that is encrypted. If such a thing happens, there could be - it is very hard to say honestly. As Glenn and Warren said, it depends on who is essentially saying this. 
>> ROBIN DOSS: It is definitely a complex challenge to deal with. As we are coming to the end of our time for this session, I would like to - a rapid fire with the panel. Syed, complete this sentence - in preparation for Q Day the Internet community must? 
>> SYED SHAH: Internet community needs to find the protocols and standards, it needs to be modified due to the introduction of the newly selected post quantum algorithms. 
>> ROBIN DOSS: Can we have the we would like the audience to complete that sentence too. Warren. 
>> WARREN ARMSTRONG: Design for crypto-agility. 
>> GLENN WIGHTWICK: Educate, plan and prepare. 
>> ROBIN DOSS: Excellent. Dongxi? 
>> DONGXI LIU: Understand what they have for the crypto-graphic algorithms and why is there vulnerability. 
>> SUSHMITA RUJ: Education and awareness. 
>> ROBIN DOSS: Great. That has come through, through our discussion and from the audience. As we conclude, hopefully the discussion has provided a little bit more insight and context into this challenge of post quantum migration, specifically for the Internet. We have discussed it is more than just about algorithms, although crypto-agility is about how you are agile from a crypto-algorithm sense and it is about how we avoid a digital divide as we go through the migration process and how as a community we can ensure that a complete ecosystem is a safe and secure and trusted environment going forward. We have heard the challenge is not simply about algorithms as well. It is as I sort of mentioned, migrating an interconnected ecosystem preserving trust in infrastructure in the software applications and the legacy systems as well, that is a challenge that we will come across as we look at this. We started with a question. We will finish with a question as well. If I may, if Q Day arrived earlier than expected, we be able to say as an Internet community that we have done enough? We will leave that as an open question as we conclude and thank you for your attendance and participation. Thank you. 
>> SUSHMITA RUJ: Thank you. (APPLAUSE) 
>> DONNA AUSTIN: Thanks, Robin and everyone. We are two minutes ahead of time. Carol is your panel here ready to go? 
>> 
>> 
>> DONNA AUSTIN: Our next session for today is always on with a Q mark. Telecommunications as an essential service in Australia. I will introduce Carol Bennett, the CEO of ACCAN and I will let her introduce the panel. 
>> CAROL BENNETT: Thank you for that introduction. Welcome everybody to the afternoon session. We hope to give you an exciting, interesting insightful opportunity to discuss some really important issues around connectivity. Our session today is always on - telecommunications as an essential service in Australia. I am Carol Bennett, the CEO of the ACCAN and I will moderate this session. I would like to start by acknowledging the Ngunnawal and the Ngambri peoples who are the traditional owners of the Canberra area that we are meeting on today. I would like to pay my respects to elders past and present and extend the respect to Aboriginal and Torres Strait Islander people who may be in the room or joining us online today. I will start by introducing our panel for today's session. Dr Gareth Downing who has his hand up. Deputy CEO of ACCAN, Rania Wannous, who is executive director for Customer and Emergency Management at the NSW Telco authority. Dr Daniel Featherstone, associate professor and principal research fellow at the Royal Melbourne Institute of Technology, and coinvestigator of mapping the digital gap project and an ACCAN board member -- RMIT. Not necessarily speaking in that capacity. Sally Brindal, she is online. Vice President of the Federal communications portfolio leader for isolated children's and parents association or ICPA Australia. Welcome, Sally. Julia Bartlett, solicitor with Tenants Queensland and we also have associate professor Mark Gregory who has joined us from RMIT University as well. Welcome to everybody on the panel. I will start by working with half of the panel and then I will bring in the other half in the second session. Bear with us because we are taking slightly different approaches. Today's discussion comes at a really important time in the communications sector. We know connectivity has never been more important and more critical to our daily lives and that is for all Australians, all of us rely on this. Increasingly, people are struggling to get access and afford the connectivity that they really need and rely on. We have seen, especially recently, some unreliability in our networks, particularly our mobile networks and outages and increasingly severe natural disasters, which have put Australians' lives at risk and their safety at risk. We are looking ahead to the age of satellite connectivity at the moment but terrestrial networks at the same time, they are and have to remain critical. Their infrastructure must be maintained and bolstered. Domestic mobile roaming is in the spotlight because it provides Australians a safety net when things go wrong as well as options and choice of their provider. I have just seen an editorial from the Sydney Morning Herald championing domestic mobile roaming which I think is a very good thing and it is something we strongly support. We have seen the universal outdoor mobile obligation bill introduced in the Senate just last week. It has been deferred until 12 October period of sitting in the Senate but it is a huge step forward for connectivity in Australia. Today our session is going to run roughly in two parts. Firstly, it will be Gareth, Rania and Mark who is online, we will discuss regulation and policy settings around telecommunications infrastructure in Australia and whether or not the settings currently reflect the essential nature of connectivity. Then I will ask Daniel, Sally and Julie to participate in our second session, our tireless consumer champions and they will speak to the consumer experience of connectivity from diverse perspectives. First Nations Australians to people living in some of the most remote parts of Australia, do those who experience the challenges of insecure housing as tenants and where connectivity fits into that picture. We will then hopefully have time for some questions and answers with the audience and I have a few as well. I hope by the end of this discussion we will have an understanding of whether or not our infrastructure and network settings and consumer proceedings are reflecting the truly essential nature of telecommunications. If they are not what needs to be done? What needs to be done to look ahead? Let's get into the discussion. Let me start with Gareth and Mark. I will direct a question to you about regulation policy and infrastructure. Telecommunications is increasingly viewed as an essential service. What does that mean to you in practice when communities lose access to communications during major outages, or during emergencies? Perhaps I will start with you, Mark, being online, if you wouldn't mind. Then I will come to Gareth. 
>> MARK GREGORY: Hello, thank you. Hopefully you can hear me OK. What does essential mean? It means people can feel at any time, irrespective of where they work or live across the nation. That is a pretty big ask, given the nature of Australia and the very broad country that we have. We also have people that work offshore. We also have people that live offshore and live on islands. The question then becomes how do we provide the best communications that we can who as many people as possible? I've grown up to stories of how the argument for universal service began after World War II. In fact I was told it started before World War II. But we need to remember that there was a lot of work by a lot of our forebears to ensure that we had universal serve service. That set the scene for this idea of the telecommunications is an essential service. It is a mechanism for us to be connected with emergency services, safety, friends and family. Therefore, I believe that as part of a democratic nation that has some socialist underpinnings, in other words hard-won underpinnings for the working person that telecommunications is an essential service that needs to be provided. In today's world there are different technologies that can be used and my argument would be that every society, every community should be provided with at least two of those technologies so that if there is an outage on one, they have access to the other. 
>> Thank you, Matt. So, a social imperative. Gareth, what's your view? 
>> GARETH DOWNING: The question goes to - what does it mean in practice? In practice, what it means is - everything stops. For most people, when they lose access to telecommunications services, they lose mobility. You can't have any transactions, so you can't pay for anything if you're a small business. I think back to probably the common example that many people in the room will have experienced, which is the Telstra outage. When you're a small business and you can't process payments and you're running a cafe, a day of business is 20% of your weekly earnings. Right? So the economic impact of this is significant. For communities, you lose access to health services. You have people who have fall alarms that don't work. This is all temporary reporting. We've had elderly people lying on the floor for eight hours because they've pressed the autodial when they've supported and have been unable to call family members and haven't been able to get any support. Transport systems grind to a halt. We lost the entire freight rail network of Australia a few weeks ago. That has really significant economic and social impacts. But for individuals who are experiencing an outage in the context of an emergency, the real impact is not just the physical impact that it has on what they can actually access, but it actually creates a huge amount of distress. And when you go out and you meet with people from those communities where they've had bushfires - I've been out to the Tasman Peninsula - they had significant fires in Tasmania. The amount of stress that has engendered in that community is significant. Right? They are really, really concerned about what happens next for them. The next time there's a fire and the next time there's an outage. So I think, aside from the really obvious impacts of - you can't study, you can't work, you can't order any takeaway delivered to you... All the kind of day-to-day things like you can't pay for coffee. There's actually a really significant safety impact on people. And there's a really long-term psychological impact as well around how people perceive their ability to operate in their communities. And that has a really long-term impact. 
>> CAROL BENNETT: Well said, Gareth. They're the practical implications. So, good to have those examples front and centre. So, I guess reliability of those systems and enjoying that they're working is absolutely essential to this whole equation. Mark, how should reliability be measured? And reported? And who should be accountable when networks fail during emergencies? 
>> MARK GREGORY: Well, ultimately, the responsibility lies with the CEOs and the management chain from the net works. But we need to put into context the idea of - what does it mean when a network fails? Now, there's a report online that looked into the exchange fire that occurred back in 2012 where a regional area of Victoria, about 120,000 people, lost access to all telecommunications from all providers for more than a month. And some services took three months to restore. Now, that report is worth reading simply so that we have an understanding of the devastation that this means to people. When we talk about reliability, we need to talk about single points of failure. Now, it's not just reliability in terms of redundancy, but in telecommunications networks, we have a large number of single points of failure. And what we need to do is to identify them, and we need to have a strategy to find ways around those single points of failure if there is an outage that impacts that single point of failure. The most recent outage that we saw, which was the time servers, were a single point of failure outages within that network. So we need to think about reliability as being redundancy, but also - what alternate technologies or what alternate means can we use to get around that problem as quickly as possible should be planned. One of the key things that appears to be lacking in our telcos today are plans to deal with failures related to reliability, redundancy, and single points of failure. 
>> CAROL BENNETT: Yeah. It seems to be logical that you would have strategies and plans in place for these sorts of events. But they seem to have failed us recently. Rania, if we move on from that - if we accept that telecommunications is actually an essential service, what do you think the expectations that communities have during outages are? And what do you think some of the implications of that might be? 
>> RANIA WANNOUS: The expectations of communities is that it is always going to be on and it is always going to be available. The way I describe it is that, if you find yourself or your family finds itself at an evacuation centre during an emergency, that means you are a displaced person. It means you've either lost your home or you are at serious risk of losing your home and, therefore, you are in temporary accommodation. So that connectivity then is not a nice-to-have, it is essential for you to be able to continue and connect. You need to be able to access services, you need to be able to - like, there are always immediate sort of grant opportunities and urgent things that are available to people that they would require. When we talk about disaster roaming, this is not something we should be talking about. I think the conversation that this is a nice-to-have is completely - that we've moved on from there. We saw the Senate inquiry report this week recommend disaster roaming. Carol's mentioned the Herald editorial today. So we are now talking about what is a public safety national need and requirement. Now, in terms of the reference to temporary disaster roaming, that is something that we have governments, across Australia, industry groups, have advocated for for a very long time. In recent weeks - and it's literally been in the last few weeks - the Commonwealth has started consulting with the states, with NSW, on temporary disaster roaming. It's a capability that will be available to jurisdictions from the 1st of October. But - and here's the big "but" - this capability is available from the 1st of October. We were consulted on it only in recent weeks. The Commonwealth have now informed us that they will play no role in the regulation of it or oversight. And to be able to say to jurisdictions, "You have this capability" - the model is a step in the right direction, however the model itself has limitations. So we need to work through how we use that capability, the governance in place, how we oppilationalise it, how it fits into our emergency management framework in NSW. Because it's not as simple as saying, "Well, you have this capability. Carrieriers, you work directly with the states and territories on it." Sorry, I've probably spoken for a bit longer. I don't know that you wanted me to get into the limitations of the problem that's been presented to us, or... 
>> CAROL BENNETT: Well, we'd love to hear that. What I think I'd really like to know, Rania, is - what are the capabilities that need to be in place, from your perspective, to enable the operationalisation of temporary disaster roaming, or TDR? 
>> RANIA WANNOUS: The model is limited. It's a good first step. But there is work to be done. For instance, for it to be operational and effective - and I think this is going to change - but the model that's been presented to us at the moment - only temporary disaster roaming doesn't apply in urban areas. It's outside of urban areas. The capability was - we were informed that, if we wanted to turn on the capability, we needed to make that request during business hours. Now, I don't know about any of you, but I can't remember the last time a bushfire stopped at 5:00pm on a weekday to pick itself back up at 9:00 the following morning. Emergencies do not work like that. And if we are making a decision as a jurisdiction that we want to deploy THIS capability in THIS particular area, that's got to come with particular frameworks that we have agreed with our emergency services to use that capability. That is not work that we can do in the few weeks that we've been given between now and the 1st of October. But, we are working through it. We are engaging with carriers. This is an important first step. But there's still more work to be done. 
>> CAROL BENNETT: And time seems to be a big factor in operationalising all of this, and there isn't much time. 
>> RANIA WANNOUS: No, there isn't. In NSW, we are what we consider in our storm season now - we are in for a hot and dry summer. So, it's just not OK to sort of say, "The capabilities are here" and I think to step back from it - we do feel that the Commonwealth does need to play a greater role in terms of oversight. But these are -- oversight and governance. But these are things that we will work through. But to say, "Oh, it's here, use it" - but without any of these frameworks. That's not a usable model and a model that we can deploy in a way that we are saying that we can categorically say we are deploying it under the correct emergency management frameworks. 
>> CAROL BENNETT: That's concerning, given the forecasting that we're seeing in relation to the upcoming emergency disaster season. Let's hope that something changes between now and then. 
>> MARK GREGORY: Carol, can I just follow up on that? 
>> CAROL BENNETT: Sure. 
>> MARK GREGORY: I mean, really, this is a boondoggle from the industry. It is nothing more than deflecting from the calls for national domestic roamers. We have united support that I have not seen in the 25 years that I've been calling for domestic roaming right now, today. We've got everyone lined up - even people like ACCAN, who have changed their policy. National Farmers' Federation, who have changed their policy. All these organisations - and we've got this industry boondoggle that is just simply a bandaid when an operation is needed. Now we need, before Christmas this year, for the government to take the lead, do what's right by the nation, and introduce domestic roaming nationally. I mean, the OECD have said that we need it. Canada's got it. New Zealand's got it. Europe's got many versions of it. You know, we see it in other parts of the world. This is really something that we need to show maturity in as a nation. And the government needs to show the maturity needed to simply go ahead and do it. 
>> CAROL BENNETT: Mmm. Yeah, and I think that support extends to the health sector, with groups like the National Rural Health Alliance as well, and other groups that we've been talking to - they strongly support that. But it does seem like it's not yet there, with the coalition and the Labor Party both hesitating around this. And, in fact, the government has initiated the ACCC Mobile Services Inquiry, so that's opened a longstanding policy debate about the delivery of mobile services in Australia, the role of infrastructure access and sharing, and domestic mobile roaming. So, what opportunities do each of you think - and I'm going to throw this to all of you, or any of you - that inquiry provides to consumers? Or does it just kick the can down the road? What's your view? Gareth? 
>> GARETH DOWNING: I might start. So, does it kick the can down the road? I think the issue with the inquiry is - yes, it defers decision-making. But I think the more fundamental issue with the inquiry is - and a great supporter of the ACCC, have worked with them in a variety of areas - it's an ACCC inquiry. It's not addressing any of the issues that I think anybody has spoken to today. So, public safety is not in the scope. The ACCC is an entity that will test - and this is the positive of it - they will test claims, evidence put forward by telcos, to say "We're not going to invest." They already say they're not investing and they're not going to invest because they're facing satellite competition. So there'll be a testing of those market realities, the realities of competition, through this framework. But what this won't do is resolve all of those issues around access to a baseline level of data so that your medical alarm doesn't turn off or you can get your fall alarm to work, your diabetes monitor works... You know, it doesn't resolve any of those particular issues that people face. It doesn't help you resolve the issue of the massive economic losses and costs associated with having a major outage. So, the Optus outage, for example, was estimated to have cost around $2 billion when that occurred. That does not - this inquiry won't really address those questions. It will be very much focused on a narrow assessment of the competition and market dynamics - which, again, is a positive thing to do. It's a good thing to test. But I don't know that it will actually address, I think, most of the issues that have been raised today. So it probably answers an interesting question, but whether or not it's the relevant or the right question, I think, is the big issue at the moment. 
>> CAROL BENNETT: I'd love to know how much the Telstra outage cost. Do we have any figures on that? Not yet? 
>> GARETH DOWNING: Not yet. 
>> CAROL BENNETT: Hopefully we will at some point. Rania, would you like to contribute to that? 
>> RANIA WANNOUS: Besides agreeing completely with Gareth, I think the other point that we would make is that telecommunications resilience is not going to be achieved by one single policy initiative. And it should not be an either/or. It should not be TDR versus THIS... It's actually a number of initiatives that work together that ensure that, when Australians need that connectivity most, that it's there and it's available to them. It's not - you know, we're talking about situations of life and death here. So, again, it's a step in the right direction. Is it going to be the answer to everything? No. Because I think there is a combination of things that are required. So, you know, to the earlier question, say, around resilience - what we would want to see, for instance, are national standards on power standards for telecommunications infrastructure. There is no necessarily agreed or national standard to that. So, my organisation - we build telecommunications infrastructure all the time. We're responsible for something called the public safety network. We know what our high-risk sites are. We know where they are. We know where those bushfires and floods take place. And we know that those sites are going to be potentially cut off - they are in, like I said, high-risk areas. So those sites, when we build them - we build them with additional resiliency measures when it comes to battery backup and so forth. So, having that - and this is not rocket science, it's a very - when a communications outage takes place, usually the biggest factor in communications coverage being lost is the loss of mains power. So, you lose mains power, then you go to batteries. It's quite standard. We lack those unified sort of national standards. And, you know, carriers could argue this would place extra obligations on them - but, so it should. 
>> CAROL BENNETT: Thank you. Mark, final word? I'm sure you'll enjoy that...! 
>> MARK GREGORY: Well, I think that we need to consider the holistic situation. And that is that the legislation that we have today was written back at a time when the market was being deregulated and the focus was on the telcos or what was hoped to be the future telcos, and competition. If you wind forward to today, we need to refocus on the consumer reliability, safety, performance. And so therefore, we need a Telecommunications Act 2027. And then we could bring all of these things together in a new Act for a new era that will position the nation for the next 30 years. Now, we've got a lot of bandaids, and we've got a lot of boondoggles which are called industry initiatives. But what we can't guarantee is that the ACCC will make the right decision for the right reasons. I mean, the ACCC has inquired into domestic roaming three times before. And at the last inquiry, defying all logic, in 99% of their report, the final paragraph said, "We don't recommend domestic roaming." As Gareth said, the ACCC is only able to inquire on certain things. And things like safety and the impact on community and other factors are not things that the ACCC are empowered to inquire upon. That's why the OECD has called on the government to bypass all the nonsense and make the decision and mandate domestic roaming. Now, it would be a weakness of government for them not to listen to the overwhelming evidence and to act. 
>> CAROL BENNETT: Yeah. Thank you, Mark. OK. At that point and on that word around community, I want to move to our panel of stale, Julie and Daniel and ask and introduce the issue of access and equity. What does that look like for people living in rural, regional and remote Australia? What does it look like for First Nations communities? What does it look like for people on low incomes or people living in social housing? What does it look like for consumers across Australia? And I might start with you, Sally, if you wouldn't mind, representing IPCA. What does this look like for you? 
>> SALLY BRINDAL: Thank you, Carol. For our members, the internet and mobile services are members-linked schooling and educational resources and their support services that work alongside that. Despite its essential nature, most ICPA families still face significant barriers in relation to accessibility, reliability, and affordability. And they really are all interlinked. They all have a bearing upon each other. For example, some of the access barriers that our members are facing relates to coverage. We still have many rural and remote areas where the coverage is inconsistent, families may technically have access to a service on paper, but their lived experience really is a poor performance, limited capacity, and frequent outages. Mobile coverage for these families is often unavailable beyond towns and major transport corridors and so, often, we have properties, we've got travel school routes with school buses that don't have a service, the current changes to the mobile coverage maps have created new situations where families believe that they have no mobile coverage but they're technically in a grey area where there is enough signal - albeit not a usable signal - so they can't rely on the satellite-to-mobile technology. And our members don't have the technology choices. In terms of the affordability - it's not really just about the cost of one service or the equipment needed to access it. Many remote families actually have multiple services, be it a mix of mobile coverage, if they happen to have it, or two or three types of satellite connectivity. 'Cause repairs for these families can take days or weeks. And so you need to have that backup connection. Because otherwise, the children are missing out on schooling. Sometimes, these repairs can take three or four weeks at a time. And that's just a hidden cost that families are having to continue to bear, to basically be always on. Really, the families are paying for redundancies that their metropolitan counterparts don't have to pay just to get their access to education. And it's not really a question of whether they can afford to pay for it - the question is, should they have to pay for multiple services to achieve the same outcome? Then just quickly in relation to some reliability barriers - rural and remote communities, we talked about natural disasters today, but just ordinary weather events, and the power outages with many families, still on either poor rural power or they're not on 24-hour power, they're on generator powers. That creates issues. Even short drop-outs require a system to reboot, so that is additional down time. One of the frustrations that we do continually hear from families is the way that telecommunications is reported. It doesn't always reflect the experience. And the challenge is, with a national coverage, the uptime statistics are based on an average - and that can hide a disadvantage when it's done on a national basis. The national numbers can be very strong for the metropolitan people, but rural and remote families continue to experience an unreliable service. From an ICPA perspective, we'd like to see more regional reporting. Because what matters to our members isn't how the network performs on average - it's whether it works consistently for the student learning on a remote property. 
>> CAROL BENNETT: Thank you, Sally. We'll come back to what this looks like in terms of solutions. But I'll move to Julie. What's it look like for you and the members you represent? 
>> JULIE BARTLETT: I represent renters in Queensland. We're a community legal centre. So, roughly 33% of households in Queensland consists of renters - that's about 1.5 million people in Queensland. I guess telecommunication equity for tenants would essentially mean that they can access affordable, reliable and working internet and phone services, regardless of where they live - or their income or their cultural background. We find, as Sally mentioned, in the rural and regional remote areas, that reliability and quality and resilience after natural disasters is just not there for our clients. Often, properties aren't up to standard - so connectivity is not there when tenants move in, so they have that barrier, which we'll probably discuss a bit later on about getting that connectivity in the first place. There's legislative shortfalls in rental properties about ensuring connectivity to all properties. For the First Nations clients, we experience that digital divide - digital inclusion issue - where the clients aren't confident using various systems. You know, they have the additional access, affordability, reliability issues - however, some of our clients aren't confident using the digital devices that they already have. And the devices and platforms may not service them very well. So, we've set up systems to communicate with those clients. I think Daniel was going to speak to that as well. So, our social housing clients - they're on very, very low incomes. For people on low income, telecommunications equity would mean that cost is not a barrier to participating in modern life. So, they want to improve where they're going by entering education programs, to having telehealth appointments, et cetera. And often, they don't have many digital devices in their homes to connect - they may just have a mobile phone, 'cause that's all they can afford. And - yeah, the cost of housing is very prohibitive for most of our clients. They have to decide about what type of internet or what type of products they purchase, against rental increases and other cost-of-living expenses. So it's pretty much across the board - not just with tenants, but with non-tenants as well. 
>> CAROL BENNETT: Thank you, Julie. Daniel, you also work with First Nations communities and remote communities. Give us your perspective on this issue. 
>> DANIEL FEATHERSTONE: Thanks, Carol. Very similar stories to what Sally and Julie have described about some of those challenges around access, affordability, digital ability. The work we do with the Mapping the Digital Gap research - we go to remote communities over a 3-year period, spend a week doing what's called the Australian Digital Inclusion Index survey looking at all the ways people use communications, and we also do interviews and listen to all the challenges that communities face - both residents and service providers - and we help them think about what a digital inclusion plan looks like, and give that data back to each community. So, the Australian Digital Inclusion Index is a measure of digital inclusion - so, it looks at that access. What we've been describing - it looks really different in every community around the country. So we do have communities that have good mobile coverage. A lot of the service providers have Starlink or NBN satellite services. There might be wi-fi available in community. There might be might be wi-fi available in community. wi-fi available in community. We go to smaller communities where there's - might be a small cell mobile service there might be a small wi-fi available but for a lot of households what we see is there's very low household access. So about 07% of households in the remote communities we visit have household internet. Most people are reliant on pre-paid mobile as their primary means of access. Both to voice and to internet and all of the services that they need nowadays. In these remote communities they don't necessarily have access to banks, post offices, even clinics in a lot of communities, the smaller communities. Schooling is available in most bigger communities but not necessarily in small communities or home lands. So there's this high reliance on being connected online. People - we used to have cash being paid for people for their - 10-15 years ago, it's all online now. People have to be able to do their banking, all of those elders who don't have a phone, who don't have internet access, are really struggling in this space of having to do all of this - all of their reporting for Centrelink or their banking, paying bills, accessing health and other services online when that hasn't been something that they're familiar with or that they necessarily have reliable access to. A lot of people don't have devices. There isn't necessarily computers. There's about 15% of households have a computer. We're talking about not just the issues around communities not having good coverage, so 700 of 1500 communities don't have mobile coverage. We're in a space where we've got lots of big gaps. We have taken away the mobile blackspots program and the regional connectivity program in the budget this year, so there isn't the fill in programless that have been in place previously. However, we have been doing a lot of advocacy through the First Nations digital inclusion advisory group. You heard mentioned that mentioned earlier, to get more free wi-fi available in communities either as hot spots or as community-wide wi-fi. So there's different solutions. Star link is making a difference in remote communities. There's more access to star link but it's - there's the haves and the have nots. Those who can afford it, those who can't afford star link. -- Starlink and we're seeing a growing local digital decide. We're also likely to see those people who are signing up for Starlink struggling to maintain those post paid bills. We don't have a pre-paid internet service available, household internet service. The only one is mobile and people have to wait until they can afford to get their data. So there might be a week without data waiting until they can afford to get the next credit. These are some of the stories that we hear is a really unreliable service. Availability, there's a lack of support, a lock of local services to provide that access. 
>> CAROL BENNETT: Some very wicked problems but potentially some practical solutions. I'd like to ask the audience now for any questions if you'd like to make your way up to the microphone. And while I - while you're doing that 'cause I'm sure there's lots of questions, I'd like to also ask panellists to think about what it would look like if telecommunications was an essential service. What does that look like for the people you represent and your perspective. Any particular questions from the audience? Go down here. Maybe work centrality into some of your answers 'cause I'd like to see what the audience have to ask. Sorry, can you say your name and who you represent. 
>> (INAUDIBLE) 
>> CAROL BENNETT: Someone's coming. 
>> Thank you, my name's Jenny Fraser, I'm representing myself as a sovereign Aboriginal woman. Thank you. I just have a question, is it possible for Telstra or the government to turn down reception signals? You know, we normally have, like, two bars or four bars or whatever. Sit possible for that to be turned down the reason why I'm asking is because I was in the Lismore floods and some people were saying that they were - they were accusing the government or the Telstra company of doing that at that time. And I know that some phone towers were affected, like particularly in places like Ballina, like at least one went under water. I'm wondering if that could affect the signal as well. Yeah, so I'm just wondering - 'cause a lot of people think that, you know, some natural disasters aren't natural, they're caused by weather bombs. That's what the media's calling them and stuff like that. I'm just wondering if other things have been puppet eared or whatever. 
>> CAROL BENNETT: Thanks, Jenny. I'm going to ask Gareth and Mark to perhaps comment on that. 
>> Yeah. I think on the observations of members of the community, what I would say is that - and Mark're an engineer so he probably speak to this a bit more. But a way a lot of infrastructure is set up there are protocols referred to what is known as wilting, powering down a tower. The reason you power down a tower is it's not actually connected effectively to the rest of the network. You have a tower that's operating and it think it's a happy tower but it's not connected to the rest of the network. Which means if you have an emergency and are trying to through the tower, it will try, and see one or two bars but it won't have anything to connect to. So it's connect today a tower that's not connected tore anything else. There are a variety of settings around and I'm sure Mark could speak to the engineering more than we could, out of the Bean review, you could have procedures set up. If the tower's not functioning properly, it powers down. If there's another tower in the area it will allow your phone to damp on for emergency access your phone will keep trying to get back to the inactive non-functioning power urnless it's power's turned done. -- down. If people had that experience it's quite possible that's what it was in practice but Mark can probably speak to it in a bit more detail than that. 
>> CAROL BENNETT: Mark, do you want to add to that? Noting we have a couple of minutes. If you have a burning question please come to the microphone. 
>> MARK GREGORY: Yes, very quickly. Gareth's quite correct in that there is a period of time that occurs between a tower going off the network and the tower being turned off f you like, wilting. So it will connect to another network. The other thing we need to remember in floods is that signal travels less distance over water than it does over land. And if the water is clear, I mean like hasn't got many waves, which can happen during floods, then there's even more degradation of the signal. Where you might have had four bars before, you're likely to have two bars now because of the impact of the water. What water and dust, whether it's in the air or on the ground, are going to degrade the signal, and of course, the other issue is towers coming off the network and wilting. Thank you. 
>> CAROL BENNETT: Thanks, Mark. We have time for one more question. Two more. Have we got two more? Have we got two very quick questions or else I'm going to be - told to shut down. 
>> Very quick question. 
>> CAROL BENNETT: Who to, sorry, Paul. 
>> Probably - probably not to Mark 'cause I design networks like Mark does, probably for the rest, because it's a non-technical, technical question. Do we distinguish between outages, talking about telecommunications and central service, do we need to distinguish and treat very differently outages due to external emergency events like floods and fires, which takes out a tower, takes out a power supply, takes out a reasonably localised area. Or an outage due to an internal core network failure like the Optus failure or the Telstra which didn't affect anything to do with localised infrastructure, it actually happened in the main exchange and became a statewide or national wide thing. They are two very, very different types of outages that probably need to be treated very differently from what is a resiliency measures to work around them. 
>> CAROL BENNETT: Very true. In fact, we now have outages registers on the tell co-s website. We have done some intergigs of that and it's been very interesting but perhaps, Gareth, you could respond to that in relation to the types of outages that we have seen. 
>> GARETH DOWNING: Yeah. I think the simple answer is a yes we should distinguish between them because we are trying to solve different problems. We can't prevent a flood from occurring, we can invest in making the asset itself more secure but I would say that having worked in the energy sector the approach there is considerably more sophisticated and transparent than it has been in the telco sector until more recently. I know energy failures are a common cause of failure and that's raised a lot and it has been raised by industry for many years. When you look at the outage registry data that's not what it tells you. It tells you there's asset and often software failure. Having worked in an engineer company we have a lot of engineers who look at these things. What we see with Telstra and Optus, to be blunt, is a failure of risk management. It is poor asset management. Failing to replace a piece of equipment that cost $30,000 and knocks out the entire country and costs who knows how much is not the kind of failure that can be readily passed off as oops, it was an accident. I mean, these are things where you see a failure to invest and to be honest you don't see those kind of failures in the energy sector and you certainly don't see them in the water sector. You're looking at energy and Rania as mentioned the storm season. We will see and have already seen in Sydney and NSW, power outages associated with poles being blown over. I used to sit with the teams who used to talk to us about that when I worked in the energy sector. The truth of the matter is the number of outages that have occurred due to things not externally driven in the energy sector have plummeted and they have plummeted because there's been a much better consideration of the data, there's been trance manner and there's been investment in the processes and systems in risk management frameworks to actually fix some of these issues before they occur. 
>> CAROL BENNETT: And reliability standards. 
>> GARETH DOWNING: And reliability standards that have been in place for decades. 
>> CAROL BENNETT: Thank you. Thank you so much, Paul. Our last question. If you have another one Paul... OK, thank you. 
>> Simon owe Tool, Indigenous fellow. Mentioned that digital inclusions, access, affordability and ability, I believe like knowledge around eSafety is part of ability. We have heard a lot in the last two days about private platforms being - causing I guess, risk and harm to vulnerable peoples. Do you feel that - and funny you mentioned failure to invest. Starlink becoming more prevalent in First Nations communities. Being a risk to harm. Given that it is private platform that will carry a lot of First Nations data including cultural and intellectual property. 
>> CAROL BENNETT: You're directing to... 
>> Open. 
>> CAROL BENNETT: To Daniel? Daniel, you look like you're ready to answer that. 
>> DANIEL FEATHERSTONE: Yeah. Look, I think there's a lot of concern about sovereignty, both national sovereignty as well as issues around Indigenous data sovereignty that are being raised both by Starlink but all of the platforms and particularly with AI coming on board as well. That - you know, the sort of multinational providers are dominating some of these spaces. What we're seeing with Starlink is that the National Broadband Network, which was intended to provide the services in remote Australia, the primary service delivery is Sky Muster. There's only about 75,000 subscribers on Sky Muster now compared with about 700,000 on Starlink. Starlink will most likely be the primary delivery service for the universal outdoor mobile obligation. So where we all - what's call direct to device, where people are outside of mobile coverage, they'll be able to use their phone to send a text message initially, by next year, and then probably calls the year after. At this stage Starlink's got the only fully established low earth snore network that will provide that back haul. So it's going to be a big player in our service delivery in Australia. While other networks like Amazon Leo come on board. There's the data -- data centres that they go through, do stay within Australia, so the ground stations, but the data is still able to be accessed and controls through Starlink as the provider. So, there are issues around sovereignty generally, the and who accesses and controls that data, but we are yet to see how that's going to play out. 
>> CAROL BENNETT: And the reality is Starlink have the capacity to launch satellites, with UOMO they're a long way ahead of any competitor, including Amazon. On that note thank you Daniel and really want to thank our panellists for their expertise and their knowledge and their passion for the issues. So please help me thank them. (APPLAUSE) 
>> CAROL BENNETT: I'm conscious that we're standing between you and afternoon sea and tea and it's now afternoon tea time, so thanks for participating. 
>> I hope - one of the questions that came up yesterday is what is internet governance, and I think I said it can be anything you want. And I hope what we have kind of demonstrated with the program that we have put together, that it is multifaceted, so it can be anything you want. I think the program committee that selected the sessions that have ended up taking place here over the last two days have really struck a really good balance that we're getting great diversity in the sessions and topics, and the people and representation that we have had has been really intel enter -- excellent, so well done, program committee, and well done and thank you to those folks that submitted expressions of interest in providing conversations here today. We will be back in about 15 minutes or so for the last session of the day before I do a wrap up. Hopefully you can bear with us and stay the course. Thanks, guys. 
>> (AFTERNOON TEA) 
>> 
>> 
>> DONNA: Afternoon. Yes, I'm OK. I have lost my power. Sorry, I'm Donna. 
>> KATE BUCHHORN: Hi, I'm Kate. 
>> DONNA: I'm pleased to meet you. We'll get started. They'll make their way in. Kate Buchhorn. 
>> KATE BUCHHORN: Yeah, Kate Buchhorn. 
>> DONNA: OK, Katie. OK, everybody. Wear on the second last session. Of the event. Can you keep in mind that we'll do a bit of a wrap up after this session, and we will have an open mic, not for singing or karaoke. But if you've got some observations for the last two days or any burning questions, then there's an opportunity to do that. I want to introduce Kate Buchhorn, who's going to take us into the last session of the day. Which is related to the splinter net. 
>> KATE BUCHHORN: Thank you. Hi, everyone. We made it to the second last session of the day. Thanks for being here, thanks for staying. So we'll just give a couple of minutes. For everyone to make their way back in. 
>> There we go. 
>> KATE BUCHHORN: In the meantime I'll introduce myself. My name is Katie or more formally Dr Kate Buchhorn. I'm from the Australian Research Council, Centre of Excellence for the elimination of violence against women. And my work includes constructing measures for women's safety including the impact of climate change and conflict, measuring the quality of legislative frameworks with respect to gender-based violence and reporting, online misogynistic backlash ecosystems and technology facilitated violence more broadly, violent extremism and many, many other topics. These issues are intrickably linked to internet governance, so it is absolutely lovely to be here. Thank you to the auIGF for having us. And with that, I would like to kick off this session. The penultimate session of the day. The Splinternet Accelerates, how AI demand is reshaping internet performance, access and fragmentation. We have a line up of speakers today and I'd like to pass over to my colleagues and speakers who will introduce themselves in turn. Over to Phoebe. 
>> PHOEBE PALEOLOGOS: Good afternoon, everybody. My name is Phoebe and I'm an undergraduate student at the Australian National University here this Canberra. Echoing Katie's sentiment willings I would like to thank the auIGF for giving us this opportunity to present this afternoon. As Katie said again, we'll be discussing the Flynn splintering of the internet regarding how AI demand is reshaping internet performance, access and fragmentation. 
>> We tell you next slides? We didn't get a clicker. 
>> Owe, we do have. 
>> PHOEBE PALEOLOGOS: Thank you. Perfect. Yes. Current mapening by the internet society shows that submarine communications follow the same routes as the 18th century tea tried with approximately 700 cables currently running along the main corridors. These include high capacity systems across the and Atlantic such as Apollo and the Pacific like faster and apricot which link North America to Europe and Asia. These join devices such nodes such as cell towers and service providers to the World Wide Web. In sport we're more connected now than ever before. Furthermore, with increased Global access, personal device usage is skyrocketing. The 2021 internet of things report anticipated the number of personal devices owned to grow from 16 billion in 2023 to 39 billion in 2039. That is a growth rate of 143.75%. As a result, demand and push of data through the current infrastructure is rapidly increasing. Right now we are living in the industrial revolution of the internet of things. Where there is a growing production of new smart cities each of which with different infrastructure and privacy, personalisation and security protocols. These requests add extra data packets and transfer communication protocols withery transmitted through the internet framework. Previously this was a manageable amount of input. However, this is now coupled with tin creased use of large language models which go back with significantly more volumes of data and require more infrastructure. The rise of input to the World Wide Web is slowing the pathway of connectivity, rapidly resulting in the appropriately named splintering of the internet. The main cause of this splintering can be linked back to the productivity promise, where more people are using AI under the assurance of rapid development, lower production costs and limited knowledge requirements including needing to know how to cope. Two main practices arise from this. Firstly, copy coding. Where people will copy someone else's code and modify it tore their own personal use, secondly, by coding where AI is used to generate code or work arounds which are released back on to the web without a holistic design. Together, these practices result in the increase of bloated code, which is executable code either source code or machine code caused by inadequate programming lang takes up excess space. Bloated code can also refer to large generated code sign or binary file size both of which are wasteful of internet resources this redundant or excessive code slows pathways by taking up framework capacity and hence rating Global internet connection. 
>> You're next. 
>> I think Cameron's message is he's muted online, if you can unmute him, please. 
>> CAMERON NIVEN: Wonderful. I've been unmuted. Can you guys hear me? 
>> Yes. 
>> CAMERON NIVEN: Fantastic. I also have video, you may not want it. I'm wearing a RM Williams T-shirt today. My name is Cameron, welcome to en, congratulations on making it to the second last session of the day. It's always good to have such like minded location of people in one location sharing ideas, it's a fantastic stuff. I'm a lawyer that practices employment privacy and contract law. I do dabble in military law just for the fund of it. What I'll be talking about is how AI has effectively changed the landscape or the legal landscape of the internet and where it appears. If I'm lucky, you guys will currently have a lovely slide in front of you with a small scale of justice, it talks about vibe coding which is what we have just talked about which is where AI effectively copies large or I should say generates large segments of code to the benefit of the user. The problem in this is that typically it's purely created to ensure that it runs rather than actually being read and understood. There is a human oversight which traditionally malicious or fraudulent code, and the concern is that to some extent logic and intellectual engagement disappears. That's not just a quality problem. It also changes the legal position of the landscape that the people using and also delivering that code are then subject to. For example, a developer who reviewed and approved code line by line will say arguably has exercised reasonable care where as one who has accepted AI output on a wholesale basis may struggle to claim that that they haven't been negligent in defending whatever conduct there it is that they're actual lie accused of. But ultimately, of course, the liability falls to the generator which will be the person who distributes it, and be - the concern will obviously be the end consumer F we could move on to the next slide. Someone's got to clicker. Fantastic, Bitcoin icon, we have arrived. The other sort of significant issue that comes of live coding is the inability to actually manage and manually to an extent check that data in terms of the outcomes. Typically, our vibe code will test for Ba routine that quietly sort of gets data and does whatever it's meant to do. But it may not necessarily check nor any sort of potential back door. It becomes what we have come to call a detection gap that is legally insignificant. The reason for that is is that courts, regulators and whoever else may be having some sort of concern about these matters will generally ask what reasonable steps were taken by the party who has used the vibe code to ensure that it was safe to pass on. The concern then becomes is that code unlawful in its use. Has it presented an issue of a liability to the ends use inner terms of how they have used it as well? We can move on to the next slide. Wonderful. This slide very quickly talks about the cost. It's not by any means a selling point to engage a lawyer because ultimately everything will turn out OK, that's not the way the world works, but it is designed to effectively dem just who exactly pays in this sort of new AI landscaped world where we are using things like vibe coding. Effective it's almost every person. The impacted user to the developer, everyone will to some extent have a liability depending on where each matter goes. That is how, to some extent the legal ramifications of AI are changing the way and -- nature and the way in which the internet and more specifically AI is used. I'm now going to pass over to Alek, if he's ready to go. 
>> I have think we have 
>> SHIVANGI MALHOTRA: Online next. 
>> SHIVANGI MALHOTRA: Yes. Am I audible? 
>> Yeah. 
>> SHIVANGI MALHOTRA: OK, great, I'm Shivangi Malhotra, I am a policy professional... Just picking up from what Cameron talked about. He mentioned the liability and the cost that are arise in the legal realm in terms of the acceleration of AI and what that means. Good internet governance. Also... A little bit and talk about how AI is accelerating the traditional connectivity divide this we talk about in internet governance into a much larger capability divide. There's two co-reasons why I am seeing this. One is that we under that, OK, access to basic internet services like messaging, browsing, accessing information is still possible in low network resource contained context, but with the increase of AI tools there is an increase in dependency on cloud access, significant computer... Inescapable devices et cetera. So that can be the emergence of two sets of communities and where people who are technically online can have radically different capables so we see an evolution of the digital divide from just digitally connected and unconnected to who is meaningfully connected in AI enabling way and able to create and adapt AI to use its services. This matters because AI can compound productivity of business or an economy with access to compute, and AI resources does not simply have better internet. It can automate free search coding, marketing et cetera, making those without these resources fall progressively further behind. The second reason is that AI quality also heavily depends on training data and we see that as well. English and other high resource languages have more digital material available for AI training compared to African, Asian and other Indigenous languages. Which code directly translate to let representation, less do you believe, less usability and less development in economies and regions outside the Global majority. This all contributes to regulatory divergence in different regions which ultimately becomes consequential because it needs to follow internet fragmentation. Can we have the next slide, please? Another important aspect is the compute divide AI is creating in addition to the access divide. There's reports that find the resources required for AI services are highly concentrated and -- from different countries with, as you can see on the slide, countries hosting 77 -- roughly 77% of Global data centre capacity, trade option a new complexity in the inter net where countries can trainings, adopt models, develop local AI tall whereas countries without AI compute have to import these and have lesser control over data, technological choices and increasing their dependency. Next slide please. This leads me to how this is leading to an increase in privatisation of the internet infrastructure and where low- and middle-income countries are highly reliant on private sectors such as Starlink to improve connectivity and access in their regions. I -- ultimately leading to a sort of concentration on internet infrastructure where the same large technology companies are controlling everything from submarine cables and cloud interstructure down to the user interface. Next slide please. This is just a representation of what the privatisation of the internet has led to. We can go to the next slide. I think this is an important slide that represents that the governance challenge is not to resist private investment in internet infrastructure but to preserve interoperability as AI infrastructure scales so countries with fewer independent connections are not left more vulnerable to disconnection, whether through infrastructure failure, commercial concentration or state action. That's all from me. I'll hand it over to Alek to talk about public and private systems on the internet. 
>> ALEK VAN HUMMEL: Hello, everyone, my name is Alek and I'm a recently finished PhD student and social lecturer at the university of Canberra. Thank you. So far we have talked a bit about the internet fracturing and then also kind of the privatisation of the internet as well. But why does this actually matter? This distinction is really important because of these key differences between public versus private systems. The public systems, whether that be health, education, justice and so forth are all at least meant to serve the people. They're meant to serve the best interests of the nation of which they are in or at least as I said they're meant to. Whereas private systems focus on private gain, whether that be profits, stakeholders, power and so forth. This distinction has a really big impact when we're thinking about how much our privacy is protected. Private systems do not have the same obligations when it comes to protect our on the internet. They - which can often lead them to kind of try it and do different things and gain from kind of our data and other aspects that may - that we may share on the internet. Which means that our rights to privacy are incredibly important. There are many different privacy rights that exist across the world. They do differ slightly from nation to nation. I'm forgot going to glo through all of them. But some key ones are your right to know, the access and export. You know, you have the right to know what different organisations have on you, what data they have on you but not only just na but also the assumptions that I they're making based on that data. They might be making assumptions about your gender, about your family structure, about your age and so forth N many areas you have a right to know kind of that information. Another key right that has had quite a bit of controversy recently is that right to the not be subject to real time or remote die you metric identification. Many of you guys probably heard of the recent kind of issues that arose with Bunnings where they were using biometric data to kind of scan their customers that were coming in. While originally Bunnings were in trouble for using that, they actually ended up getting an exemption because of - they said it was for those - the security reasons. The kind of while we have these rights the implementations of them are not always black and white. That's something that we really need to consider when we're thinking about your different rights to privacy because there is a difference between what we have and how they actually work in practice. That's why it's really important that different organisations instead kind of design for privacy. Instead of just designing these programs and these websites, instead actually designing privacy into them from the start rather than forwarding them on. This is where the private versus the public issue comes into play. Private institutions don't really have the same motivations or obligations to really make sure that their systems are as air tight as many of the public institutions do. What we see that lead to often is instances in which our privacy can kind of be violated in some issues. This isn't necessarily mall lass. Sometime it's just something that is and has kind of slipped through the minds of someone because it's knots as important and not as front of mind for that group of people. This is an example from Facebook. I'm sure many of you guys have seen this log in page before you put in your email awithout putting in your password it shows a photo of yourself and your full name. But what you might not know is that even if you put in your email address or your phone number in slightly wrong, it can say, "You might have meant this person". Which means that even if someone just has your email or just has your phone number and even if they don't have it correctly, they can still see who you are. You might have put your phone number down somewhere and people can use that to see your photo, what you look like and also see your full name. In these instances people can then start linking this information across different websites to gain a fuller picture of who you are. As I said, the private organisations have a much less incentive to actually go ahead and make sure that these things aren't actually in place. This then raises this issue of linkability. Where you can get information from one website and then you get your name, your email address, your photo from one website and then you can go to somewhere else and find out other information about you. They can use all of these kind of small things that have slipped the mind of people to start linking together this information to get a full picture of who you are. This link can then lead to harm and lead to something which we call the chilling effect. The chilling effect is that idea that people are going to start to be scared to actually put their information out there. To actually speak about the issues that matter to them and so forth because they're scared that this is going to all come back to them because how much all of this information is all linked up. Alright, that's the end of my part. I'm going to pass over to Thomas. 
>> THOMAS AARHEIM: Thank you. Thank you. Alright. We have - first of all my name is Thomas, I work at axis partnership and I'm also involved in the nor wee and January or Norway IGF, the new MRI. We have so far talked about infrastructure in the quality legal regulatory issues as well as private and public sector issues of - aspects of this. I'm now going to talk about efficiency and a little bit more about costs. And some of the solutions that this might offer. As we know the internet consumption or data consumption has been projected by the internet energy agency to be around 485 terra watt hours in 2025, projected to more than double to 950 by the 2030 projection. This is obviously more than just AI but we know that AI is one of the key factors. As demand grows, we can't just worry about building more AI infrastructure or more data centres to facilitate AI infrastructure. We also have to increasingly think about efficiency. And attack it from the other side of this one. 
>> Magic touch. 
>> THOMAS AARHEIM: Thanks, Ryan. Essentially what we're talking about is the same task but less work. It is true that we need these software efficiencies and there are many examples of how this might work and there are many numbers thrown around about how much and how little this can be effective. The key thing to keep in mind is that we need the output to be roughly the same amount of quality, but for a significantly less amount of compute. Some examples put it all the way up to almost 80% reduction in compute for relatively the same amount of quality. -- for roughly the same amount of quality. And this is essentially where the diet code comes into play. You can think about it essentially as the opposite of bloated code, with all of the - we touched upon earlier in the presentation, with all of the vibe coding and the kind of bloated code that is all around the internet because of AI at the moment. Diet code can become a kind of opposite of that. On the graph you can see the benchmark model in this case the code Bert. The comparison model using diet code managed to reduce the computation by around 40%. Obviously the saving on energy is - energy and cost is one of the key main savings, but going back to what Phoebe was saying in the introduction, there's also good way for internet resilience. Think about the cables that are going to Australia, should one of them fail or several of them fail, with less internet traffic going through them, the chances of the other ones failing reduces, diminishes. There are a bunch of aspects around the internet infrastructure that - where these savings or inefficiencies can be reduced and produce beneficial outputs. I think I'll hand that over to Ryan now. 
>> RYAN PAYNE: Hi, my name's Dr Ryan Payne, I'm the direct of the can be lab here in Canberra university it's what society can be with technology. Yes. We have puns beyond belief, if you notice where diet code came from going forward. Taking this through a little bit. We know AI makes software production really cheap and we only have that in one aspect here. We also know that because of that infrastructure we can get a lot of software produced and meme are going to do it in a lot of the most efficient way possible. We talked about aspects going forward. Inside of that there's not the credibility and contention to make sure it is efficient code and because it can have malicious outputs. We also there's no accountability to the person who writes the code because often it's done anonymously. We talked about Lou this can create a lot of going through the infrastructure of the intranet. We saw how the of code is bloating and clogging up the arteries of the internet. This gives rise to a private internet which would be faster and we're trying to see the emergence of places like Starlink the current internet at thousands of a fractions of the second. You think you're the real internet but it's not. The in America and India going forward. We see places like 3 and Google where they give free cell phones in exchanges for offering internet light where you can access their version of the internet with curated aspects of the website.s this is not the full internet. I'm talking to breaching the choir, hallelujah. But it also creates inequality. We know this is an internet governance issue. Why is it internet governance and gnat just software regulation. We want to have an AI tax, that's not what we're talking about. is no way to recognise the magnitude of this and we outline a few different ideas. Specifically could we develop a standardisation to measure what is going through and extend some sort of sustainable AI practices. It means government procurement aspects considering the software requirements when buying software services. Is there any code reduction or software efficiencies requirements inside government protocol. It means we can look at having AI coding that creates vibe coding and creates this software programs. It can look for inefficiencies that could be removed or outside going forward. An example is Google when it first started used to put 32 transformation protocols going through. There is so many transfer - let's add on that really good intentions but no-one has said let's morph that into one inquiry going through. They keep adding more and more on. It creates unnecessary requirements going through from a it means looking at the resource base and as Thomas highlighted and showing Phoebe's diagram, if there is 18 cables to Australia, if we cut out two as is potentially possible do we have the capacity with the remaining cables to handle the current traffic going through with this. Do we then think about if you are part of the country in the islands that exist inside of the Asia-Pacific area they are getting connection connectivity issues if you are putting through single large volumes of code, they aren't able it have the capacity. Great you are on the Internet but you no longer have the capacity to access the web sites and services that are available going forward. There is a few different considerations here. We propose a few different things and I want to highlight these are academics inside of ours. Not only are we the youth fully looking panel, we are also aspiring academics going forward. Thank you because each person's story will definitely make you giggle and laugh from hospital rooms to flying around the worlds and what we are planning is a standardised measure including sustainable AI practices going forward. Having government procurement processes and looking at efficiency labelling and consideration of lower band width and older device Ewers. We have drafted a research paper that will be under double blind peer review and we look to outline and submit that to the journal for policy as well as the Internet journal where we will be speaking next week on Thursday at 9.30 if you want to come. If you have feedback or considerations you think we should include in our paper please email us. We have time for panel and discussion but we have put in the QR codes and if you want to direct them to me I will funnel them to the rest of the team. 
>> KATE BUCHHORN: Thank you. That was a lot. A lot of information, a broad range of information about how AI is reshaping the Internet. To recap we spoke about legal implications, the costs of inefficiencies, inequality and access. Rights to privacy, the public versus private incentives and actual solutions for the reshaping. With that, I would like to invite, as per standard a panel discussion for anyone who has any comments or questions to please feel free to ask them. 
>> RYAN PAYNE: We were the last panel for the last day. I talk really fast so sorry for the translating services. They said "Go slow, you are from North America". I talk fast for New Yorkers and I talk fast. We are the last ones. This is the chance to share about our panel and if you want to share thoughts in general about it going forward. 
>> I am Anastasia, I have beep following along with some chats about segmenting traffic. If we are able to identify bot traffic especially if it is search queries and stuff or crawlers, there has been talk about treating that traffic differently which I think is extremely controversial from maybe people who have been in this space for a long time but maybe would save resources or make it easier for if I am running a tiny web site and hosting it from my home computer and it is going to catch fire and if it is getting a billion queries a second, do you think it is a good idea to have something that can segment the traffic and be treated differently? 
>> RYAN PAYNE: I know the questions are for me. As soon as you start trying to ledge slate that there is a lot of restrictions that might be unintentionally applied and instead of what we conceptualise was not to do that aspect of it. We don't want to restrict code in any way shape or form because we can't validate the purpose of the code. We get into restriction queries. The time validating the code query if it is valid or not and that can be inequitable in some ways. If we transcend the traffic that goes through with some of the different aspects, we might unintentionally create a two tiered system where if you have a certain perception of code or if your code is perceived by a tracking agent in a certain way you will get through. If you aren't a good coder it won't be. 
>> I am not talking about the code. I am talking about requesting a web site. 
>> KATE BUCHHORN: I do think human queries should be prioritised over machine to machine purely because of the frame works, agents operating and taking up traffic on the web. It is almost like this uncapped ability that we as humans could never match. Some equality in that sense I think would be a good idea. 
>> RYAN PAYNE: Sorry for misunderstanding. 
>> KATE BUCHHORN: It is fundamentally a question of web traffic and limited network resources. 
>> Thank you. Firstly, thank you for the panel. It was quite interesting research. I find it quite interesting all the different aspects. My question is with regards to the accessibility we know ickan and other areas are doing a lot of work on universal acceptance which is a bit slow. At the same time we have - I have five web sites which I know are not by any standards universally accepted. They don't accept any other domains or correctors. In your research, did you think is it even practically possible to achieve those higher standards of accessibility using AI? Do you have in mind when it would be possible? 
>> KATE BUCHHORN: The accessibility of newly generated code for those who otherwise wouldn't have been able to write the code? 
>> No about you accept the characters that are not latent, for example, you could have Chinese character or correctors and that comes under your accessibility. 
>> RYAN PAYNE: In terms of accessibility, one of the things we saw with AI when it first came out, even when Open AI February 2016 formed the company in their founding principles Sam and now Anthropic outlined that code could be used for creating accessibility and for doing those equality-based ideas. Some of the things you see now is the development - large links with models sign language being created, so you can have - sorry to the interpreters, you can have a virtual AI Avatar sign instead of transcribed. Instead of having to spend your time watching and reading a presentation, you can see a person sign the entire thing going forward. That is one of the results of the accessibility going forward. It still is more about the efficiency of it and education on how to be efficient. 
>> Thank you for the presentation. 
>> I ask a question in my personal capacity, with regard to the example shared on the slide about Google adding on lots of different things to the home page I was wondering what you think the main barrier is at the moment for providers like Google not addressing the inefficiencies that you mentioned? 
>> RYAN PAYNE: I had it on the slide. The biggest struggle here is getting private corporations to allocate resources to do so. Now there is no benefit if you are a software developer or some of the other actors in the Internet ecosystem. There is no benefit to you to change or put money or resources behind doing the efficiencies. A little bit of what Cam talked about, those costs can be spread out to a different set of actors than you absorbing. A lot of the corporations won't absorb the costs. They will push the costs onto the domains into thing companies and Internet service providers. They are the ones in the room saying how do we deal with this problem rather than going upstream and saying instead of getting more buckets, let's turn off the top. 
>> KATE BUCHHORN: AI is in its infancy still. If we make enough noise and communicate enough with the creators of technology, we can optimise the code that is fundamentally generated by AI. We can just optimise the utility function of that so we get better quality non-bloated code. It learns from everything on the Internet so we can input and it can be changed. This is forever evolving. It is one of the fastest evolving fields. Trying to write an AI paper like I did in my PhD. You do a literature review and when you finish you have to do another one because everything has changed. We have a couple more minutes. Maybe I will close with a question to the panel, to anyone. If you had one policy leaver to pull in the next 12 months to slow fragmentation what would that be? 
>> RYAN PAYNE: The best part when you help draft the questions is you have more time to think about the answers than my fellow panel members. The best thing that I could think of to leave as a take away because I hate that we outline lots of problems of these things but people never put forward potential solutions. If you saw me in the lobby talking to Thomas, here is a potential solution, so you did a great job there. I think we have to look at government procurement policy because it will take a lot of governments and a lot of governments and a lot more governments saying "We are the largest procurement office of software" whether it is in education and infrastructure or in terms of defence and actually what are the service requirements that were alarming going forward. Some of us know software companies and one of the biggest things is you see countries saying we want to work with you but we want Palentir Light because their infrastructure can't handle all the codes that Palentir puts through. I can imagine being close to the countries that say we want this and can afford the support but the infrastructure can't handle all the infrastructure you are putting through. Can you give us the light version of it so we could potentially save ourselves or be informed of what is going forward. How the European Union forced Apple to make USBC going forward, I would like to see if we could get governments unified to encourage software companies to regulate themselves in some way. 
>> THOMAS AARHEIM: What you just said is something I was going to highlight. We have discussed it throughout this week a little bit but we are still at a point where even though there are a lot of different ideas about where AI and the Internet is going, there is still enough willingness around the table to make these Coalitions of willing to collaborate and not just between communities and stakeholders but multilateral between government. You might be aware there is some almost as important conference going on in New York called the general assembly, where they recently - on Monday - announced some interesting Coalitions on AI governance which will touch on Internet governance. When we have recovered from this conference, I recommend to you read about that as well. Coalition of the willing bind the like-minded, both stakeholders and countries and it is not like it is too late. We can still work on it together. That would be wild in the first 12 months. 
>> KATE BUCHHORN: I couldn't think of a better note to end this on. Thank you everyone. This will close the final session of the day. (APPLAUSE) 
>> DONNA AUSTIN: Are we ready to go straight into the last session? I was asking the tech people. Are we good to go? I am going to provide a summary of the conversation we had yesterday about evolving the auIGF. Thank you ChatGPT. Then I am going to invite people to the open mic for 15 to 20 minutes and then I will do a wrap up and thank our sponsors. We can then go home. Does that sound all right? I was going to quote what's her name, the singer - no but she could be good. Here is the meno brain at work. Married to Travis Kelce. Taylor Swift. I was going to encourage everyone to stand up and shake it off. This is about three minutes apparently of reading. Stick with me. Yesterday afternoon we asked you all an open-ended question about evolving the auIGF from here. We had a lot of good feedback and there were a few themes that emerged reasonably clearly. First and what's quite comforting to the MSSC is people see real value in the auIGF as a place for community to come together. The message was that the precise format matters less than preserving a trusted, genuinely multistakeholder space where people from different backgrounds can meet, listen to each other and work through issues together. That is something we should protect. Second there was a strong view that we should think beyond single annual events, a number of people supported more intercessional activity, whether that is a small number of online round tables, a task force, community projects or other ways to keep the conversation going through the year. There was also a realistic acknowledgement that this requires volunteer time, secretariat support and funding. We will need to be practical about what we can sustain. Third accessibility came through very strongly. People valued the affordability of the event, the ability to participate online and the very active online discussion. We also heard accessibility is about language and confidence. Internet governance can feel intimidating if you are new to it and it certainly can be that. Suggestions included better one page summaries of sessions, clearer examples of what Internet governance covers and a mentoring pathway for people who want help developing a session proposal or participating for the first time. We also heard we should continue broadening who is at the table including First Nations, Pacific, young, queer and other communities that may not always see themselves reflected in Internet governance discussions and support those communities not just to attend but to shape and lead the conversation. Two practical ideas that stood out. One was to explore collocating the auIGF with events such as AUSNOG or APRCOT or other places that could help bridge the communities and make participation easier. The other was to make the link between the auIGF and regional and global Internet governance forums clear sore people can see how the views expressed here can travel into broader discussions and what comes back from them. Finally, people asked us to show more clearly what happens after the conversation, revisit issues from previous years, report on progress and demonstrate where auIGF discussions have led. There is a lot for the MSSC to consider. We will take the ideas away, look at what is achievable for next year and make sure the community remains part of that conversation. We sincerely thank everyone that contributed to that conversation yesterday. We got a lot more out of it than we expected. Thank you, very much for that. I will note that the US-held recommenced their auIGF last week I think it was. There has bone a little bit of hiatus in some areas. Our agenda is far more reaching than what theirs was. I am proud of that. Maybe we can do a little bit more as well to connect what are the discussions going on in the other IGF that's are happening. With that I think that is a pretty accurate reflection of where the conversation went yesterday but if anyone has anything else they would like to add, happy to receive that. For the next 15/20 minutes there is the mic. If you have got anything you want to say about anything at all really at this time of day, please line up and have your say. Moving right along. There is nobody there. I can't talk to air. All right. OK. I really thank everyone for their participation. I think it has been a really good couple of days and to remind you of what we covered. We started off with David Mackay's key note address and it was really good to get an understanding of what is going on in the department level. The hypothetical with Johanna which was a good energy and vibe to start the conversations. We have covered resilience of DNS and multistakeholder and two ambitious projects underway with the First Nations road show and the social contract for digital wellbeing. We covered the digital duty of care. We covered the social media online restrictions. We covered scams, quantum risk and critical infrastructure readiness, telecommunications as an essential service, AI and data centres. We ticked just about everything that you could possibly cover and we remembered that ICAN was doing some stuff as well. We are flexible in the design of our program and we can slot stuff in when we need to. I think we have covered a lot. Some other themes that kind of came through for me is that there seems to be a very small window for government consultations. That came through pretty clear on a number of things. Why are you laughing? Just to that point, I don't know that it is necessarily - there's a distinction between the public service and the government of the day and the government of the day is trying to achieve many things and get some runs on the board. After their first 12 months they are focused on re-election again, so I think with a lot of these things they are having conversations with maybe the Telcos and the platform providers, they are having conversations with the Greens and the teals and those other people across the other side of the hall. My sense is that they have got a pretty forward-looking agenda but they have got a tight time frame to get runs on the board before we start for another election. That is just the political landscape that we are in, I suppose. I think there is a lot of power in us being in the room together, sharing contact details, sharing information and maybe the social contract for digital wellbeing, or the First Nations road show, we become - our voices become a little bit more prominent. Maybe that is a goal for us. We will provide, at in point, a summary report from this meeting, so look out for that. One of the suggestions about more inter sessional things that we could do. One of the sessions that was planned for this was an update on what is happening in Europe. Australia's pushing the boundaries in some of the platform legislation at the moment but the European Union is one that has really led the way in that area. We agreed Paul Toomey was going to moderate that session, that we could provide a space to do a webinar member in two months time. We will commit to that and we will send the information out. That is something we can do intersession naturally. The other thing that came to mind is that when I was the chair of the registry stakeholder group and we were in COVID we used to meet on - was it a monthly basis? But there was - because we didn't have that opportunity to get together every three months face to face, we started what we called drop-in calls. We had a time and day and we publicised that. If you have got a topic you want to talk about, put it on the mailing list. We will open up a Zoom meeting for an hour and whoever wants to join can join. Informal discussion but it is a good way to throw ideas about. It doesn't really cost much to set that up. It is just a set time of day. If you don't have anything else to do at that time, join in and see what happens. That is something practical that we could potentially do. A big shout out to the MSSC members. This is a volunteer effort largely. There is a lot of time and effort that goes into this. You don't realise it as you are preparing the program that it can be as meaningful as I think it has been over the last two days. Thank you to the MSSC members. If you have any interest in being involved in the preparation of the next auIGF, we are always looking for people who want to help us out. Please send an email to info@auigf.au. We have the MSSC which is the big committee but we have an opposite committee, a program committee and a something else committee that doesn't come to mind but we may need to look at that when we go through the evolving the auIGF and see if there is another gap that we need to fill there. A big thank you to our volunteers, Identity Digital, the principal sponsor and Verisign, auDA, strategic partner and Secretary. A big shout out to Elizabeth and Brohan. And of course Mike for yesterday, of course. Certainly as the Chair, their support has been invaluable and what I like about a secretariat is when they anticipate what has to be done and they just do it. Thank you for that. Internet Australia is a strategic partner. Department of infrastructure, transport, regional development, communications, sport and the arts, the Department of Infrastructure, Transport, Regional Development, Communications, Sport and the Arts our accessibility and session sponsor. A big shout out to Veronica who was part of the MSSC. Internet Society. Reception sponsor, the Internet Society Foundation and event sponsor, ICAN, Internet Association of Australia, the merchandise sponsor, APNIC provided the AV support which is so important. It makes this a successful hybrid event. Communications day media partner. Mike sent me a link earlier this morning, communications day did a nice write up about what happened yesterday so we can get that shared on the email list. That is all she wrote. Thanks, everybody. 
>> Before we conclude, Donna, I have something to say. It is a volunteer effort and we heard this morning from one of our international participants that Donna is something of a legend in the Internet governance technical coordination body ICAN. We are very lucky to have her as our Chair for past two years. Donna, we want to thank you for a fantastic job that you've done. Please everybody join with me in thanking Donna and we would like to present you with just a small token of our appreciation for your work. (APPLAUSE) 
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